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Dear Reader,

It is our pleasure to present a third scholarly volume bringing together
a unique series of research papers by talented students — participants in
the Security and Society in the Information Age program held at Collegium
Civitas University in Warsaw, Poland.

In the 2019/2020 academic year, due to the pandemic, it was not possible
for the students to physically come to Warsaw. Thus, for the first time, the
program was held online. The students took part in a fully-fledged online
course and an online research internship at the Terrorism Research Center.
The 2020 edition of the Summer School was held in partnership with the
United Nations Institute for Training and Research (UNITAR).

The Security and Society in the Information Age program is organized in
Warsaw jointly by Collegium Civitas and SRAS (USA). It is composed of
summer school courses, semester or academic year abroad opportuni-
ties as well as an optional internship. The courses are devoted to a wide
range of historical and security issues — with the region of Central and
Eastern Europe serving as a case study. The courses are taught in English
by academic experts and practitioners. The program is aimed at ambi-
tious students who are eager to engage in and out of the classroom and
want to enhance their competencies and boost their academic and pro-
fessional careers.

The internship program is organized by the Terrorism Research Center
(TRC) — a leading think-tank and research unit within Collegium Civitas. The
main fields of activity of TRC include scientific projects, analytical under-
takings as well as raising awareness about security issues in society. TRC
focuses on a wide range of security challenges surrounding international
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terrorism and how to combat it. During the internship, students deepen
their knowledge on selected security issues and embark on their own re-
search project, supervised by mentors who are experts at TRC.

This scholarly volume presents the results of the internship held in 2020.
The interns explored a variety of important security issues facing mod-
ern societies, including: terrorism, migration and disinformation, violent
extremism and radicalization, border security, internet and security poli-
cies, intelligence analysis, cyber threats, biological and chemical warfare,
and trade restrictions in 5G technology.

The contributions give an overview about selected, current challenges
in today’s interconnected world. The authors also looked for solutions
and included recommendations for law enforcement, policy makers and
scholars.

We hope you will find this book interesting and valuable and we cordially
invite you to learn more about the Security and Society in the Information
Age program at: www.securityandsociety.org

Dr. Katarzyna Maniszewska Renee Stillings Dr. Paulina Piasecka
Vice-Rector for International Director Deputy Director
Relations Collegium Civitas SRAS Terrorism Research

Center



Contemporary Conflict:
The Role of Hybrid

and Asymmetric Threats
Matthew PIERRO

Abstract: In recent decades, the international stage has witnessed warfare’s evolution
away from conventional tactics. Whereas historically rivaling nation-states dueled
on rigid battlefields to declare a winning power, modern tactics have blurred the
lines between war and peace while removing definite fronts, actors, and necessary
capabilities. This is representative of modern-day asymmetric threats: used generally
by weaker actors in conflict to exploit vulnerabilities in a more powerful opponent,
these strategies circumvent direct confrontation while being unconventional, irregular,
and difficult to combat. In unison with traditional war tactics, these characterize hybrid
warfare which combines asymmetric and conventional aspects of conflict. This paper
will examine asymmetric and hybrid threats, their status modeling conflict in the 21
century, and the actors, both state and non-state, that drive their use. Further, a variety
of case studies will be examined from which recommendations to combat asymmetric
and hybrid tactics will be made.

Keywords: asymmetric threats, hybrid warfare, state, non-state actors, conventional
warfare, cyber attacks
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Introduction

In the most elementary sense, warfare can be framed by the notion of
opposition and the clash of opposing ideological blocs. This concept is
neither new nor uniform: warfare has long been subject to evolutionary
forces and its existence has been defined according to a variety of histori-
cal and present perspectives. Carl von Clausewitz, a Prussian general and
military theorist active during the Napoleonic Wars,* provided several defi-
nitions of warfare: once as “the continuation of politics by other means”?,
while later as “...nothing but a duel on an extensive scale...an act of vio-
lence intended to compel our opponent to fulfill our will”,? and “...a natural
part of human life.”*. This implication of warfare as state-dominated® was
a product of conventional tactics prominent in Clausewitz’s era. Nonethe-
less, to many, the prevailing perception of warfare is similarly conventional
in nature. Military historian John Keegan proposed this in his political-
rationalist theory of war®, saying “[warfare] is assumed to be an orderly
affair in which states are involved, in which there are declared beginnings
and ends, easily identifiable combatants, and high levels of obedience by
subordinates”’. Per Keegan, this theory deals poorly with non-state and
non-conventional tactics, the subject of this paper?.

The rationalist theory finds company in academic literature. Jean-Jacques
Rousseau, a Genevan philosopher and enlightenment thinker®, argued
warfare as “...a relation, not between a man and a man, but between State

1 Beatrice Heuser. Reading Clausewitz. London: Pimlico, 2002.

2 Alexander Mosely. “The Philosophy of War”. Internet Encyclopedia of Philosophy. Accessed August
24, 2020. https://iep.utm.edu/war/.

3 Jordan Lindell. “Clausewitz: War, Peace and Politics”. E-International Relations, November 26,
20009. https://www.e-ir.info/2009/11/26/clausewitz-war-peace-and-politics/.

4 Ibid.
5 Alexander Mosely. “The Philosophy of War”.
6 Alexander Mosely. “The Philosophy of War”.
7 Ibid.
8 Ibid.

9 Christopher Bertram,. “Jean Jacques Rousseau”. Stanford Encyclopedia of Philosophy. Stanford
University, May 26, 2017. https://plato.stanford.edu/entries/rousseau/.
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and State.”1°. Even Webster’s Dictionary, a supposed arbitrator of word
usage, defines war as “a state...of conflict between states or nations.”**.
Conventional warfare fits within these classifications: global security has
historically evolved around the clashes of nation-states and their militaris-
tic ventures. The end of the 20th century and notably the Cold War, how-
ever, has demonstrated a dramatic shift in the sphere of conflict.

Witness to increasingly powerful nation-states with numerically extrava-
gant armies and weapon arsenals, pure conventional warfare has lost its
position as a viable means of completing political goals. As of January
2019, the United States military budget exceeded $700 billion dollars®?.
When accounting for inflation, this exceeds the Cold War average for the
United States by over $100 billion'3. Boasting a military of this strength,
conventional warfare with the United States is not a practical strategy. The
disparity is blatant in the on-going conflict in Iraq: in 2019, Irag’s military
budget valued roughly $6.7 billion in US dollars, a fraction of the resources
wielded by the United States!*. As such, counters to U.S. offensive attacks
(such as the assassination of Iranian commander Qassem Soleimani®®,
asymmetrical itself) include mass demonstrations and a rocket attack on
the U.S. Embassy in Baghdad?®. In sum, warfare has been forced to adapt
to the powers that participate in it. Nonetheless, warfare represents more
than the individuals or weapons involved: it is the theatre in which oppos-

10 Alexander Mosely. “The Philosophy of War”.

11 “War”, Merriam-Webster. Merriam-Webster. Accessed August 24, 2020. https://www.merri-
am-webster.com/dictionary/war.

2 Miller, James N., and Michael O’Hanlon. “Quality over Quantity: U.S. Military Strategy and
Spending in the Trump Years”. Foreign Policy at Brookings, January 2019, 1-9.

3 |bid, 2.
14 “lraqi Defense Market Outlook to 2024 — Iraqi Defense Expenditure Expected to Record a CAGR
of 5.5% Over 2020-2024". GlobeNewswire News Room. Research and Markets, December 16, 2019.

https://www.globenewswire.com/news-release/2019/12/16/1961172/0/en/Iraqi-Defense-Market-Out-
look-to-2024-Iraqi-Defense-Expenditure-Expected-to-Record-a-CAGR-of-5-5-Over-2020-2024.html.

15 Felbab-Brown, Vanda. “Stuck in the Middle: Irag and the Enduring Conflict between United
States and Iran”. Brookings. Brookings Institute, January 29, 2020. https://www.brookings.edu/blog/
order-from-chaos/2020/01/29/stuck-in-the-middle-irag-and-the-enduring-conflict-between-united-
states-and-iran/.

6 1bid.
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ing values clash, and in modern society it has morphed into a path around
the stalemate between powerful national armies.

Definitions: Asymmetric Threats

Referenced above, select nation-states dominate military spending (and
generally global conflict). A prominent example is the United States, whose
national defense budget constitutes nearly 40% of global military spend-
ing while their allies account for (roughly) another third.” This accumula-
tion of force proves counter to deterrent efforts: according to the Serbian
Report of the Quadrennial Defense Review, released in May 1997, U.S.
dominance in the conventional military arena may encourage adversaries
to use such asymmetric means'®. Thus, the concept of asymmetric threats
was introduced, proposed as a strategy to avoid direct military confron-
tation with the U.S. or to disrupt U.S. commands, controls, communica-
tion systems, and alliances?®. Steven Metz, an American national security
expert at the U.S. Army War College?!, critiqued this nation-specific defi-
nition and proposed a more complete definition of asymmetric strategy:
“[in military affairs] asymmetry is acting, organizing, and thinking differ-
ently than opponents to maximize relative strengths, exploit opponent’s
weaknesses or gain greater freedom of action”??. Contrary to nation-
states in the upper echelons of military spending, weaker sides in conflict
must circumvent direct attacks in favor of unexpected tactics, due both to
their own shortcomings and to the superiority of their opponent?3. These

7" James Miller, N., Michael O’Hanlon. “Quality over Quantity”, 2.

18 Milica Curci¢. “Asymmetric Threats in Security Studies”. Thematic Collection of Articles — Asym-
metry and Strategy, 2018, 17-29.

19 |pid, 20.
20 |bid, 20.

21 “Steven Metz”. Strategic Studies Institute. US Army War College. Accessed August 24, 2020.
https://ssi.armywarcollege.edu/faculty-staff/author-bio-metz/?q=543.

22 Milica Curgi¢. “Asymmetric Threats”, 21.

2 Nikola Brzica. “Understanding Contemporary Asymmetric Threats”. Croatian International
Relations Review 24, no. 83 (October 29, 2018): 34-51. https://doi.org/10.2478/cirr-2018-0013.
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asymmetric approaches employ innovative, nontraditional tactics, and
weapons or technologies that are irregular in nature.

Asymmetric threats vary across a multitude of platforms, including disin-

formation campaigns, terrorism, and cyberattacks. Importantly, these tac-

tics exist under the threshold for conventional conflict while still destabiliz-

ing governments, alliances, or organizations?*. According to the Ministry of

Defense in Serbia, certain characteristics are inherently asymmetric when:

1. considered unusual from a conventional point of view (i.e. torture);

2. irregular in the sense that they violate treaties or laws of armed con-
flict;

3. depart from war as previously understood, (as in flying planes into
buildings);

4. leveraged or specialized against assets;

5. difficult to respond to proportionally, creating a situation where mili-
tary intervention in response seems inhumane or cruel;

6. having unforeseen circumstances, typical of an event or attack not
previously used?>.

Stephen Blank, a Senior Fellow at the Foreign Policy Research Institute
and published author on asymmetric threats, presents another interpreta-
tion of asymmetry, labeled “Blank’s Theory.”2. This classifies asymmetric
threats within five dimensions:

1. they are threats of non-conventional nature;

2. they are designed to mislead the opponent;

3. they can be used by both state and non-state actors;
4. they do not imply confrontation, and;

5. they reflect the opponent’s strategy?’.

24 Brittany Beaulieu and David Salvo. “NATO and Asymmetric Threats: A Blueprint for Defense and
Deterrence”. Alliance for Securing Democracy, no. 031 (June 2018): 1-7.

% Milica Curdié. “Asymmetric Threats”, 24.

26 “Stephen Blank”. Foreign Policy Research Institute, April 24, 2020. Accessed August 24, 2020.
https://www.fpri.org/contributor/stephen-blank/.

27 |skren Ivanov, Velizar Shalamanov. “NATO and Partner Countries Cooperation in Counter-
ing Asymmetric and Hybrid Threats in South Eastern Europe’s Cyberspace”. Towards Effective Cyber
Defense in Accordance with the Rules of Law 149 (2020): 59-70.
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In both scenarios, these tactics are intangible and entirely flexible, creat-
ing military action that is unpredictable, irregular, and difficult to combat.

Definitions: Hybrid Warfare

Hybrid warfare exists in concert with asymmetric threats, blending con-
ventional and irregular tactics?®. In this sense, hybrid warfare combines
military and non-military as well as covert and overt means, fusing con-
ventional capabilities with less-conventional ones such as terrorist acts and
criminal activities?®. Franck Hoffman, a Distinguished Research Fellow with
the Institute for National Strategic Studies?, builds from this definition: hy-
brid warfare incorporates different modes of warfare (both conventional
and asymmetric capabilities), therefore utilizing synergistic efforts that are
simultaneous, fused, and subordinated to one command unit3?.

According to some military experts, this unconventional theatre of conflict
can further be described as the “Gray Zone” of warfare, characterized by
“intense political, economic, informational and military competition more
fervent than steady-state diplomacy, yet short of conventional war”*,
while employing small-footprint, low-visibility operations often of a covert
or clandestine nature®. This hybrid zone utilizes operations below inter-
nationally recognized thresholds and conventional, on-the-ground tactics.
Though hybrid tactics are traditionally linked to non-state actors (terror-
ist organizations, for example) waging wars against more powerful foes,

28 Brittany Beaulieu, David Salvo. “NATO and Asymmetric Threats”, 2.

29 |gura-Maria Herta. “Hybrid Warfare — A Form of Asymmetric Conflict”. International confer-
ence KNOWLEDGE-BASED ORGANIZATION 23, no. 1 (July 20, 2017): 135-43. https://doi.org/10.1515/
kbo-2017-0021.

30 “Frank G. Hoffman”. Foreign Policy Research Institute, May 7, 2020. https://www.fpri.org/con-
tributor/frank-hoffman/.

31 Laura-Maria Herta. “Hybrid Warfare”, 138.

32 Charles T. Cleveland, Charles T. Connett, Will Irwin, Joseph L. Votel,. “Unconventional Warfare
in the Gray Zone”. Joint Force Quarterly. National Defense University Press, January 1, 2016. https://
ndupress.ndu.edu/JFQ/Joint-Force-Quarterly-80/Article/643108/unconventional-warfare-in-the-gray-
zone/.

3 bid.
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Hoffman argues that hybrid wars do not supplant conventional warfare
nor relegate future threats to sub-state actors3*. To this point, the Rus-
sian annexation of Crimea in 2014 and subsequent cyberattacks, media
manipulation, and criminal agitation have been increasingly cited by policy
experts (and contested by many others) as a prominent nation-state fusing
conventional and asymmetric means under one command3>. Additionally,
operating in the Gray Zone, the United States countered the September
11th terrorist attacks with small special operation forces (SOF), carrier and
land-based airstrikes, and indigenous Afghan fighters to depose the ille-
gitimate Taliban government giving refuge to al-Qaeda3®. Alongside their
asymmetric means, the U.S. “boots on the ground” presence of roughly
350 SOF and other operatives made this a hybrid approach?”. Either state
or non-state, consensus acknowledges hybrid warfare’s combination of
tactics utilized, some conventional and some asymmetric, and the strate-
gically and simultaneously coordinated efforts unlike wars of the past®.

The History of Conventional Warfare

At the beginning of the 21st century, conventional warfare was loosely
defined as the confrontation of two or more countries to defeat the other
through the use of armed forces®®. More specifically, conventional warfare
can be examined as military action supported by economic pressure, in-
formation relations, and diplomacy from the state. Through conventional
political channels the government guides operations, the population pro-
vides the productive means, and the military uses them in conflict®°.

34 Laura-Maria Herta,. “Hybrid Warfare”, 138.

35 |bid, 135.

36 Charles T. Cleveland, et al. “Unconventional Warfare”.
37 \bid.

38 Ahmed Salah Hashim. “State and Non-State Hybrid Warfare”. Oxford Research Group, May 21,
2018. https://www.oxfordresearchgroup.org.uk/blog/state-and-non-state-hybrid-warfare.

39 Huseyin Kuru. “Evolution of War and Cyber-Attacks in the Concept of Conventional Warfare”.
Journal of Learning and Teaching in Digital Age, 2018, 12-20.

40 Nikola Brzica. “Understanding Contemporary Asymmetric Threats”, 39.
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This strategy has largely defined historical warfare. In 1945, United States
forces, under the command of General Douglas MacArthur, approached
Manila, the capital of the Philippines, in an attempt to eradicate Japanese
presence from the island*!. Japanese forces intended to defend the city,
and in the face of tremendous ground casualties, American air command-
ers persisted in requesting General MacArthur to approve aerial bom-
bardment to assist U.S. ground troops. MacArthur repeatedly denied the
request, stating that while Japanese forces would likely be killed, so too
would innocent Filipino civilians*2. Without aerial support, both sides suf-
fered heavy casualties, though the United States prevailed in capturing the
city. Nonetheless, as MacArthur argued, the world would have reacted in
horror had the U.S. employed aerial forces®. Circumventing the principles
of conventional warfare was an unacceptable cost.

The complex history of conflict provides context for this reluctance to en-
gage in any tactics deemed “irregular.” Constructed in academic literature,
the classification of warfare strategy divides warfare into four “genera-
tions”, (five phases)*. Each generation features radically different warfare
strategy: tactics conveyed in Manila have few parallels to methods em-
braced by the Greeks or modern Iraqi fighters. The generations include:

1. Wars before nation-states;

2. “Classical Warfare” (Generation 1), including the Napoleon wars and
embracing lined arrangements of musketmen on battlefields;

3. “All Together Industry” (Generation 2), including World War | as the in-
dustrial revolution and wider railroad availability ushered in auxiliary
and infantry units;

4. “Maneuver Wars” (Generation 3), extending back to WWII and em-
bracing “blitzkrieg” strategies targeting the weakest part of an enemy;

5. “Unconventional Wars” (Generation 4), including the aftermath of
September 11th and the Irag and Afghanistan occupations®.

41 William J. Fenrick. “The Rule of Proportionality and Protocol in Conventional Warfare”. Hein
Online, 1982, 91.

42 |bid, 91.
4 |bid, 91.
4 Huseyin Kuru. “Evolution of War”, 13.
45 1hid, 13.
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Evident above, the fourth generation departs quite extremely from prior
wars and encompasses asymmetric and hybrid methods unique to modern
conflict. A 1989 article in the Marine Corps Gazette (a professional journal
for the US Marines disseminating military art and science)*® introduced the
concept of “fourth generation warfare” as warfare that is widely dispersed
and undefined, a vanishing distinction between war and peace, non-line-
ar to the point of no definable fronts, and losing the distinction between
“civilian” and “soldier.”*. This centers on the ability of weaker powers to
combine conventional and irregular tactics to pose a legitimate threat to
an opponent’s political will. As such, the fourth generation (constituting
hybrid warfare) does not attempt to win by defeating an enemy’s military
forces, but through hybrid tactics aimed at an enemy’s political will*,

Warfare’'s Transition

As warfare progresses, the question remains: why are asymmetric and
hybrid strategies dominating global conflict? Curiously, the answer lies in
defensive efforts against these tactics: extreme discrepancies between ac-
tors’ military capabilities has incentivized the use of asymmetric and hybrid
threats®. In other words, there is a disparity between actors with the ca-
pacity to accumulate large armies, and those without. This has created an
environment where less powerful actors must engage in hybrid tactics to
eradicate inequality®®. The U.S. and its allies best represent this, with their
national budgets constituting 40% and roughly a third of global spending®..
“Weaker” nation-states, which qualifies nearly the entire world in com-
parison, cannot compete through conventional channels with the west.
Thus, historical wars pitting two nations against each other on a battlefield
have been rendered obsolete.

46 “Marine Corps Gazette”. Marine Corps Gazette | Small Wars Journal. Accessed August 24, 2020.
https://smallwarsjournal.com/author/marine-corps-gazette.

47 Herta, Laura-Maria. “Hybrid Warfare”, 137.

4 |bid, 137.

49 Huseyin Kuru. “Evolution of War”, 14.

50 |bid, 14.

51 James N. Miller and Michael O’Hanlon. “Quality over Quantity”, 2.
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Inequality in military capacity is not the lone transforming force: the doc-
trine of mutually assured destruction (MAD) is an evolutionary defense
policy based on the logic that neither the United States nor its adversaries
would start a nuclear war as the other would retaliate massively, with nucle-
ar weapons potentially destroying the entire world>?. This doctrine applies
narrowly to nations of nuclear capacity, yet serves as an additional deterrent
to conventional war. In sum, post-Cold War society has forced non-state and
nation-state actors to pursue irregular tactics in warfare to combat an esca-
lating arms race between opposing ideological blocs. These conditions are
directly responsible for the transition away from conventional warfare, and
their maintenance on a global scale will only serve as additional encourage-
ment of the usage of asymmetric threats and hybrid tactics.

Though conventional war has seen a decline in modern conflict, it remains
in use for global powers against weaker nations and vice versa. Demon-
strated by trends outlined above, this type of warfare is becoming difficult,
outdated, and ineffective. Nonetheless, especially alongside hybrid tactics,
conventional warfare can be advantageous. The U.S. government has en-
gaged in aspects of conventional warfare against the Ba’ath Party govern-
ment in Irag®3. This nation-state against nation-state, enemy-specific at-
tack was replicated to an extent in Crimea in 2014, where Russian troops
invaded the peninsula and combined hybrid with conventional tactics®*.
These examples demonstrate increasing hybrid tactics, but also the need
for nations to remain vigilant against conventional ones.

Actors of Warfare

From the perspective of conflict analysis, actors in warfare are all those
engaged in or being affected by conflict, otherwise considered “who

52 Alan J. Parrington. “Mutually Assured Destruction Revisited”. Airpower Journal, 1997, 4-19.
53 David L. Buffaloe. “Defining Asymmetric Warfare”. Association of the United States Army, No-
vember 15, 2017. https://www.ausa.org/publications/defining-asymmetric-warfare.

54 Taras Kuzio and Paul D’Anieri. “Annexation and Hybrid Warfare in Crimea and Eastern Ukraine”.
E-International Relations, July 5, 2018. https://www.e-ir.info/2018/06/25/annexation-and-hybrid-war-
fare-in-crimea-and-eastern-ukraine/.
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intervenes”>. John McDonald, a former U.S. Ambassador, diplomat, and
peacebuilding expert®®. introduced the concept of “Multi-Track Diploma-
cy” which distinguished nine tracks of actors. From this, two significant
sub-groups emerged: “states/governments” and “non-state actors”, with
several broad categories stemming below each®’. For the purpose of this
paper, actors will refer to these large sub-groups, characterizing each actor
as being tied (or not being tied) to a sovereign nation, therefore as “state”,
or “non-state.” Though state actors are capable (and willing) to organize
asymmetric efforts, their position on asymmetric conflict generally oppos-
es non-state’s and therefore are considered separately.

The state contains traditional military and political authority which relies
on its own economic and diplomatic power>®. Comparatively, non-state ac-
tors employ a non-hierarchical structure of motivated “cells” with common
motivations and political goals®. This compartmentalization works in favor
of organizations such as terrorist groups that must leave potential vulner-
abilities decentralized. These actors are inherently different, crucially so
in regards to sovereignty: according to a report released by the National
Intelligence Council, non-state actors are non-sovereign entities and there-
fore are not legitimized on a global stage®®. Nonetheless, comprehension
of both actors is vital to discussion surrounding asymmetric and hybrid
warfare. Russia, a powerful nation-state, and the Islamic State, a terrorist
non-state actor, operate vastly differently despite both engaging in hybrid
and asymmetric tactics, and both must be understood in prospective de-
fensive efforts.

55 “Actors and Tactics of Conflict Interventions (Civilian Intervention and Nonviolent Interven-
tion)”. Irénées: A Website of Resources for Peace. Accessed August 25, 2020. http://www.irenees.net/
bdf_fiche-analyse-659_en.html.

56 “In Memoriam: Ambassador John W. McDonald”. United States Institute of Peace, May 30,
2019. https://www.usip.org/press/2019/05/memoriam-ambassador-john-w-mcdonald.

57 “Actors and Tactics” Irénées.
58 Nikola Brzica. “Understanding Contemporary Asymmetric Threats”, 41.
59 |bid, 41.

60 “Non-State Actors: Impact on International Relations and Implications for the United States”.
National Intelligence Council. National Intelligence Officer for Economics and Global Issues, August 23,
2007. https://www.dni.gov/files/documents/nonstate_actors_2007.pdf.
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State Actors

State-actors represent the traditional consolidation of authority and the
central elements of the international system®?. A state is defined as a po-
litically organized body of people at an established territory with public
authority and the legal use of force and violence®?. This monopoly on vi-
olence differentiates sovereign states from other actors that lack similar
territory or authority®3. Importantly, nations must be recognized by other
sovereign states through international channels, such as the United Na-
tions, to achieve this status. Further, the state must have public author-
ity, governing tools, and territory and population to rule®*. Legality aside,
certain states exercise conflict beyond their borders, wielding armies large
enough to warrant conventional conflict or relying on hybrid and asym-
metric means to circumvent international laws that would inflict potential
consequences.

State Actors: Libya and Russia

Nation-states are capable of abusing asymmetric tactics to achieve politi-
cal goals, as exemplified by the Libyan Civil War between the internation-
ally recognized Government of National Accord and the Libyan national
Army®>, Neighboring nations and global powers have become increasingly
involved through asymmetric tactics. For example, both Turkey and Russia
have trained mercenaries to be dispatched in Libya®. Elsewhere, Turkey
and the UAE have continued devastating airstrikes, jockeying over (what

61 “State Actors — Actors in International Relations”. Coursera. International Relations Theory.
Accessed August 16, 2020. https://www.coursera.org/lecture/international-relations-theory/state-
actors-0GRQe.

52 Ibid.
& Ibid.
5 Ibid.

65 Nathan Vest and Colin P. Clarke. “Is the Conflict in Libya a Preview of the Future of Warfare?”
Defense One. Defense One, June 2, 2020. https://www.defenseone.com/ideas/2020/06/conflict-libya-
preview-future-warfare/165807/.

% Ibid.
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some consider) the largest drone war in the world®”. Disinformation cam-
paigns have increased alongside physical strikes, particularly through bots
and trolls in favor of the Libyan national Army deployed by Russia, the
UAE, and Saudi Arabia®. These developments demonstrate modern “wars
at distance”: technology, social media, proxy wars, and private armies of
mercenaries allow states to participate in conflict and destabilize opposing
governments without actively engaging in the carnage.

Whereas the Libyan conflict featured nation-states and non-state actors in
coordination, Russia’s aggressive international actions have demonstrated
the capability for a state to execute hybrid and asymmetric attacks with-
out international assistance and without a pre-existing conflict. Through
tactics of disinformation, cyberwarfare, and support for foreign political
movements, Russia has tactfully played the line below conventional war®®.
In 2017, a disinformation campaign (widely believed to originate in Russia)
falsely accused German soldiers deployed in Lithuania of raping a teenage
girl, stirring anti-soldier sentiments’. Elsewhere, Russian disinformation ef-
forts have targeted North Atlantic Treaty Organization (a political and mili-
tary alliance seeking freedom and security for its members, shortened as
NATO)’! partner countries to undermine citizen’s support for joining the alli-
ance, in addition to cyberattacks targeting the Democratic National Conven-
tion in the United States, leaking vulnerable information online that jeop-
ardized U.S election security’. In these scenarios, Russian efforts sought
destabilization, manipulation of citizens, and vulnerability in nations Russia
considers as global foes. This is evident further in Russian overt and covert
support for political groups, funding a French far-right national group and
supporting networks of non-governmental organizations shifting European
public opinion towards a positive view of Russian politics’3.
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Russia is just one example of a prominent nation-state engaging in hybrid
tactics. Both in states with the capabilities for conventional warfare and
those who fight proxy wars abroad, asymmetric threats have proven effec-
tive in causing mass disruption to national governments and supra-nation-
al organizations. Thus, as their effectiveness remains consistent on a global
stage and their methods remain under the threshold for conventional war,
defense strategies must be adjusted to fully combat asymmetric means
and security experts must acknowledge the threat that nation-states pose.

Non-State Actors

Non-state actors are defined as non-sovereign entities that exercise politi-
cal, economic, or social control at either a national or international level”*.
These actors operate outside the confines of a conventional state, pursuing
their political agendas through means more difficult to contain or regulate.
Forming a consensus on non-state actors has proven difficult for scholars
and national governments alike. Nonetheless, a flexible list includes the
following, per the United States National Intelligence Council:
multinational corporations and organizations;

nongovernmental organizations (NGOs);

super-empowered individuals;

terrorist organizations;

criminal networks”>.

e wWwN e

This is not a summative list, but rather an introduction to several non-state
actors in global politics. However, in the context of hybrid warfare, terror-
ist organizations and criminal networks participate as the most important
actors.

In examining conflict, two main groups of non-state actors can be identi-
fied in accordance with their operating tendencies. Non-violent non-state
actors, including multinational corporations, can have profound effects
on a nation’s economic or political state, with the potential to also exert
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harmful influence or undue control over a region’®. Violent non-state ac-
tors, however, generally present national and international consequences
of extreme magnitude, and are characterized by their ability to rely on vi-
olence and force through asymmetrical channels”. Inclusion as a violent
non-state actor ranges from militias and warlords, to terrorist and criminal
gangs, and insurgents and transnational criminal groups’®. As previously
theorized, the usage of asymmetric and hybrid threats stems from a disad-
vantaged military position, where non-state actors or weaker states must
approach warfare through irregular and unexpected tactics to sustain vic-
tory. This becomes evident when examining specific examples of non-state
actors and their methods, such as terrorist organizations operating in the
Middle East, Africa, or South East Asia.

Non-State Actors: Terrorist Organizations

On September 11th, 2001, the actualization of asymmetric threats posed
by non-state actors was realized. Hijacking commercial aircrafts and pilot-
ing them towards buildings symbolizing the global authority of the U.S.
departed quite extremely from warfare in the trenches, and this shifted
U.S. foreign policy to the primary role of counterterrorism”. The adminis-
tration of President George W. Bush declared a “War on Terror”, gathering
information and targeting the terrorist non-state actors responsible, which
represented the United States’ own effort in hybrid warfare and dealing
with non-state actors®. U.S. forces operated in the previously defined
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“Gray Zone”, deploying special operation forces (SOF), carrier and land-
based airstrikes, and irregular Afghan fighters to depose the illegitimate
Taliban government giving refuge to al-Qaeda®!.

Despite fighting occurring largely in nation-states of Iraq and Afghanistan,
the perceived threats from U.S. strategy were al-Qaeda and the Taliban,
emphasizing the role that non-state actors can play in global conflict and
their complicated relationship with nation-states®?.

The September 11th terrorist attacks and subsequent geopolitical conse-
guences modeled an increasing fusion of non-state and state forces. This
created a gap in contemporary military terminology and strategy, filled
today by the widely utilized “asymmetric and hybrid threats”®. Neither
terrorism, the organizations behind these attacks, nor the following U.S.
invasion were “new concepts” in 2001. However, combining conventional
“on the ground” military action (such as the deployment of U.S. SOFs) with
irregular methods of insurgency, war on information, and cyberattacks
represented a departure from previous military strategy®*. Further, despite
frequent terrorist activity both prior to and since September 11th, this
awoke much of the world to potential threats posed by terrorist (and gen-
erally non-state) actors such as al-Qaeda, and presently the Islamic State.

Platforms of Warfare

After the dramatic arrival of asymmetric threats in global conflict, national
defense strategies eagerly rushed to identify and address potential tac-
tics. This proclivity ran counter to an actual comprehension of the term:
asymmetry quickly came to define every threat faced in international con-
flict and this careless application rendered the concept useless®. Substan-
tive critique from academics contested the label of threats themselves as
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asymmetric, instead of the nature of strategies utilized®®. In reference to
“platforms” of asymmetric and hybrid warfare, this paper seeks to identify
and address this complaint.

The idea of “platforms of warfare” is not widely addressed in academia, and
this makes asymmetric tactics difficult to reliably quantify. Therefore, this
paper seeks to introduce the concept of platforms of warfare as an over-
arching classification of asymmetric threats characterized by the nature of
the threat utilized. This definition relies on the logic that asymmetric and
hybrid tactics, or “means” exist within a greater conceptual platform. For
example, a cyberattack is an asymmetric threat dependent on computer
technology and communication networks. From this, cyberattacks can be
determined to exist within the platform of information warfare.

Beyond this, this paper acknowledges a platform widely utilized today
and referenced above: information warfare. This example is not an all-
encompassing list; several other platforms exist, notably terrorist activity.
To maintain the scope of this paper, however, information warfare will be
briefly explored while cyberattacks, a central asymmetric threat within
that platform, will receive an in-depth case study.

Platforms: Information Warfare

The past few decades have revolutionized information and communi-
cation technologies in society, introducing modern telephones, radio
signals, and satellites. To optimize military strategy, warfare has shifted
alongside technology: broadly, information warfare is a struggle over
these information and communication systems, and the application of
destructive force on a large scale against information assets and sys-
tems and against the computers and networks that support this critical
infrastructure®. These increased communication systems have created
a societal reliance on them, leaving organizations potentially vulnerable
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to information warfare damaging or freezing their networks. However,
increased communication systems can be similarly favorable to offensive
information attacks: whereas once information was a tool of the state,
(in certain nations it remains that way) asymmetric opponents today
wield the power to make and distribute their own information to much
wider audiences®. This ability has ushered in new areas of conflict op-
eration, enabled states to engage in mass disinformation campaigns, and
allowed wars to be fought remotely behind a monitor®°.

Commonly utilized by rogue nations or non-state actors seeking desta-
bilization, cyberattacks and cyberwarfare are central to information
warfare. These tactics represent a particularly advantageous strategy
due to the limited assets they require: with secure networks and in-
frastructure, actors can leverage massive disruption and destabilize
government networks, elections, or the networks of supranational
organizations from abroad®. This capability of “warfare from abroad”
allows states to conceal their actions or motives, avoid international
consequences (such as sanctions) or prevent the carnage possible in
conventional intervention.

During the Kosovo War in 1999, Serbian hackers, in concert with their
Eastern European sympathizers, launched global attacks aimed at shut-
ting down key computer systems in NATO countries®!. Despite knowledge
that this attack was not sufficient to win the war, the Serbs successfully
stalled the NATO offensive and disabled temporary response and com-
munication systems®2. These cyberattacks are rudimentary compared to
information warfare of today: among other nation-states and non-state
actors, China and Russia are capable of waging catastrophic cyberattacks
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on rival states, vastly more damaging than those utilized by Serbia in
1999. With disinformation campaigns, trained cyber experts, and the
world’s increasing reliance on global networks, these powers have many
vulnerable targets to exploit and will continue to do so under the thresh-
old of warfare.

As mentioned previously, information warfare is not the lone platform
of asymmetric means. Though broad in scope, terrorism represents an-
other. This includes attacks leveraged by terrorist organization, though
terrorism may also result from state-waged violence through the use of
weapons of mass destruction, biological weapons, attacks on critical in-
frastructures that society depends on, or from attacks on people and in-
stitutions of the federal government®3. The threat of terrorism continues
to loom large over the western world especially as military accumulation
forces non-state actors to utilize irregular tactics. Therefore, this plat-
form must be addressed as fervently as information warfare in an effort
to stall its global rise.

Asymmetric Threat Case Study: Cyber Attacks

Cyber operations and their role in conflict represent a dramatic shift in
society over the past few decades. Under the veil of anonymity and the
threshold for conventional conflict, cyberattacks are an emerging asym-
metric threat being utilized to create great destruction. Academia hosts
several definitions for the concept of cyberattacks, though specifically for
this paper they refer to “...hostile acts using computer or related networks
to disrupt or destroy an adversary’s cyber systems or functions.”®*. Where-
as cyberattacks refer to isolated incidents, cyberwarfare expands upon
this concept as “..massively coordinated digital assaults on one govern-
ment by another or by large groups of citizens, as when cyber attacks are
orchestrated by state-sponsored hackers against another nation’s cyber
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infrastructure.”®>. Examining these concepts, there are generally three tar-

gets of cyberwarfare:

1. information itself;

2. information processes that disseminate and analyze material of the
state;

3. theinfrastructure of information systems that store, transmit and pro-
cess said material®®.

The utilization of cyber methods against these targets offer actors op-
erational flexibility, convenience, and undue authority. Computer attacks
can be launched remotely or anonymously so as to avoid direct conse-
qguence, while their non-physical existence offers less-able nation-states
to be equally disruptive as their more-powerful counterparts®’. Whereas
traditional warfare required a level of capability to launch an attack, cyber
methods have created a sphere of conflict where power can be utilized
by a wide array of political instigators for damaging purposes®. From this,
defending national security systems proves difficult, especially consider-
ing how many potential threats exist: terrorist organizations, disgruntled
individuals, or even hostile nation states can overpower cyber systems
manned by limited numbers.

In recent decades, Russia has utilized cyber attacks as a means of promot-
ing their political agenda abroad. In some instances, these tactics com-
bined with conventional conflict in the form of hybrid warfare. In 2007,
following a dispute between the Estonian and Russian national govern-
ments, pro-Kremlin forces froze Estonian networks®. Not officially state-
run, these attacks were orchestrated by non-state actors and asymmetric
in quality!®. The following year amidst the Russo-Georgian War, Russian
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criminal gangs attacked multiple Georgian government targets, marking
the first time that a known cyber attack had coincided with shooting in
war%l, This utilization of asymmetric means alongside conventional strat-
egy explicitly demonstrates hybrid warfare.

North Korea is an additional proponent of cyber attacks. Lacking strate-
gic advantages of large enlistment numbers, foreign investments, and ad-
vanced technical equipment, North Korea uses asymmetric strategies to
offset warfare disparities against more powerful opponents'®?. This has
made cyber attacks a strong strategy for North Korea: cyber attacks can
be conducted from abroad, require limited assets, and relies on little man-
power to wreak considerable havoc abroad. Further, North Korea lever-
ages their detachment from global cyber networks to manipulate cyber
attacks as a viable strategy'®.

Recognizing their reliance on cyber attacks, the North Korean national gov-
ernment has made considerable efforts to funnel their brightest students
into computer hacking and cyberwarfare operations'®®. Government of-
ficials select promising students in mathematics to learn computer-based
warfare. These students are then trained in specialized organizations be-
fore entering computer hacking forces, the most prestigious known as Bu-
reau 121>, Forces like these have been successful in enabling North Korea
to engage in asymmetric combat from a distance, in soliciting funds for
national use, and in incapacitating enemies of their ideology°®.

In February of 2016, $101 million dollars was taken from a New York Feder-
al Reserve account that belonged to a Bangladesh Central Bank!?’. A single
spelling error on a withdrawal request raised the alarm that prevented the
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initial request of $1 billion from being authorized!®. This attack, discov-
ered to have occurred in banks in over ten other nations, was eventually
signaled to have come from North Korea. However, due to a lack of physi-
cal evidence, the funds were never recovered and are potentially in circu-
lation in North Korea markets!®, This attack demonstrates the sheer capa-
bilities of cyber attacks and the flexibility in their use. Rogue nation-states
or non-state actors wield the capability to freeze networks, shut down
entire governments, or steal significant sums of money, all without direct
conflict, under the threshold of warfare, and without global repercussions.

Responses to Asymmetric and Hybrid Threats

Modern conflict’s shift to asymmetric and hybrid tactics represents one
of the most pressing matters in global security. Following the arrival of
these tactics on the international stage, defense doctrines and recom-
mendations were released by national and supra-national governing
bodies to outline methods of prevention. These responses were prelimi-
nary in nature and are continually evaluated to properly address evolv-
ing threats. For example, increasing Russian hybrid activity has alarmed
nations in Europe and NATO into further hybrid warfare prevention°,
As these issues continue to disrupt global processes, effective responses
become increasingly crucial for international security and must compre-
hensively address and alleviate threats posed by asymmetric tactics.

In addressing responses to asymmetric and hybrid threats, this paper
will outline current European procedure. Though response strategies to
these threats will vary depending on the nature of conflict to specific re-
gions, European alliances, specifically NATO, have formulated compara-
tively advanced response systems that will be discussed as models for
other global regions to utilize. These responses may not apply uniformly,
especially considering NATO’s status as a supra-national organization.
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Nonetheless, the principles that they rely on are crucial to combating
asymmetric threats on a global level.

NATO’s Response Strategy

At the 2008 Bucharest Summit, NATO presented their Comprehensive
Approach Action Plan, a framework for the mobilization of military and
civilian resources to resist hybrid challenges*!!. This represented a cru-
cial first step in acknowledging the threat of asymmetric and hybrid tac-
tics, which to that point had not entered the public sphere. In December
of 2015, this progress continued: NATO adopted a strategy of confronting
hybrid threats by increased partnership with the European Union (EU).
This partnership included information sharing between member states,
warning signs of hybrid threats at the alliance’s border, and encouraging
members to recognize potential vulnerabilities within their own system
to Russian interference?!?,

In recent years, joint-defense efforts have been expanded by both EU
and NATO officials. The two alliances have coordinated response strate-
gies and established centers dedicated to the analysis and development
of hybrid defense, among them the European Center of Excellence for
Countering Hybrid Threats!'3. This coordination relays joint declarations
and recommendations to member states, calls on individual national
governments to identify internal weaknesses, and encourages members
to contribute to a greater security threshold in Europe!*. Despite these
promising advancements, it remains true that NATO defense strategies
are not being optimized and they face institutional challenges to success.

Though NATO and the EU have pledged cooperation in their war on asym-
metry, their efforts remain stalled by a lack of funding, a lack of membership
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commitment, and information blocking'*>. Specifically, between the two
organizations there exists no tool to share classified, high-level information
crucial to alliance defense policy®. In situations of pressing hybrid chal-
lenges, this lack of information sharing across organizations ensures a less
effective response. Attempts to promote information sharing within the
organizations has proved challenging. For example, despite Russian cyber
and disinformation attacks on the U.S. 2016 election, the nation shared
little information with fellow NATO members''’. Fundamentally, this hesi-
tance makes sense: even with allies, nations are skeptical of discussing in-
ternal vulnerabilities. Nonetheless, this approach to information sharing
has stunted the alliance’s ability to appropriately respond to hybrid threats
and create uniform responses to urgent issues!!®,

Further, despite centers positioned to address asymmetric and hybrid
threats, NATO'’s identification policy is unclear. In modern conflict, hybrid
forces are commonly fused with conventional warfare and oftentimes
exist without underlying conflict. Despite this common occurrence, NATO's
internal framework addressing these conflict levels has no concrete re-
sponse!!®, In addition, response strategies are stalled by NATO members’
varying perceptions of threat regarding asymmetric tactics. Nation-states
susceptible to Russian influence in Eastern Europe may call for increased
protections against information warfare, while nation-states overwhelmed
by migration from the Middle East in Southern Europe may wish to adjust
focus to criminal activity. NATO must find a way to blend their response
strategies to fit this range of issues, or else remain fractured and pulled
along by their member’s diverse interests. Ultimately, it proves difficult to
organize an alliance on a single issue in the face of many.
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Recommendations to Asymmetric
and Hybrid Threats

While malicious state and non-state actors continue to engage in asym-
metric and hybrid tactics, other global actors must not be complicit in
their progress and must recognize necessary procedures to be enacted.
Proactively, this recognition must translate to policy and definite changes.
Therefore, this paper will identify several recommendations to effectively
challenge asymmetric tactics in modern society. As European responses to
hybrid warfare were outlined above, a NATO-specific recommendation will
be discussed. However, as recommendations are crucial to regions that do
not already have functioning response systems to hybrid threats, general-
ized recommendation strategies will be additionally addressed.

NATO principally relies on their stated articles to govern and direct the alli-
ance. These articles, meant to provide guidance in times of crises, are not
being effectively enforced in unifying a defense strategy. NATO Article 4
states that parties (nation-states) will consult together when, in the opin-
ion of any member, the political independence or security of a member is
threatened!?°, As previously mentioned, certain NATO members have not
been transparent in their struggles with hybrid threats, particularly when
it exposes vulnerabilities in a nation’s infrastructure or defense capabili-
ties. Nonetheless, the alliance must invoke article 4 to enable these diffi-
cult consultations and to properly address areas in alliance security where
foreign actors may be meddling. To respond effectively, individual nations
should develop internal thresholds that identify asymmetric threats'?..
When crossed, this should serve as an alarm to bring the issue to the
awareness of other NATO members. Then, NATO should facilitate consul-
tations that organize effective responses to hybrid operations. In doing so,
a NATO-wide response team to assist member-states struggling with con-
flict would be incredibly constructive for the alliance going forward?!?2,
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Elsewhere in the world, especially in regions plagued by terroristic activity
or struggling with other governmental-infrastructure, responses to hybrid
and asymmetric threats are crucial in securing national defense. These rec-
ommendations are not nation or alliance-specific, but rather they repre-
sent actions that would be beneficial outside the scope of an international
organization or any individual nation-state.

For an effective national response to asymmetric threats, response mecha-
nisms must be institutionalized. There is no universal solution to asymmet-
ric threats; even among related means, such as chemical and biological
warfare, responses differ greatly and can complicate defense strategies!?3,
Therefore, responses must be institutionalized by the national military
and governing bodies: in doing so, doctrine, strategy, structure of armed
forces, and training must be addressed in policy and procedure to ensure
a timely and effective response to hybrid attacks'?4. Further, understanding
that variable asymmetric means warrant varying responses, an integrated
and institutionalized defense effort should incorporate two primary ef-
forts: protection and threat management'?. In other words, though each
unique type of asymmetric attack calls for its own individualized response,
a national system must be organized with responses categorized by de-
fensive protections versus proactive threat management. Defensively, this
would establish procedures in the scenario of an incoming or on-going
asymmetric attack, whereas coordinating threat management systems
would attempt to prevent any attacks from materializing!?®. These efforts
should be coordinated with allied states and national partners to standard-
ize responses globally.

Specific to the African subcontinent, several additional recommendations
will be made to secure nations from impending hybrid and asymmetric
threats. Some of these threats are contingent on region-specific qualities,
however the recommendations are applicable to a global audience.
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First, nations should revisit and revise their threat-response mechanisms?’.
Threats often assume a transnational capacity, exposing weaknesses in the
state. Therefore, existing institutions and defense approaches need to con-
stantly adapt to emerging threats as they appear??. In states that are par-
ticularly fragmented or with less centralized governments, this revision and
policymaking process should include the involvement of local or religious
leaders who would be most knowledgeable of the threats their community
faces!?®. Next, the coordination of efforts and existing strategies is impera-
tive for a successful defense system. This revisits the issue of government
fragmentation or decentralization: it is possible that within government
bodies of a state, information sharing and communication procedures are
ineffective. To improve response systems, this must be fixed: intelligence
and information sharing should be streamlined to be efficient and effective
in the face of emergency threats'30. As part of this information process,
warning networks and response mechanisms should be established and
optimized. However, these mechanisms will only alert the acting govern-
ment of a potential threat. Following, there must be some state capacity
to respond to or prevent said hybrid attack from progressing. This may be
in the form of increased national intelligence organizations, increased staff
of intelligence operatives and state-employees, stronger cyber infrastruc-
ture, or increased military capability to deter armed threats®3!,

As part of the necessity for state capacity, it is recommended that nations
improve their infrastructure as a means of defense32. The lack of a self-
sufficient economy or reliable infrastructure leaves states vulnerable to cri-
ses or attacks. For example, an attack of biological warfare might be more
effective and spread more thoroughly in a state with inadequate health
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care'®, As a final recommendation, both for states defending against
asymmetric threats and those that utilize them in conflict, the ability to
resolve conflict without intervention, warfare methods, or illegal channels
is important to global peace. International diplomacy, economic relations,
and strategic policymaking must be more accessible and effective. For
non-state actors and nations to abandon asymmetric means, there must
be legal channels for their political agendas to be processed. This should
exist through international organizations, alliances, and councils meant to
support weaker states.

Conclusion

Asymmetric and hybrid threats represent the present and future of global
warfare. The irregular nature of these threats allows them to adapt to op-
posing powers in conflict, making them especially effective on the inter-
national stage. As nation-states compete to accumulate arms and deter
conventional attacks, less capable actors will continue to revert to asym-
metric means to exercise their political aspirations. As such, nation-states
and supra-national organizations such as NATO must establish and refine
response systems to defend against these tactics. Utilizing the recommen-
dations above, states should institutionalize their responses, streamline
information-sharing procedures, and develop stable infrastructure to al-
low for increased state capacity. Most importantly, diplomatic means and
resolutions must be developed beyond intervention or asymmetric means.
The global security realm must not be complacent in their battle against
asymmetric war and warfare’s constant development. Otherwise, as states
develop the capacity to defend against current methods of cyberattacks or
terrorism, other means of warfare will arise to take their place.
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Abstract: The prevalence of threats in the cyber domain have become increasingly
evident, as signaled by the widespread adoption of military strategies aimed directly
at information flows in a race to establish “cyber dominance”. These strategies tend
to be offensive in orientation, inefficient, and event-specific, causing them to rapidly
become outdated. Due to the ever-changing nature of the cyber domain and the
inability of a single state to dominate cyberspace, states should begin to adopt stronger
defensive orientations in their quest for cybersecurity. This paper highlights two areas
of cybersecurity—active cyber defense (ACD) and operational environment preparation
(OEP)—that provide ample opportunity for cyber defense improvement. | then make
three actionable recommendations, all of which address gaps in both ACD and cyber
OEP that together will result in improved cybersecurity. In this way, improving cyber
defense capabilities can be resource-efficient, sustainable, and effective.
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Introduction

The exponential speed at which the world has become more intercon-
nected and interdependent is perhaps most directly evident in cyber-
space. At the same time, threats originating from the cyber domain have
accelerated in both number and sophistication. Such threats are transna-
tional, highly contagious, and have the potential to completely halt the
normal day-to-day operations of the international system, making them
central to a state’s security considerations. As a result, beginning in the
first half of the 1990s, US strategic analyses “began to contain a growing
number of warnings that national security was increasingly threatened by
cyberattacks”?34, leading to the early formation of offensive strategies and
doctrines aimed directly at information flows.

There is a fairly abundant body of literature on the emergence and con-
tainment of cyber threats, which can be boiled down into two main se-
curity considerations. First, many security scholars argue that a “major
change in the security environment has occurred”*3>, This is because cy-
ber threats are “increasingly difficult, if not impossible, to peel away from
the process of globalization”3¢, and the increasing availability of and de-
pendence on computers and the internet across the world. As a result,
cyber threats cannot be easily contained. Unlike many security threats
that arise in the four traditional military domains (land, sea, air, space),
cyber threats “transcend the capacity of a single nation-state to confront
them adequately”?3’. Cybersecurity poses a new kind of security chal-
lenge to states across the globe and to the international community more
broadly, and it requires the cooperation of the public, private, and inter-
national sectors.
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The second security consideration is that cybersecurity has become deeply
integrated into all traditional military security domains as the military be-
comes increasingly reliant on cyber capabilities and conducts more opera-
tions within the cyber domain. The US military’s global communications
backbone, for example, “consists of 15,000 networks and 7 million com-
puting devices across hundreds of installations in dozens of countries”*38,
Over the past 10 years, the frequency and sophistication of intrusions into
US military networks have increased exponentially'3®, thereby threaten-
ing not only cyber operations but military operations in the traditional do-
mains as well. As a result, cybersecurity is and will continue to be a central
facet of military security more broadly.

Because the cyber domain exists mostly outside of the physical realm, cy-
ber threats are unique in their propensity to move seamlessly between
endangering “individual and collective security, between public authori-
ties and private institutions, [and] between economic and political-military
security”%0, Consequently, it is key to state security to establish effective
cyber defense and prepare for offensive cyber operations. Unfortunately,
traditional security operations and a large portion of general security stud-
ies literature have little to say about how best to prepare for and respond
to cyber threats.

To date, the majority of cybersecurity considerations have been offensive
in orientation, with the ultimate aim of establishing “cyber dominance”.
The premise of achieving cyber dominance is defined as a state that
“achieves and maintains strategic and tactical dominance in its critical el-
ements of cyberspace”!*!, but although a single state can own some of
the computers and software in the cyber domain, it certainly cannot own
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a majority of them, and cyberspace itself, as a non-physical entity, cannot
be owned by anyone. This is further complicated by the fact that the “vast
majority”4? of critical cyber infrastructure and key resources are owned
by the private sector (85 percent in the US**3, for example). In most states,
there is a limit to how much control the government is willing to exert over
the private sector’s decisions regarding cybersecurity. In the United States
and the United Kingdom, for example, “the government regards privately
owned and operated critical infrastructure as a key element of national
security but is reluctant to claim a mandate to oversee network security.
At the same time, the private sector is not inclined to accept responsibility
or liability for national cyber security”4*. Because of the hesitation on the
part of government to mandate that the private sector adopt stricter secu-
rity measures, there is a temptation for cybersecurity to become offensive
in nature, with states encouraging the development of offensive cyber ca-
pabilities without creating effective cyber defense measures. An offensive
cyber orientation is appealing because it may require less cooperation be-
tween the public and private sectors and can give an illusion of control.

Adopting an offensive orientation towards cybersecurity is problematic
however, because actors in cyberspace are extremely difficult to identify,
especially in the wake of a cyber-attack (this is known as the attribution
problem). The legal framework surrounding cyber warfare also remains
unclear, making a cybersecurity approach based around offensive opera-
tions and retaliation less than ideal. Although cybersecurity has become
“critical to...military operations”!#>, the way we approach cybersecurity
needs to be reassessed and reoriented towards defense.

At a very basic level, strategic cyber defense should aim to prevent penetra-
tion of tactical cyber defenses. Strategic cyber defense encompasses “how
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an organization defends itself and its overall cybersecurity posture”4s,
and includes considerations of operational capacity. Tactical cyber de-
fense considers “what an organization needs to focus on when respond-
ing to incidents”**’, and includes a discussion of technical cyber capabili-
ties. If a cyber-attack penetrates a network system, tactical cyber defense
should prevent the attacker from determining the cyber terrain and pre-
vent the attacker’s malware from executing. In the event that malware
does execute, strategic cyber defense should prevent the malware from
accessing its target and/or communicating back to the attacker'#®, Due to
the rapidly evolving nature of the cyber domain, creating sustainable and
effective cyber defense systems addressing each of these goals is extreme-
ly difficult. This paper aims to identify areas of cyber defense that should
be the primary focus in developing cybersecurity both within individual
states and in the international community more broadly.

Establishing defensive cybersecurity is a massive undertaking, and it is cru-
cial that the pursuit of cyber defense capabilities take into account the
realities of the existing limited resource base and the importance of not
exposing the network to unnecessary vulnerabilities through the use
of too many defense channels within critical networks. This paper devel-
ops a functional lexiconic framework for cybersecurity, describes two fac-
ets of cyber defense (active cyber defense and operational environment
preparation) and identifies areas in which multiple defensive improve-
ments can be accomplished using a single resource set.

Definitions

No study of cybersecurity can be useful without first providing a functional
lexiconic framework. Given the fairly recent rise of cybersecurity and the

146 Cyber Stratego: Strategic vs. Tactical Threat Intelligence. ThreatConnect: Intelligence-Driven
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cyber domain, many of the accompanying terms are not clearly defined.
This is a major hindrance in establishing cybersecurity because it prevents
actors from working in concert. Without the strong base of a common lexi-
conic framework, it is difficult for actors to define issues, let alone work
together to solve them. Effectiveness depends on establishing a common
terminology for the domain, the actors within the domain, and the threats
that come from combining the two. Thus, to achieve operational efficien-
cy, the following definitions should be applied in the staging of active cyber
defense and cyber operational environment preparation.

Cyber Relevant Time

Although this definition is slightly dated (originally published in 2014), Her-
ring neatly sums up the vagaries associated with cyber relevant time. Cyber
relevant time is a “purposely vague term that accommodates the needs of
the battle space”?*. If the battle space is between two computers of close
physical proximity, for example, cyber relevant time is milliseconds to sec-
onds. For a battlespace between two computers on opposite sides of the
world via satellite links, cyber-relevant time is seconds. With live operators
and delays inherent in cognitive processing, keystrokes, and mouse clicks,
cyber relevant time is seconds to minutes'®’. The term simply implies that
in different contexts, the speed at which systems operate is different, and
the requirements for the speed of effective defense differs as well.

Traditional Military Domains

The four traditional military domains are sea, land, air, and space. They
are considered traditional in that for the most part, definitions of secu-
rity within these domains revolve around physical characteristics like geo-
graphical locations or physical equipment.

143 MJ Herring and KD Willett. “Active Cyber Defense: A Vision for Real-Time Cyber Defense”. Jour-
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Active Cyber Defense (ACD)

Active cyber defense is “a set of operating concepts that involve taking the
initiative and engaging the adversary in some way”**! including real-time ca-
pability to discover, detect, analyze, and mitigate threats and vulnerabilities.
Active cyber defense often refers to the conduction of operations in net-
works other than one’s own, which sets it apart from passive cyber defense.

Cyber Situational Awareness

Cyber situational awareness has four main components; to know what
should be, to track what is, to infer when the two do not match, and to do
something about the differences®2. The goal is to understand the terrain
within which cyber operations take place, and to make “risk management
decisions based on threats and vulnerabilities to data, applications, sys-
tems, and networks that have the highest likelihood of impacting mission
assurance”?°3,

Operational Environment

Traditionally, an operational environment is a composite of the “condi-
tions, circumstances, and influences that affect the employment of capa-
bilities and bear on the decisions of the commander”?>*, This usually refers
to the weather, enemy, terrain triad (often referred to as W.E.T.). In the
cyber domain, conditions, circumstances, and influence are quite different
from those in the traditional military domains, but the concept still holds.
The specifics of what the cyber operational environment looks like are de-
tailed in a later section.
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The Attribution Problem

The attribution problem describes the difficulties that arise when attempt-
ing to identify cyber actors, particularly in the wake of a cyber-attack. In
short, “the architecture of cyberspace makes it difficult to clearly deter-
mine those initially responsible for a cyber-attack as well as to identify
motivating factors”?>>, For example, even when it is possible to discover
what servers were used for an attack, many states use proxies so it may
be impossible to conclude that one specific state ordered the operation.

Active Cyber Defense (ACD]

Active cyber defense (hereafter ACD) focuses on the “integration and au-
tomation of services and mechanisms to execute response actions in cy-
ber-relevant time”*°6. Although many definitions of ACD include measures
taken outside a state’s network, | will be focusing largely on intra-network
defense with the ultimate goal of developing recommendations that can
be adopted by individual states to better their defensive cybersecurity.
Herring and Willett identify six functional aspects of ACD: sensing, sense
making, decision making, acting, messaging and control, and mission man-
agement. Together, these six aspects provide a “capacity within cyber de-
fense with the unique differentiator of providing situational awareness
and response actions within cyber relevant time”*’. This enables a cyber
actor (be it a government, or an organization) to understand the network
landscape of the cyber domain in which they are operating in order to cre-
ate continually updated defenses. Although no state or organization has
yet to master all six of these aspects, the key operational gaps are largely
found in the area of messaging and control>8,
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Messaging and control are also crucial to the foundation of ACD; situa-
tional awareness, which relies on the ability of a network to communi-
cate within itself and create a system of automated sense-making and re-
sponse, thereby increasing the capacity for automated response actions.
Cyber situational awareness is the result of “a dynamic process of perceiv-
ing and comprehending events in an environment”>° which enables rea-
sonable projections of how the environment may change, and “predictions
concerning future circumstances and outcomes”?°, This ability for event
and action projection within the cyber domain is unique to ACD and must
be fostered in order to develop effective cyber defense.

Situational awareness is central to all military operations, but it is of par-
ticular relevance to ACD because it requires the ability to “understand mis-
sion dependencies and threat landscapes”'®! that are unique to the cyber
domain and constantly changing. The networks within which the cyber
domain operates change constantly, and as a result, cyber defense can-
not simply consist of static and dated defense measures such as keeping
computers within a network updated (although software and hardware
updates are also important). The approach to cyber situational awareness
must reflect the ever-changing domain it is attempting to analyze. For all of
the abovementioned reasons, addressing the gaps in messaging and con-
trol should be a priority if the goal is to establish effective and sustainable
cybersecurity.

These gaps are primary a result of a lack of integration, specifically the
“lack of a standard communication medium to interconnect all ACD-re-
lated tools at cyber relevant speed and scale, interface for tool connec-
tion to the common communications medium, and the lack of a standard
message set understandable and actionable by all connected tools”¢2,
A lack of standardization across a single network can cause inefficiency,
and sometimes even miscommunication. The cyber-realm is constantly
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shifting, and this lack of efficiency is at the core of the work that needs to
be done by individual states to establish real-time cyber situational aware-
ness and effective ACD.

If this standardization problem can be remedied, all ACD-related tools will
“have the ability to make each other aware of current activity...and to co-
ordinate response actions”%, The result will be a system of ACD that is
increasingly automated, which will not only save limited resources, but
also boost the effectiveness of a defense-oriented cybersecurity. By al-
lowing for “automated synthesis of...monitoring information from across
your enterprise infrastructure, operational and intelligence processes, and
applications”?%*, ACD will be able to maintain cyber-relevant speed in its
establishment of situational awareness, thereby improving cybersecurity
more broadly. | am by no means suggesting that ACD become completely
automated as the associated risks are too great. A fully automated defense
system would remove the ability of a human to act as an intermediary
for decision making. Such a system is at risk of massively miscalculating
a threat, which could result either in escalating a relatively benign threat
into a full-scale cyber conflict, or, alternatively, undercalculating the risk of
a threat. That being said, the increasingly self-sufficient nature of aspects
of ACD will allow for human analysts to focus their attention on sense- and
decision-making instead of data synthetization and basic communication.

Operational Environmental Preparation (OEP)

Identifying the operational environment in the cyber domain is a com-
plicated task. In traditional military domains, the main characteristics of
the operational environment are the weather, the enemy, and the terrain.
In the cyber domain, however, the enemy is often obscured (due to the
attribution problem). Moreover, considerations of “weather” and “ter-
rain” are necessarily different in a domain that does not always operate in
the physical realm. To understand how to better prepare the operational
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cyber environment, the concept of operational environmental preparation
(hereafter OEP) can be adapted to the cyber domain by analyzing how the
ideas of “weather” and “terrain” fit within that construct.

In the cyber domain, “weather” can be understood as patterns of user
behavior, which affect the speed and efficiency of a network. Background
traffic, for example, is considered “noise” from the standpoint of cyber
operations, because it does not directly contribute to a mission and makes
it more difficult to focus on a particular behavior®. Users “generate traffic
in arbitrary manner, but one that still follows a pattern”!¢®, and as such,
behavior can be understood in patterns that can be equated to weather in
an abstract sense.

The “terrain” on which users operate in the cyber domain can be seen as
the established cyber infrastructure, which includes but is not limited to
computing systems, data storage systems, software in use, network policy,
and access control rules'®” 168 These elements are linked together by net-
works, which make up the cyber “terrain”. The ability of the enemy to trav-
erse cyber terrain can be assessed in the way actors are able to navigate
the network. The combination of “weather” or behavioral patterns, and
“terrain” or the layout of the cyber network together form the cyber OEP,
within which all cyber operations occur.

The traditional understanding of OEP again assumes the inevitability of of-
fensive operations. Cyber OEP, however, also possesses the ability to also
enhance cyber defense. The concepts of behavioral patterns and network
organization are intricately linked and can be used to prepare the cyber
OEP for defensive operations. Understanding cyber “weather” and “ter-
rain” allows for the creation of a matrix “linking an enemy’s likely course of
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action, [and] indicators of those courses of action”1°, By creating indicators
that fingerprint an adversary’s course of action, it is possible to determine
the goal an enemy is pursuing, and even allow for network modification in
order to force an enemy into a certain course of action—an extremely valu-
able ability in the quest to establish effective cyber defense!”®.

In order to be able to create course of action indicators, it is essential to
understand how an actor’s behavior (weather) is affected by a given net-
work (terrain). Real-time cybersecurity exercises “provide an ideal plat-
form for studying adversary-defender interactions”'’!. These exercises
can be used to better understand “human behavior, decision making, and
adaptation”?’?, and can help identify patterns that can be adapted into
intrusion chain stages. Key moments of “decision-making, facing hurdles,
and corresponding adaptations”’® allow researchers to capture dynam-
ic aspects of human behavior within the cyber domain, which becomes
useful in creating a more robust and resilient operational environment.
Although these exercises are not representative of reality given their iso-
lated and controlled nature, they still allow for insights that can be hugely
beneficial to establishing cyber OEP.

Acquiring a deep understanding of the cyber operating environment and
the relationship between users and the environment should be the pri-
mary aim of cyber OEP. The better we are able to understand the cyber
operational environment, the easier it will be to develop a course of ac-
tion indicators, and thereby create stronger cyber defense capabilities. The
result will be a transition away from an offensive cyber orientation and
towards a defensive orientation, which will be more resource-efficient and
sustainable.
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Recommendations

Standardization

There is a pressing need for a common communication medium, standard
interface tool, and standard message set in order to ensure that data flows
are integrated “into a continuous monitoring platform”’4, thereby boost-
ing network efficiency and heightening situational awareness. Achieving
this standardization goal will require engaging governmental agencies,
commercial vendors, industry leaders in security and technology research,
as well as the appropriate usage of governing bodies, civil agencies, and
the intelligence community.

If this standardization is successful, it will allow for data collection to be
used more efficiently across cybersecurity priorities. This will enable ACD
to be more efficient by allowing for inter-system communication and re-
sponse, thereby furthering situational awareness. Additionally, this data
can help improve cyber operational preparedness by compiling existing
patterns of user behavior (weather) from within a network. Standardiza-
tion can also aid in understanding the layout of cyber infrastructure (ter-
rain) by increasing the efficiency of systems in their ability to understand
the networks within which they operate. This will further the ability to
predict potential changes in behavioral patterns and the network, thereby
improving cyber operational preparedness.

More Cybersecurity Exercises

Executing more cybersecurity exercises and collecting information about
how actors behave in the cyber domain is crucial to the pursuit of cyber
OEP. These exercises allow for the creation of course of action indica-
tors which can provide clues about an enemy’s ultimate aims and enable
preemptive defense operations. Cybersecurity exercises also provide an
excellent opportunity to assess vulnerabilities in the cyber “terrain” and
address them before they can be exploited.
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Cybersecurity exercises also provide an opportunity to increase situational
awareness and integrate ACD with other aspects of cybersecurity. ACD fol-
lows the principle of “collect once and reuse many”’>, which means that
any data collected through cybersecurity exercises will be used and reused
until it is outdated, making it a valuable defense resource. Within ACD
there is a great “motivation to reuse...data in as many decision-making
paths as is applicable”’®, which promotes smart and efficient workflow.
The use of these exercises can increase network efficiency and expose ar-
eas of active defense that require further development.

Cyber Security Community

To establish a strong and sustainable defensive cybersecurity orientation,
it is necessary to also establish a collective cybersecurity community in
which data and best practices are shared. The cyber domain cannot be
relegated to geographical boundaries, and as a result, it cannot be fully
“owned” by any one state. With the introduction of a network of states,
ACD has the ability to take action outside of a single state network, which
allows for a host of additional active defense measures. The larger the
network of resources in play, the better a given ACD will be, enabling the
group to strengthen and prepare the cyber OEP in their own best inter-
est. A cybersecurity community would provide an opportunity to address
some of the most basic problems of cybersecurity, such as the creation of
clear and cohesive definitions, system of laws surrounding cyber warfare,
and addressing the attribution problem. In answering these basic ques-
tions, the ability of such a community to create a strong, sustainable de-
fensive cyber operation will be optimized.

Conclusion

Today, there are still massive gaps in the ability of cybersecurity to protect
state and organizational networks and adapt to threats in cyber relevant
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time. To create effective and sustainable cybersecurity, a defensive orien-
tation must be adopted. This paper analyzed the most vulnerable areas of
ACD and cyber OEP and identified three areas that provide an opportunity
for resource overlap to make the pursuit of effective cybersecurity more
efficient and less costly. In adopting these recommendations, the quest for
effective and sustainable cyber defensive capabilities can be furthered by
allowing for the best chance of cyber threat prevention through ACD while
analyzing the behavioral patterns and network activity of potential cyber
enemies through cyber OEP. The result will be an increasingly resilient, ef-
ficient, and sustainable cybersecurity.



Shaping Future Internet Policy:
Balancing Freedom and Security
Through Globalization

Sarah GOSSETT

Abstract: Information Communication Technology (ICT) advancements have a significant
effect on the balance of international security and freedom. This relationship has
exposed a pattern of waves in the levels of social, economic, and political globalization
over the last century. Nations have failed to adapt to rapid societal changes and to
understand the pattern and its relationship to international security, freedom, and
human rights, only delaying and increasing the risk of global instability. The internet
is the most recent ICT advancement, but its unprecedented capabilities have made
it difficult to anticipate social, economic, and political effects when left improperly
regulated. Finding a solution at the international level requires finding a middle ground
with potential to benefit all countries. Every country’s unique condition makes it
impossible to find a strict one-size-fits-all approach to internet regulation. Factors such
as development, location, history, culture (traditions and morals), and governance must
be taken into account and used to establish boundaries for the minimum and maximum
levels of internet regulation. The actions needed to combat internet threats to security
(misinformation, calls for violence, hacking, and cyber attacks) and individual freedom
(suppressed, private data collection, threats to journalists, and excessive censorship)
will require sacrifices to both to find a suitable balance. Extreme internet freedom
or censorship will continue to deteriorate global stability by pushing public opinion
toward nationalism and isolationism. Failure to maintain and improve globalization
through balanced international internet policies provoke single-stakeholder control
to threats such as internet sovereignty, access monopolization, and the privatization
of human rights. This article seeks to further explain these relationships and offer
recommendations for a long-term, balanced approach with defined minimum and
maximum levels of internet regulation through the comparison of biases and internet
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policies between the United States, the European Union, and China, as well as policies
established by the United Nations and private sector.

Keywords: Internet, Internet policy, WWW, World Wide Web

“Those who would give up essential Liberty,
to purchase a little temporary Safety,
deserve neither Liberty nor Safety.”

Benjamin Franklin, 1775

Introduction

The words of Benjamin Franklin helped shape the foundation of constitution-
al rights in the United States and rang true for nearly a century. However, the
rapid advancements in information communication technology (ICT) since
the late 20th century are far beyond what even he could have imagined. For
years, the average speed and reach of information have outpaced the ability
of individual countries and the international community to comprehend and
combat new technological developments’ negative effects. There is no end
for the evolution of technology, and no turning away from the reality of the
internet’s power and the grasp it has on world order. Public policy, security,
and technology experts must track and stay ahead of these trends and work
together to find solutions to prevent growth from being our own demise.
The global network the internet has built is far too intricate and integrated
for one nation to abandon without detrimental consequences for all*”’.

Sir Tim Berners-Lee, the creator of the internet, has expressed his concern
for the future of the internet and the need for all nations to work together
to develop modern laws for the digital age that balance freedom and se-
curity for all*’8, Misinformation, election interference, calls for violence,
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cyber-crimes, and illegal markets are among the most common activities.
The long-term lack of consensus on how to properly monitor and manage
online activity to ensure international security without damaging social
structures and economic growth is leading to a tipping point for globaliza-
tion. Anticipating the issues that come with ICT and the waves of globaliza-
tion with these recommendations in mind will ensure long-term security
and protection of freedoms. No matter the approach, there needs to be
action in the international community on internet regulations for the sake
of international stability.

Waves of Globalization

Today, the internet expands the base of global knowledge and offers nu-
merous benefits and opportunities for growth. Economically, the internet
provides the means for companies thousands of miles apart to communi-
cate, increases productivity and competitiveness, and opens the job mar-
ket for remote work opportunities. Socially, the internet opens up global
communication at the individual level, allowing anyone with internet ac-
cess to interact with someone across the globe and increase their expo-
sure to new ideas, cultures, and information. Politically, most news organi-
zations can instantly broadcast to anywhere in the world, keeping those
with internet access up to date on current events'’®.

While there are numerous positive aspects of the internet, there seems
to be a never ending list of issues that, if left unaddressed, could leave
a policy gap that could become impossible to fill. Before the internet, the
most significant downsides of new ICT developments throughout history
have stemmed from their most positive aspect — creating a more con-
nected, globalized world. Unfortunately, faster and easier communication
always comes packaged with a higher risk of tension and conflict due to
ethical and cultural differences'®. These changes tend to stoke fears of
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change and unfamiliarity, giving rise to the preference of protectionism,
isolationism, and nationalism over globalization when expansion and over-
saturation become too much for a population to handle!®. Experts have
observed this cycle of global connection and disconnection — known as the
Waves of Globalization — three times within the last century!2,

The first wave of growth began with introducing the telegraph in the la-
te19th century kick starting the Industrial Revolution and making long
distance communication faster than ever before. However, the capabil-
ity of speedy international communication might have been a factor in
increasing global tensions that led to conflict on a global scale — World
War I. In the aftermath of the war, globalization was set aside as nations
withdrew themselves from the international community in favor of iso-
lationism and protectionism?®3, Not long after, satellites and telephones
launched the second wave and eclipsed the speed of the previous globali-
zation growth —more so for developed countries than developing countries
— and revealed the need for regulated international economic integration
following the financial toll of World War II. The Bretton Woods Agreement
secured the United States’ role as the global hegemon. This wave took its
downturn after the Vietham War ended the Bretton Woods Agreement
and prompted the growth of isolationism again'®4. The third wave began in
the late 1980s and early 1990s as the internet became increasingly avail-
able to the general population, and the Cold War came to an end. Based
on this pattern, another downturn in globalization is likely to occur in this
decade for nations with earlier access to the internet, while those previ-
ously left behind are catching up®. We have already witnessed this shift
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183 Adam Tooze,. “The Deluge: The Great War and the Remaking of Global Order 1916-1931”.
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for the last couple of years as some of the most connected global powers
have shifted away from involvement in the international community as dis-
putes over cyberspace and freedom of information become the new norm.

In this fourth wave of globalization, less developed countries, formerly left
behind in this long race for technological advancements and global influ-
ence, are now quickly catching up at varying rates. Most of these countries
are experiencing high growth rates of economic impact, intercultural com-
petence, and technology adoption. This makes this wave challenging to
predict and regulate as it fractures and deviates based on various factors,
including governance and level of development. There is a push for na-
tions to favor a globalized internet over “internet Balkanization” because
“internet fragmentation will bring about a paradoxical de-globalization as
communications within national borders among governmental bodies and
large national companies become increasingly localized.”*#. To stay ahead
of this curve, international policymakers must carefully consider and thor-
oughly grasp the roots of decisions made by the leaders of those countries,
to determine the range of positive and negative effects at all levels of in-
ternet control.

Control+Alt+Delete

Governments’ have justified the development of policies and laws used to
place restrictions on cross-border flows of data, monitor citizens’ online
activity, and control what can be accessed, especially regarding social me-
dia for the sake of national and personal security'®’. Many of these types
of policies are necessary, but to what extent? Every nation faces differ-
ent circumstances and has different needs. Establishing effective and fair
policies at the international level requires taking these differences into
account, understanding the motives behind current internet policies, and

186 Milton Mueller,. “Will the Internet Fragment?: Sovereignty, Globalization and Cyberspace”.
John Wiley & Sons. 2017. https://doi.org/9781509501250.

187 Adrian Shahbaz, and Allie Funk. “The Crisis of Social Media”, 2019. https://freedomhouse.org/
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finding a balance between security and freedom that does not impede the
quality of life, development, and growth.

The Great Firewall

Regarding external influences, China’s Great Firewall is often seen by west-
ern nations as a means of authoritarian control to prevent the Chinese
population from being exposed to external cultures, ideologies, and infor-
mation. But, censorship of outside media has actually improved the aver-
age quality of life, most notably from the stability it provides'®. Today’s
open internet, especially social media, has caused significant fragmenta-
tion in oversaturated nations due to millions of people vying for attention
and their opinions to be heard. Those desperate for attention may resort
to radicalization and misinformation. Compared to the West, China has
only recently become a technologically advanced nation, and its infrastruc-
ture did not offer internet access to half of the population until 2016%.
In recent studies, Chinese students were given unrestricted internet access
for 18 months. The results showed that “the combination of low demand
for uncensored information and the moderate social transmission means
China’s censorship apparatus may remain robust to a large number of citi-
zens receiving access to an uncensored Internet.”*?°, The participants dis-
played “self-censorship” and showed no interest in accessing uncensored
information on their own. When uncensored and inappropriate informa-
tion — think annoying pop-up advertisements — persistently show up on
users’ screens, it is hard to miss. The restrictions on information flows,
and the consequences journalists and individuals face if a line is crossed,
undoubtedly violate human rights. If China desires to be of higher value
to and more respected by the international community it needs to reduce
restrictions to fit within boundaries suggested in this article.
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Building Connections

Chen and Yang’s first two observations are undeniable, but free, open
access to the internet is not the only way to expose individuals to new in-
formation®?. However, their latter two points are debatable. Those who
argue that the Chinese government seeks to shelter its citizens from the
world and control their every thought and opinion neglect to take other
means of increasing globalization into account. As their economy grows
and citizens have more disposable income, Chinese citizens have been
traveling internationally — now ranked the second largest group of tour-
ists, following closely behind the United States!®?2. The government
highly encourages international travel and education so that its citizens
can experience the world. Non-Chinese students are eagerly welcomed
and offered scholarships to Chinese universities. In 2016, China ranked
third globally for the number of international students, closely behind
the United States and the United Kingdom. This number will continue
to grow as 40 percent of all new international students received spon-
sorship from the Chinese government, a five-fold increase from 2006°3,
The hope is that face-to-face intercultural interaction will improve Chi-
na’s reputation by giving the world every opportunity to experience, un-
derstand, and appreciate their culture and perspective. This diplomacy
through education approach worked for some time, but the rise of na-
tionalism is destroying progress®4.

The majority of Chinese citizens understand how censored they are and
aware of human rights violations. Yet, while engrained self-censorship
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limits their desire for some information, many agree that these extreme
policies are far beyond unacceptable. Being abroad exposes you to knowl-
edge, beliefs, and attitudes, planting the seed for the spread of informa-
tion and attitudes in the long run. However, even as Chinese citizens are
increasingly exposed to Western culture, their government controlled
news media is ranked the most trusted in the world*®>.

The Road Ahead

The regimes of many vulnerable and developing countries are adopting
stricter models of censorship because they realize how unrestricted access
to internet media can negatively affect their stability and damage develop-
ment progress'®®. Through censorship, China has created a stable situation
that has lifted millions out of poverty and allowed the government to con-
centrate on continuing development!®. China’s levels of globalization are
increasing socially, economically, and politically, but Evan Osnos, reporter
for The New Yorker, observed that “to the degree that China’s connec-
tion to the outside world matters, the digital links are deteriorating.”%,
Although this level of censorship is viewed as over aggressive, it is nec-
essary, to an extent, to keep the cohesion of its population for the time
being. In the coming years, China will likely meet in the middle with other
nations as democratic nations continue to implement policies and regula-
tions as they recognize the increasing dangers of misinformation and abuse
of power that comes with the unrestricted flow of information through the
internet. There are still many issues with China’s internet policies, espe-
cially concerning human rights and freedom of the press. Yet, the West’s
policies do not represent the ideal foundation for international ICT policy.
These nations must be aware of their own growing faults before casting
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stones. Press freedom has been deteriorating globally over the last dec-
ade, and it is not only the nondemocratic regimes to blame!®.

The World-Wide West

Regardless of the regime, most nations have policies already in place that
censor certain websites, block language deemed inappropriate, track il-
legal activity, and restrict or remove misinformation on social media%®.
Within democratic nations, the issues with most of these policies are de-
tails and stipulations that are either too vague to effectively hinder those
searching for a loophole or lack means of enforcement. In this realm, pol-
icy and law are necessary to maintain security and growth on the national
and international levels. However, these policies’ reach is only acceptable
if applied in a realistic manner that balances freedom and security with-
out reducing levels of globalization. Members of the European Union are
among those that have implemented the most effective practices with fa-
vorable results. Europe has been rising to the forefront of internet policy
over the last few years.

A Dangerous Precedent

In 2016, Eva Glawischnig-Piesczek, former federal chairperson of the
Austrian parliamentary party, had a photo of herself attached to a viral
Facebook article calling her corrupt, fascist, and a traitor. Glawischnig-
Piesczek demanded Facebook delete the posts and reveal the identity of
the publishing user. After Facebook refused, she took her case to the Aus-
trian Supreme Court, arguing that the comments were defamatory and
violated the copyright she held of her image. Under existing Austrian law,
Glawischnig-Piesczek’s case was sufficient enough for Facebook Ireland
Ltd. to be ordered to remove the post, as well as similar posts, from the

199 Reporters Without Borders ranked China 176 out of 180 countries in its 2016 worldwide index
of press freedom. https://www.cfr.org/backgrounder/media-censorship-china.
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platform. However, Facebook Ireland Ltd. is governed by the United States
and Ireland. Both parties chose to appeal the verdict and took the case to
the Court of Justice of the European Union (CJEU).

The key deciding factor was the interpretation of Article 15 of the Directive
2000/31/EC to determine if a host provider can be forced to extend the
removal of a post with identical verbiage or identical content, and the or-
der can be extended to apply worldwide. The Court strengthened relating
definitions and ruled that the Directive does not prevent a host provider
from being ordered to remove content deemed unacceptable or unlawful
and any identical or similar content as long as the provider does not make
these assessments independently. As to the question of if these laws can
be applied internationally, the Court ruled that Article 18 of the Directive
leaves the power to determine the geographic scope of the restriction up
to the EU Member state, as long as it remains within the framework of
relevant international law?°!. A decision like this in the United States would
be viewed as undermining existing law and violating individual freedoms,
not to mention that it is unconstitutional.

Comparing Approaches

Countries most invested in the information economy and intellectual prop-
erty with large knowledge producing sectors are those actively restricting
their citizens’ access to information?°2. In addition, countries with similar
governmental structures pressure one another to match the others’ level
of internet control. The United States is among these countries, but it takes
an under-the-radar approach to information security, data privacy, press
freedom, and misinformation control. There is a lack of focus on protecting
both nongovernmental organizations and individuals from cyber attacks

201 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain
legal aspects of information society services, in particular electronic commerce, in the Internal Market
(‘Directive on electronic commerce’) https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CEL
EX:32000L0031&from=EN.
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and other internet threats. Russia’s influence in the 2016 election is be-
ing taught as a case study at European universities as the most significant
cyber scandal in history. Yet, little has been done to combat these disin-
formation campaigns and the spread of misinformation since the United
States is again falling victim to interference during the 2020 election. The
desire for complete freedom of opinion and expression causes many to
bury the truth from themselves and spread information that confirms their
biases, no matter how farfetched and unverified it may be — an effect ex-
plained by the Selective Exposure Theory?®,

The United States has criticized China’s intense surveillance of its citizens
for years, but this is one of the most hypocritical American points of view.
To the degree that China admits to surveilling its citizens, it is somewhat
more open in comparison to the United States. Actions on both sides cross
ethical lines in terms of privacy, especially China. However, the majority
of user data requests sent to Google, Facebook, Apple, and Twitter come
from the United States government. In 2012, Twitter received twice as
many requests for its users’ data from the United States government than
the next six countries combined?%4. In addition, the Trump Administration
has created a hostile environment for the press and news media organiza-
tions. Between 2018 and 2019, the United States fell three places into the
“problematic” classification on the World Press Freedom Index3. In 2018,
the United States tied with India as the fifth most dangerous country for
journalists in a report by Reporters Without Borders?®,

One of the key indicators of a corrupt democracy is a government that
works to impede press and intellectual freedom?%’. Similar to authoritarian
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regimes, these governments aim to control public knowledge by restricting
access to materials, promoting information the confirms their message,
and covering up their mistakes. Research shows that “governments en-
gage in more digital censorship when internal dissent is present and when
their economies produce substantial intellectual property.”2%8. As technol-
ogy drives globalization and the United States and China try to outpace
one another in research and development, we can observe how these two
regimes contrast in balancing security and freedom. The desire to control
information to protect intellectual property and cybersecurity is not the
only motivation for democratic nations to establish reactive policies due to
other national threats.

Proactive vs. Reactive Policy

In 2018, after the dangerous example made of the United States two years
prior, the European Commission implemented measures to ensure that
European elections remain free and fair. The Commission’s formal recom-
mendation outlined the need for election cooperation networks, digital
transparency, protection against cybersecurity incidents, and combating
disinformation campaigns?®®. While these measures were motivated by
the result of another democratic nation falling victim to foreign interven-
tion in elections, other European internet and security policies have been
motivated by their own misfortunes; one implemented proactively while
the others are reactive. No matter the regime, governments tend to in-
crease internet restrictions as a response to internal threats.

In Stephen Meserve and Daniel Pemstein’s award-winning article “Goog-
le Politics: The Political Determinants of Internet Censorship in Democra-
cies”, the authors explain that “internet freedom in liberal democracies is
sensitive to internal threats, and that democratic governments, like their
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autocratic counterparts, restrict digital freedom when faced with terrorism
and insurgency.”?%0, As an example, France increased its number of strict ICT
regulations on digital content that led to mass censorship and decreased
internet freedom and began to lean toward isolationism, protectionism,
nationalism. Many other European nations have begun to follow suit. As
events and restrictions such as this continue to escalate, the developed
world will see its decline in the waves of globalization, as predicted, with
developing nations following soon after. Policymakers must be proactive in
their decisions regarding control of the internet to advance international
freedom, security, and growth. If not, they will continue to set standards
that can be viewed as questionable or unclear to the point that, if applied
at the international level, may lead corrupt leaders with bad intentions to
search for loopholes to take advantage of the situation and to advance and
protect their interests. Internal threats are not the only causes of rushed,
inadequate internet policy. As new situations appear, policymakers and le-
gal establishments are pressured to decide based on grievances, legal prec-
edents, and little information on the internet’s framework and capability.

Measuring Trust

The growing distrust in tech companies, news organizations, and even ex-
perts is coinciding with a lack of media literacy that is exacerbating the
growing political divide, threatening the nation’s stability, and disconnect-
ing Americans from the world. Western nations like to believe that their
respective news organizations are more trustworthy and honest than oth-
ers, especially more than China’s news media. However, according to the
2020 Edelman Trust Barometer report?'?, Chinese media was ranked the
most trustworthy in the world, and the majority of its citizens want to
keep it that way?*2. The report shows developed nations declining in nearly
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every category, leaning towards some form of protectionism and isolation-
ism. Of the nations surveyed, 66 percent worry it will soon be impossible to
know what is real, with 61 percent believing the pace of technology change
is too rapid and that governments cannot adapt to this ever evolving sector
enough to regulate it effectively?!®>. Compared to Americans and Europe-
ans, Chinese citizens have become more accustomed to trusting their me-
dia, which makes them easy targets for external misinformation or propa-
ganda campaigns. Even the United States fell victim to interference in the
democratic electoral process during the 2016 Presidential Election. Perhaps
in the coming years, China will be ready for lower levels of censorship, but
there is a high risk of backsliding in its development progress without some
level of regulation in its censorship policies.

Stakeholders

Technology can enhance or destroy democracy and development. It all de-
pends on who is in control and how it is used. There are only a handful
of companies that currently control the vast majority of technology and
information flow. Internet governance experts are studying how a public-
private multi-stakeholder approach can play a role in maintaining the bal-
ance of freedom and security within a globalized internet?4,

Social Media

As the United States government hesitates to take the lead on protecting
social media users and combating misinformation, host platforms are tak-
ing it upon themselves to experiment with measures to regulate online
activity within the boundaries of the First Amendment. The changes in
the hierarchy of internet control since Denardis and Hackl conducted their
research shines a light on whether internet policy is best approached as
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“governance by social media rather than governance of social media.”?%>.
As of July 2020, over 50 percent of the world uses social media (3.96 billion
users) and nearly 60 percent have internet access (4.57 billion users)?te,
Social media platforms are at the center of internet activity and have more
policies in place to improve transparency, combat misinformation, and tar-
get calls for violence?'’. There is a concern in the field of internet govern-
ance that social media platforms are slowly encroaching upon the privat-
izing of human rights?*®, However, many do not see this as a bad thing
— within reason.

A poll released by Gallup and the Knight Foundation on public opinion
of internet control and misinformation in 2020 shows that many Ameri-
cans are facing internal conflicts in regards to many of their stances on
media censorship, valuing freedom of speech yet more critical of compa-
nies that do too little to monitor harmful content than those who do too
much?®®, Recent surveys and studies show that most Americans favor more
being done to eliminate misinformation and disinformation attacks that
skew the accuracy of public knowledge and opinion?%°. Overall, U.S. public
opinion favors social media host companies managing internet regulation
over the government as these companies take action.

In 2016, Microsoft, Google, Apple, Facebook, and other companies sued
the U.S. government for the legal authority to inform the public on what
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information the U.S. government collects on them??!. These companies
were successful in arguing the Fourth Amendment and offering trans-
parency reports on user data. Individually, platforms have their own ap-
proaches to combating misinformation. This year, Twitter was in the spot-
light for its policies after it removed and labeled tweets from President
Donald Trump’s as misleading and violent. After becoming the center
of misinformation during the 2016 election, Facebook developed a net-
work of independent fact-checkers around the world monitor posts. Goog-
le’s search algorithms are currently removing misinformation on the 2020
election and frontloading information on COVID-19 from trusted health
authorities. These are milestones for improving internet regulation, but
the inconsistency between platforms in their dedication to the cause and
definitions of what is considered “misinformation” could damage freedom
in the long run.

Network Providers

In 2018, the Federal Communications Commission’s Restoring Internet
Freedom Order provided a “framework for protecting an open Internet
while paving the way for better, faster, and cheaper Internet access for
consumers.”??2, This was a step in the right direction for regulatory re-
form, but there are many arguments against this decision to eliminate net
neutrality??3. The most notable concern regarding a lack of net neutrality
is service providers’ ability to control users’ access to content. However,
transparency requirements seem to have replaced some former data regu-
lations. Policies such as this benefit the future of internet policy in the long
term. Similar to the issue of inconsistency in regulation between social
media platforms, network providers themselves must establish the same
rules across the board. Inconsistency between regional network providers
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is far more dangerous than growing inconsistency between nations and
the “Balkanization” of the internet??% 22>,

Private Sector

Achieving consistency between organizations is difficult, especially in bu-
reaucratic matters. The answer to a globalized internet access network
might not lie in interorganizational and international cooperation at the
policymaking level, but in a having single internet source. Space X’s Star-
link satellites are designed to be “unblockable” and able to “provide high-
speed, low-latency broadband connectivity across the globe, including to
locations where the internet has traditionally been too expensive, unre-
liable, or entirely unavailable.”??¢. The company’s goal is to put approxi-
mately 2,000 smaller satellites in orbit by the end of 2021. If successful,
the remaining 40% of the global population without the internet will have
access. This will change the course of human history and the central cultur-
al framework of the internet. Space X will have to be prepared to defend
its decisions against critics and policymakers, its equipment from damage,
and its information from corruption.

International Oversight

The United Nations should be responsible for establishing international in-
ternet regulations. Many of the necessary actions would go against articles
in the Universal Declaration of Human Rights, but there have been dozens
of unfulfilled requests for amendments. It was drafted with the intent to
prevent another global conflict after World War I, but these rules have
not been equally or regularly enforced since their inception. Even Western

224 Jonah Hill, Internet Fragmentation: Highlighting the Major Technical, Governance and Diplo-
matic Challenges for U.S. Policy Makers (May 20, 2012). Berkman Center Research Paper, Harvard
Belfer Center for Science and International Affairs Working Paper, Available at SSRN: https://ssrn.com/
abstract=2439486.

225 Victor W. Pickard, and David Elliot Berman, After Net Neutrality: a New Deal for the Digital Age,
New Haven: Yale University Press, 2019.

226 “pstronomy discussion with national academy of sciences”, Spacex, Accessed August 25, 2020.
https://www.spacex.com/updates/starlink-update-04-28-2020/.
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nations, especially the United States, have been exempted for actions that
clearly defy multiple articles in this declaration.

In regards to internet freedom, Articles 19 forbids limitations on an open
and free internet, stating: “Everyone has the right to freedom of opinion
and expression; including the freedom to hold opinions without interfer-
ence and to seek, receive, and impart information and ideas through any
media and regardless of frontiers.”??’. Articles 12 and 29 state that indi-
viduals have the right to protect their reputation and the responsibility
to respect others’ rights and freedoms. To ensure security and stability
for all nations, amendments must be added to update and clarify these
limitations to protect the world from modern threats. Freedom and se-
curity can and must be balanced and of lasting quality to international
internet policy.

The most recent updates to the United Nations’ Partnership on Measur-
ing Information and Communication Technology for Development 2030
Agenda for Sustainable Development recognize that “the spread of infor-
mation and communications technology and global interconnectedness
has great potential to accelerate human progress, to bridge the digital
divide and to develop knowledge societies”??8. This shows that the lead-
ing international organization sees how globalization depends heavily
on security, growth, and freedom concerning the internet. In addition to
this commitment, global trust ratings of the United Nations have been
increasing.??® The task of establishing and enforcing standards of internet
policy for all nations will likely damage this rating as many sides will make
sacrifices. To minimize the loss of trust and credibility, the United Nations
must seek out experts in each of their ICT indicators.

227 Declaration of Human Rights, UN, Accessed August 25,2020. https://www.un.org/en/univer-
sal-declaration-human-rights/.

228 https://unstats.un.org/unsd/statcom/51st-session/documents/2020-23-ICT-EE.pdf.

229 “2020 Edelman Trust Barometer”. Edelman, 2020. https://www.edelman.com/trustbarometer.
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Policy Makers

In addition to foreign and public policy experts, among those who must
be included as policymakers for the future of internet policy are electrical
engineers, computer scientists, mathematicians, and ICT logisticians. Jour-
nalists, economists, and programmers and those in the fields of cyberse-
curity, human rights, communications law, artificial intelligence, and grass-
roots development must also be included to ensure that these experts and
policymakers avoid pushing the boundaries of freedom and security too far.
Technical experts fluent in network and telecommunications management
will ensure that technical aspects are accounted for in the decision-making
process, minimizing the details that could be left out with dangerous con-
sequences. This is critical, as these types of decisions highlight often missed
issues when dealing with new ICT policy and will provide a foundation of
what artificial intelligence methods can be used to uphold such policies.
Mathematicians working in artificial intelligence have recently developed
an algorithm using Benford’s Law?3° to track “bots” online and identify deep
fakes?3!. Misinformation is one of the major threats of the internet. The abil-
ity to enforce laws targeting misinformation by using this algorithm will be
vital for ensuring that appropriate accounts and content are not removed,
thus, lessening the potential for damage to internet freedom.

Recommendations

While the first drafts for the foundation of international internet law may
fail to accurately determine the maximum and minimum amount of inter-
net freedom for every nation, some matters must be included across the
board with great attention to detail:

e the protection of journalists,

e right to criticize politicians,

230 Benford’s Law is an observation about the frequency distribution of leading digits in many
real-life sets of numerical data.

21 Jennifer Golbeck. 2019. “Benford’s Law Can Detect Malicious Social Bots”. First Monday 24 (8).
https://doi.org/10.5210/fm.v24i8.10163.
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¢ individual data privacy,
e democratic/election interference,
e misinformation control and calls for violence.

Various experts and organizations must work in coordination to effective-
ly and efficiently establish long lasting global ICT policy. Answers can be
found by studying past and current examples of internet policy, the waves
of globalization, and those who have a hand in internet operations. Glo-
balization and the internet in relation to freedom and security is a complex
topic, much of which was not covered in this article. However, a few rec-
ommended redlines based on what has been covered is provided.

The first priority is to prevent developed countries from turning away from
globalism and the “Balkanization” of the internet. By doing so it avoids
exacerbating human rights and creating other cybersecurity issues such
as unequal access to information. Second, we must realize that there are
ways to limit threats connected to the censorship of ourselves and other
nations. Economic, social, geographical, historical, and cultural factors will
be considered when establishing boundaries on the scope of internet reg-
ulation and censorship. Violating human rights and press freedom is where
we must draw the line. The definition of “press” may need to be specified
to make sure satire and false sources will not fall under this protection.
Censorship and restrictions must be capped, and barriers to cross-border
data flow removed, creating opportunities to benefit from and play a role
in the global community made available to everyone. National internet
policy will vary based on the factors listed above, but establishing interna-
tional limits is necessary to ensure a minimum standard. One limit, for ex-
ample, should be censoring criticism of public and political officials. Since
the European Union’s recent decision on Directive 2000/31/EC stemmed
from a disgruntled politician, the decision must be overturned to set an
example and not an opportunity for corruption.

Third, citizens must hold their governments and stakeholders account-
able for their actions and decisions, especially concerning user data pri-
vacy. International regulations should declare the use of data collection
only when necessary, but the issue with this lies in what would be deemed
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“unnecessary” and at what level would that decision be made. Again, the
finer details would most likely have to be managed at the national level.
Users should also be able to control who has access to their information
and how it is used. Countries using E-governance, such as Estonia, utilize
the Cloud for all bureaucratic purposes, including individual financial and
medical documentation. Although this framework might not work for
every country due to cybersecurity concerns, it is nevertheless something
to aspire towards. Estonians have complete digital control of their infor-
mation and no one has had any of their information stolen. The National
Cyber Security Index ranks Estonia as the third most cybersecure nation
and could be looked to for recommendations for secure networks?32. This
will require a change in societal norms in many nations. There is a global
shift in the opinion of democracy, with nearly all nations losing favor. The
opinions in weaker democracies have changed twice as much as those in
more democratic nations between 1998 and 2020. This coincides with the
shift in levels of globalization as this opinion is exacerbated by the effects
of the internet. For internet regulation policies to be adopted in a manner
that benefits all, the opinions toward sacrificing some freedom for security
must continue to be more acceptable?®3. At the same time, implementing
these policies will require negotiations explaining that a path toward glo-
balization is the only way to ensure long-term stability. We live in a world
with infinite variations in ideals and morality, varying even within seeming-
ly homogenous societies. Balancing social norms to lessen tensions over
conflicting values over time might allow us to live peacefully.

Conclusion

A single government, social network, or person can take the blame for
the state of the internet today. Energy is wasted on writing the narrative
of how we got here and tracking these problems’ symptoms. Instead, we

232 https://ncsi.ega.ee/ncsi-index/.

233 “p Rift in Democratic Attitudes Is Opening up around the World”. The Economist, August 22, 2020.
https://www.economist.com/graphic-detail/2020/08/22/a-rift-in-democratic-attitudes-is-opening-up-
around-the-world.
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must focus on the root of what causes these problems and act in sync as
a global internet community. Addressing this and the pattern of ICT ef-
fects on globalization is the only way to ensure long-term freedom and
security. However, making these decisions civilly will not be an easy task as
our world, even within homogenous societies, is unfathomably diverse re-
garding ethics, values, social norms, and expectations. Creating and imple-
menting internet policy at the international level will require a case by case
study, precise terminology, and means of enforcement. Cases of China, the
European Union, and the United States have already been highlighted in
this paper. However, least developed nations on both sides of the internet
freedom index must be considered when experts and policymakers begin
setting the foundation. Placing too many restrictions will limit the growth
of globalization and exacerbate existing political tensions. On the other
hand, failing to define terminology and details will offer corrupt leadership
opportunities to hinder growth and exacerbate present tensions. Staying
ahead of and stabilizing the wave of globalization with these recommenda-
tions in mind will ensure long-term security and protection of freedoms.
No matter the approach, there needs to be action in the international
community on internet regulations for the sake of international stability.
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What is Intelligence Analysis?

Evolutionary and cultural forces engage with, influence, and shape ana-
lysts’ views of the world. Before exploring the origins of these forces, it is
crucial to understand the roles and responsibilities of analysts across the
intelligence community. To this end, we will consider the common themes
and considerable variation across some of the world’s premier intelligence
agencies. Only after understanding the definitions, processes, analysts,
and agencies that make up the intelligence discipline, can we explore the
evolutionary and cultural forces that shape them.

The Definitions

Finding a universally accepted definition of intelligence analysis (1A) is diffi-
cult. Some intelligence practitioners might say, there are an equal number
of definitions for “intelligence analysis” as there are former and current
intelligence analysts. This disparity is because defining intelligence analy-
sis often depends on the definer’s context and their relationship or role
within the intelligence community. This variation is best shown through
the definitions provided by the Central Intelligence Agency (CIA) and the
RAND Corporation (a prominent think-tank in the United States).

The CIA is focused on national security and foreign policy concerns for the
United States. This mission is reflected in the definition of intelligence anal-
ysis, posted on their website as “the application of individual and collective
cognitive methods to weigh data and test hypotheses within a secret socio-
cultural context.”?**, Their internationally-focused and often classified mis-
sions are reflected in their definition of IA, hence their inclusion of “secret
socio-cultural context.”

A slightly different definition offered by RAND Corporation reflects RAND’s
past projects and current clients within the military community. RAND

234 Rob Johnson, “Analytical Culture in the U.S. Intelligence Community: An Ethnographic Study”,
Central Intelligence Agency (Central Intelligence Agency, June 28, 2008), https://www.cia.gov/library/
center-for-the-study-of-intelligence/csi-publications/books-and-monographs/analytic-culture-in-the-
u-s-intelligence-community/chapter_1.htm, 4.
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defines intelligence analysis as “the process by which the information col-
lected about an enemy is used to answer tactical questions about current
operations or predict future behavior.”*3>. RAND’s definition has a military
focus, reflecting their role within the defense industry. Their role is shown
through their operational control over four federally funded research and
development centers (FFRDCs), in cooperation with the U.S. Army, U.S. Air
Force, U.S. Department of Homeland Security, and U.S. Office of the Sec-
retary of Defense?3®,

Our definition of 1A will correspond to this paper’s focus — innate cognitive
mechanisms and culturally learned mindsets. For the working definition,
we will define intelligence analysis as processing environmental data until
it possesses an advantage for an entity operating within that environment.
This definition is an all-encompassing one, that does not unnecessarily con-
strain intelligence to mediums of collection, methods of analysis, custom-
ers of products, or scope and context of functional value. Furthermore, it
presents the contemporary structure and goal of intelligence analysis as an
attempt to expand and refine reasoning abilities that are naturally evolved
and purposely cultivated within all humans.

The Processes

Similar to defining intelligence analysis, conducting intelligence analysis is
done through different processes depending on the mission and its desired
outcome. Despite these differences, the foundational steps for intelligence
analysis are relatively similar across all applications. Dr. Noel Hendrickson,
the founder of the Intelligence Analysis program at James Madison Univer-
sity (JMU), describes the general process in his book Reasoning for Intel-
ligence Analysis?®¥”. Hendrickson explains the four steps as the following.

235 “Intelligence Analysis”, RAND Corporation, accessed August 18, 2020, https://www.rand.org/
topics/intelligence-analysis.html.

236 “RAND Federally Funded Research and Development Centers (FFRDCs)”, RAND Corporation,
accessed August 18, 2020, https://www.rand.org/about/ffrdc.html.

237 Noel Hendrickson, Reasoning for Intelligence Analysis: A Multidimensional Approach of Traits,
Techniques, and Targets (New York City, NY: Rowan and Littlefield, 2018), 26-27.
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1. “Search and collect” to generate data to analyze.

2. “Represent and structure” the data into meaningful information.

3. “Evaluate and infer” knowledge in the context of its relation to the
truth.

4. “Disseminate and use” the inference in a practical way for the client.

Because Dr. Hendrickson has an educator’s role within the IC, his defini-
tion of the intelligence process is an analyst-centered one, concerned
with developing students into junior analysts. Other versions account for
an “administrative step” before an analyst begins searching and collect-
ing information. Katherine and Randolph Pherson — widely regarded in the
intelligence community for their contributions towards standardizing the
intelligence discipline, present in their book Critical Thinking for Strategic
Intelligence, a version of the intelligence cycle widely used by the U.S. and
Canadian government. Their version includes the additional administrative
step?38. The five steps are:

1. Planning, Direction, Needs, and Requirements
2. Collection

3. Processing and Exploitation

4. Analysis

5.

Dissemination

In addition to the added step, Pherson and Pherson describe the intel-
ligence process as a cycle?3®. Once intelligence assessments are dissemi-
nated, analytical judgments are used to inform future planning, direction,
needs, and requirements. This workflow restarts the process, creating
a continuous intelligence cycle. Regardless of how many steps are included
within the intelligence process (or cycle), each step is critical to producing
relevant, accurate, and timely intelligence.

238 Katherine Pherson and Randolph Pherson, Critical Thinking for Strategic Intelligence, 2nd ed.
(Thousand Oaks, CA: CQ Press, 2017), 89.

239 Pherson, Critical Thinking, 89.
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The Analysts

While the IA discipline has become increasingly aided by artificial intel-
ligence and data analytical tools, at its very core is a human-centered field.
Because humans are fallible, their created processes and expressed be-
haviors follow suit. Humans add this imperfect dynamic to the intelligence
cycle, which creates ambiguity and inaccuracies. Because of the imperfect
nature of humans (and in turn analysts), it is important to understand dif-
ferent positions and roles analysts take on within the intelligence cycle,
especially in search of the origins of past intelligence shortcomings. While
analysts are not the only cause of intelligence shortcomings, they certainly
play a large role.

Roles of Analysts

As a community, analysts conduct intelligence analysis across multiple me-
diums, on vastly different subjects, and for many clients. As a result, they
are required to perceive, analyze, and assess a range of topics. Because
of this diversity, the roles and desired technical skills recruited for, greatly
vary among agencies.

Most analysts within the community, are concentrated on specific ele-
ments of the intelligence cycles defined above. Because of their specific
focuses, roles for intelligence analysts range from technical jobs in cyber-
security and satellite imaging, to human-centered jobs like interrogators
and linguists, to dissemination-focused jobs like multimedia producers and
technical writers, to other various subject matter expertise ranging from
nuclear physics to aerospace engineering?*.

As we will see in the following sections, academic background and tech-
nical skills are not the only things that distinguish analysts. Experiences
ranging back to their first years, including childrearing techniques in in-
fancy and parenting-styles during childhood, have significant influences on

240 “Careers & Internships: Browse Jobs by Category”, Central Intelligence Agency (Central Intel-
ligence Agency, December 12, 2019), https://www.cia.gov/careers/opportunities/cia-jobs/index.html.
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analysts’ variability in reasoning, perception, and judgment?*'. However,
despite the vast array of roles, expertise, and influences an analyst can
have, there is a shared suite of traits that is cross-culturally agreed upon to
be beneficial for analysts to possess.

Traits of Analysts

Regardless of roles, analysts are charged with taking an independent and

objective-based perspective on issues, free from pressure to “prove” or

“support” a given worldview or hypothesis. Because of this uniform goal,

the suite of traits that are recruited for and trained towards across all intel-

ligence agencies are rather similar. Dr. Hendrickson encapsulates this suite
of traits into four “sought-after” characteristics of analysts?42.

1. Intellectual Courage — summarized as balancing confidence vs. uncer-
tainty, neutrality vs. real-world concern, and breadth vs. depth of in-
quisitive knowledge.

2. Intellectual Self-Control — summarized as balancing sensitivity to-
wards similarity vs. change, thoroughness vs. expediency, and descrip-
tive quality vs. quantity.

3. Discernment — summarized as reflectiveness on self vs. other, versatil-
ity between spontaneity and deliberateness, and integration of “bot-
tom up” vs. “top-down” approaches of thought.

4. Intellectual Fairness — summarized as recognizing threats vs. opportu-
nities, conveying specificity vs. simplicity, and reflecting objections vs.
refinements.

These characteristics, or “cognitive virtues” as Hendrickson calls them,
help analysts provide an independent and objective analytical stance on
incoming information. However, these traits are difficult to gain and main-
tain by even the most disciplined analysts. As we will explore in later sec-
tions, our evolutionary past and specific cultural upbringing have much to
do with this.

241 Michael Harris Bond, The Oxford Handbook of Chinese Psychology (Oxford, UK: Oxford Univer-
sity Press, 2015), 32-67.

242 Hendrickson, Reasoning, 72—-82.
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The Agencies

Analysts are regularly recruited based on an agency’s specific mission and
home country’s unique challenges. Additionally, Dr. Timothy Walton —
a senior CIA analyst and Kent School instructor turned university professor
— notes, how intelligence agencies often reflect the cultural values within
a particular country?*3. This assertion is supported by other intelligence re-
formers?** and is reflected in recent job postings for analysts in the United
States’ CIA and Japan’s Public Security Intelligence Agency (PSIA)%4> 246,

U.S. vs. Japanese Intelligence Recruitment

The CIA is charged with collecting and assessing foreign intelligence, rely-
ing heavily on foreign language skills. Because only 20% of American K-12
students enroll in foreign language classes (compared to 92% in the Eu-
ropean Union), many CIA job postings place an emphasis and premium
on foreign language skills and international travel?*’. The premium placed
on foreign language skills shows how American culture and current chal-
lenges are reflected in CIA job postings.

In another example, the application for the PSIA reflects a wider cultural
emphasis and reliance on standardized testing. The Japanese education
system places extraordinary pressure on high school students to score good
grades on entrance exams to enter college?*® 24°, This reliance on exams is
at the forefront of assessing intelligence candidates. The PSIA demands

243 Timothy Walton, Lecture at James Madison University, March 23, 2020.

244 Mark M. Lowenthal, Intelligence: From Secrets to Policy, 8th ed. (Thousand Oaks, CA: SAGE/
CQ Press, 2020), 441-499.

25 Central Intelligence Agency, “Careers & Internships”.

26 “Apout the PSIA”, PSIA | A& FHZEFT (Public Security Intelligence Agency, 2020), http://www.
moj.go.jp/psia/English.html.

247 Kat Devlin, “Unlike in US, Most European Students Learn a Foreign Language”, Pew Research

Center (Pew Research Center, August 6, 2018), https://www.pewresearch.org/fact-tank/2018/08/06/
most-european-students-are-learning-a-foreign-language-in-school-while-americans-lag/.

248 Yoshitaka Saito. “Consequences of high stakes testing on the family and schools in Japan”. KEDI
Journal of Educational Policy 3, no. 1 (2006).

249 Kathleen Kitao and Kenji Kitao, An Analysis of Japanese University Entrance Exams Using
Corpus-Based Tools, 2008, http://www.j-let.org/~wcf/proceedings/d-053.pdf.
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candidates to pass the “National Civil Service Recruitment Comprehen-
sive Employment Exam” before being considered for an interview?*°. This
emphasized importance on exams is heightened by customary “lifetime”
employment once selected, an absence of an initial probationary period,
and a low degree of lateral mobility once hired?>!. These Japanese cultural
norms surrounding its PSIA and civil service increase the selectivity and
reliance on a standardized examination.

Unique Challenges and Threats

As many intelligence practitioners point out, agencies are often formed as
a reactive need to a past problem. This trend is shown in the presidential
directives that established the Office of Strategic Services, National Secu-
rity Agency, and Homeland Security Agency within the United States.?>?
Once created, the focus and organizational structure of these newly
formed agencies, reflect the current threats and challenges being faced by
that nation. Outside of the United States, this reflection is seen in Chinese,
French, and Japanese intelligence agencies.

China’s recent economic expansion and regional security issues guide their
intelligence agency’s efforts. Chinese espionage appears to be focused on
four primary targets: economic data, military equipment, reconnaissance
of critical infrastructure, and attacks on critics?>3. This focus reflects their
national strategy of maintaining remarkable economic growth?*, updat-
ing their military into a modern superpower?*, conducting widespread

250 “Career Track Recruitment”, Public Security Intelligence Agency (Public Security Intelligence
Agency, 2020), http://www.moj.go.jp/psia/sougou.html.

251 Byung Chul Koh. “The Recruitment of Higher Civil Servants in Japan: A Comparative Perspec-
tive”. Asian Survey 25, no. 3 (1985): 292—-309. Accessed August 18, 2020. doi:10.2307/2644120.

252 “What Was 0SS?” Central Intelligence Agency. Central Intelligence Agency, June 28, 2008.
https://www.cia.gov/library/publications/intelligence-history/oss/art03.htm.

253 Lowenthal, Intelligence, 454.

254 Xing-Ping Zhang, and Xiao-Mei Cheng. “Energy consumption, carbon emissions, and economic
growth in China”. Ecological Economics 68, no. 10 (2009): 2706-2712.
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infrastructure projects (both domestically and internationally)?®®, and
guarding their political image against dissidents?*’.

Because of recent terrorist attacks, France now puts a significant intelli-
gence emphasis on terrorism. In 2012, a lone-wolf terrorist attack killed
seven people; this attack was followed in 2015 with ISIL-backed terrorist
attacks in Paris, killing over 100 people and injuring over 35028, Addition-
ally, because France is one of several nuclear-weapons powers of Europe,
it remains concerned about the development and proliferation of Weap-
ons of Mass Destruction (WMDs). One government official estimated half
of intelligence activity is devoted to WMDs and counterterrorism?>°. Pres-
ently, these two concerns are the regional issues that guide France’s intel-
ligence efforts.

Japan is restricted within their military and intelligence community, be-
cause of limitations imposed following World War 11260, This limitation,
along with their dynamic and threatening regional neighbors, has com-
pelled Japan to maintain a regional (rather than global) focus on the intelli-
gence efforts. Their consistent monitoring of China and North Korea, along
with security sharing agreements between South Korea and Australia, re-
flect Japan’s emphasis on regional concerns?6?,

As demonstrated, a country’s intelligence agencies reflect their current
and anticipated threats, national culture, and tasked mission. Despite
these differences, most agencies share similar overall missions: to provide
accurate and timely intelligence to decision-makers. However, the inflow

256 Sarker, Md Nazirul Islam, Md Altab Hossin, Xiaohua Yin, and Md Kamruzzaman Sarkar. “One
Belt One Road initiative of China: Implication for future of global development”. Modern Economy 9,
no. 4 (2018): 623-638.
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of information in today’s “Information Age” makes this mission increas-
ingly challenging. To counter this, agencies use various techniques, called
Structured Analytical Techniques (SATs) to help analysts conduct their
assessments.

The Techniques

Intelligence Analysts use structured analytical techniques (SATs) to “chal-
lenge judgments, identify mental mindsets, stimulate creativity, and man-
age uncertainty.”?®2. They were created and standardized in response to
a long history of intelligence failures. While this is certainly not an exhaus-
tive list, the CIA’s Tradecraft Primer lists these techniques in three basic
categories?®3,

First, diagnostic techniques are primarily focused on making the method-

ology transparent, that was used to arrive at an assessment. Examples in-
clude Key Assumptions Check, Quality of Information Check, Indicators or
Signposts of Change, and Analysis of Competing Hypotheses (ACH)?%4. One
example of how these techniques could have been useful is in the case of
the 2002 DC sniper. In the fall of 2002, an onset of sniper attacks occurred
in the Washington DC region. Law enforcement quickly made a set of as-
sumptions about the sniper: it was a lone white male with military training
driving a white van?%>. By conducting a Key Assumptions Check, analysts
could have challenged the assumptions, remained receptive to all leads
(including reports of the sniper fleeing in a Chevrolet car). Further inves-
tigations and arrests found the sniper to be a team of black males driving
a car — far from the initial assumptions.

Next, contrarian techniques are primarily used to provide alternatives to
current assessments. Examples include Devil’s Advocacy, Team A/Team B,

262 A Tradecraft Primer: Structured Analytic Techniques for Improving Intelligence Analysis (Wash-
ington, DC: U.S. Government, 2009), https://www.cia.gov/library/center-for-the-study-of-intelligence/
csi-publications/books-and-monographs/Tradecraft%20Primer-apr09.pdf.
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High-Impact/Low-Probability Analysis, and “What if?” Analysis?®®. Intelli-
gence shortcomings revolving around the Pearl Harbor attack could have
benefited from all three techniques listed above. By forming a devil’s ad-
vocacy team, or group of analysts to challenge the consensus belief sur-
rounding Pearl Harbor (the Japanese would not attack), the government
could have outlined possible reasons for the Japanese to initiate an attack.

Finally, imaginative thinking techniques are primarily aimed at moving
analysts out of fixed mindsets to develop new insights and perspectives.
Examples include Brainstorming, Outside-In Thinking, Red Team Analysis,
and Alternative Futures Analysis?®’. Again, preceding the attack on Pearl
Harbor, analyst could have conducted a Red Team analysis, or looked at the
situation from the adversary’s perspective. Doing this would have shown
a formidable United States, quickly gaining strength while building up their
military-industrial base. An imminent attack would have provided any
hope in crushing the United State’s Pacific fleet and will to fight.

The previous section shared a collection of some of the main SATs used
within intelligence agencies. As demonstrated, many of these techniques
are applicable to the same situation and can be used in conjunction with
each other. While the scope of this paper does not intensely focus on the
individual techniques, it is important to note the main purpose of creat-
ing and standardizing them: to counter evolved and learned mindsets of
analysts.

Intelligence Analysis: summary

Understanding the different definitions of Intelligence Analysis, varia-
tions in the missions of intelligence agencies, and the diverse roles intel-
ligence analysts carry out is critical. However, seeing the commonality
across all agencies and countries through shared missions and challenges
is equally important. In this paper, | presented a brief overview of the defi-
nitions, processes, analysts, and agencies that make up the Intelligence
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Community. We explored the common themes across all agencies and the
diverse influences that creates unique variations among them. We will use
this foundational overview to examine the evolutionary and cultural forces
that engage with, influence, and shape analysts’ views of the world.

Evolved Cognitive Mechanisms

Many questions about our species origins remain unanswered today. Each
year archaeologists, anthropologists, and geologists uncover more clues
into how modern humans evolved from past ancestors. Despite these
unanswered questions, the Theory of Evolution is one of the most estab-
lished and scientifically supported theories across modern science — below
we explore some of its themes. First, we attempt to condense the theories
which describe millions of years of evolution into a few pages. After, we
will use this brief overview to help explain the current cognitive mecha-
nisms and processes within analysts’ brains. While the evolved cognitive
mechanisms explored below are present in all of us, some readers may
find them invisible or nonexistent within their own minds.

Evolution of the Human Body

The theory of evolution describes how all life has evolved and, of rele-
vance, how humans evolved into our modern form over the last 200,000
years?%8, The theory describes how changes in heritable traits that increase
the fitness level of an individual, or ability to survive and reproduce, slowly
spread throughout a population. These changes are often brought on by
a selection pressure, or an agent that affects survival and reproduction
within a species?®®. When a trait, that increases the individual’s fitness, is
selected for and gains prevalence in a population, it is known as an adap-

268 Daniel E., Lieberman, Brandeis M. McBratney, and Gail Krovitz. “The evolution and develop-
ment of cranial form in Homo sapiens”. Proceedings of the National Academy of Sciences 99, no. 3
(2002): 1134-1139.

269 Joel S. Brown, John W. Laundre, and Mahesh Gurung. “The Ecology of Fear: Optimal Foraging,

Game Theory, and Trophic Interactions”. Journal of Mammalogy 80, no. 2 (1999): 385-99. Accessed
August 23, 2020. doi:10.2307/1383287.
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tion. For example, bipedalism, or the ability to walk on two legs, is an
evolved trait (adaptation) caused by either selection pressures related to
environmental changes (e.g., aridification of the habitat that leads to few-
er forests), or social changes (e.g., walking on two legs instead of four frees
up the hands to carry food or infants)?’°. Whatever the specific selection
pressures are that led to the evolution of bipedal walking, hominins, or bi-
pedal ape-like ancestors of the human species, who evolved slightly more
arched feet, curved spines, and wider hips, had an easier time balancing
and walking on two feet?’!. This adaptation helped them to save calories
(which were increasingly more difficult to obtain)?’2. Those who possessed
these advantageous traits out-survived and out-reproduced those who
had inferior versions of these traits. As a result, more of the next gen-
eration possessed these traits. This change continued until the collective
advantage (of arched feet, curved spines, and wider hips) became more
refined and increased in frequency across the entire population. Once bi-
pedality had evolved, selection pressures continued to act on the human
skeleton to make bipedal walking more efficient.

Much like physical traits, such as bone/muscle changes for efficient biped-
al walking, humans also evolved cognitive traits, which similarly presented
an adaptive advantage for those who possessed them. The evolution and
dissemination of these traits happened much like those of our physical
adaptions: individuals possessing a beneficial cognitive mechanism out-
survived and out-reproduced those that did not have that mechanism.

Evolution of Cognition

Evidence suggests that two mechanisms influence human cognition and
behavior: the instincts we inherit through genes, and the “cultural down-
load” of information we learn through social interactions?’3.
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More so than any other species, humans have a collection of innate cog-
nitive mechanisms that are used to survive in our environment — evolu-
tionary psychology studies these mechanisms. Charles Darwin, “the father
of evolution”, foresaw the emergence of this discipline. Towards the end
of Origin of Species, he envisions the field of psychology expanding towards
new research areas that sought to understand the design and adaptations
that led to the modern human minds?’4. Decades later, William James re-
leased a groundbreaking piece of work titled Principles of Psychology, that
began to explore this, choosing to focus heavily on instincts, or specialized,
innate, neural circuits, present across a species, that emerged as a prod-
uct of evolution®”>. At the time, it was commonly understood that animals
were mostly guided by instincts (and had many of them), while humans
were mostly guided by reason (and had fewer instincts). Furthermore, sci-
entists believed the lower amount of human instincts allowed humans to
be “more flexibly intelligent than other animals.”?’%, James countered this
by arguing that humans had higher “flexible intelligence” because we had
more instincts?”’. These instincts function efficiently and effortlessly (by
collecting environmental stimuli, processing information, and guiding be-
havior) that we are “blind” to their existence. Years later, advancements in
genetics, biology, neuroscience, and psychology have universally and un-
equivocally supported that instincts are shared cross-culturally across all
of humanity?’%. However, the idea that they solely guide our behavior and
account for our “flexible intelligence” is highly disputed. As we will learn
in later sections, cultural and social influences play a significant role in our
intelligence superiority over our primate relatives.

274 Charles Darwin. On the Origin of Species. www.gutenberg.org. 6th ed. Accessed August 18,
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Evolution of Environments

As we covered, innate cognitive mechanisms play a critical role in our cog-
nitive success. However, they play an equally detrimental role in our cog-
nitive errors and failures. These failures or misalignments are a result, in
part, by our rapidly changing environment.

The modern environment we live in is extraordinarily different from the
Environment of Evolutionary Adaptedness (EEA), or the past environment
our species adapted to. Hunting and gathering account for most of our
evolutionary past, with groups traveling 5-15 kilometers a day to gather
food?’®. Among many factors, predators, hostile groups, natural disasters,
and lack of modern medicine made the past environment a harsh and for-
midable place. As we learned, humans evolved biological and psychologi-
cal solutions to these adaptive problems.

However, a peculiar trait of the environment is that it changes much more
rapidly than the speed of adaptation. This is because the rate of adaptation
is set by the generation time of the species — for humans, the generation
time is 22-33 years?®. Demonstrated through the evolution of bipedal-
ism, it could take tens of thousands of generations for an adaptation to
gain prevalence in a population. As a result of this timeline, we still carry
the same biological and psychological adaptions we evolved to solve the
EEA challenges. Many of these adaptions we evolved in the past, such as
attraction to sugar?®!, and aversion to strangers?®2, may now have lost their
advantages or even present a disadvantage in this new environment. As
we will see, these disadvantages encompass some of the gaps in logic and
flawed reasoning that taint analysts’ assessments today.
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Impacts on the Intelligence Community

The misalignments of our evolutionary past and present cognition have
contributed to intelligence shortcomings since the creating of intelligence
agencies. The CIA’s Tradecraft Premier attempts to categorize these mis-
alignments into four categories of perceptual and cognitive biases?®,

1. Perceptual Biases — we tend to perceive what we expect, resist
change (even in the face of notable counter-evidence), and ambigu-
ous information disproportionately interferes with correct judg-
ments of a situation.

2. Biases in Evaluating Evidence — we do not immediately change our
perception in light of discrediting information, we have more confi-
dence in concluding small bodies of data that are consistent rather
than large bodies of data with less consistency, and we have difficulty
judging the potential impact of missing information.

3. Biases in Estimating Probabilities — people are often overconfident,
unimaginative, and inconsistent when judging probabilities of an
event in light of new evidence.

4. Biases in Perceiving Causality — people attempt to fit events into a per-
ceived linear pattern of causality, often discrediting randomness and
accidents.

The publication continues to cite these biases as the reason leading to
recent intelligence failures including analysts over-connecting WMD but
also under-connecting the evidence leading up to 9/11, over-estimating
the spread of democracy after the Arab-Spring but under-estimating the
response of Russia in Crimea, over-rating the Iraqi Army’s ability in recent
conflicts, but under-rating the strength of ISIS, and many others?®*, These
biases have remained in the spotlight of intelligence agencies since their
inception, as efforts are undertaken to counter them.

After the recent intelligence shortcomings around the 9/11 terrorist at-
tacks and WMD programs in Iraq, congressional oversight committees

283 CIA, Tradecraft Primer, 2.
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demanded the intelligence community (IC) become professionalized and
standardized across all 17 agencies through added training and education
opportunities, directives outlining analytical standards, and an emphasis
on SATs. Additions to education across the IC, such as the CIA University,
College of Analytical Studies, and National Intelligence University, attempt-
ed to do this?8>. Supporting directives, such as ICD 203, were released in an
effort to institutionalize the roles, responsibilities, and analytical standards
expected from intelligence analysts?®. Later publications, such as the CIA’s
Tradecraft Primer, were publicized and distributed to normalize SATs?®’. In-
deed, in the past two decades, great strides have been made in improving
intelligence analysis efforts.

Despite these changes to the IC, intelligence practitioners such as Dr. Ste-
phen Marrin, renowned for his work in intelligence reform and education,
call for further improvements while questioning past ones. Dr. Marrin ex-
plores in several published essays whether SATs work better than intui-
tion?88 289 He proposes, among many things, that more time, energy, and
resources be devoted to evaluating their accuracy and utility towards real-
world applications.?®® In other publications, he scrutinizes the fast-paced
and continuous nature of intelligence production. He argues the IC places
undue emphasis on short-term, daily intelligence briefings, rather than
long-term, prospective, deep-analysis of a topic??. This focus inhibits ana-
lysts’ ability to develop the foundational and topical expertise required to
make sound judgments. | propose that this may increase the reliance on
structured analytical techniques to do the “thinking” and “analysis” for
intelligence professionals, since they have not developed enough “topical

285 Stephen Marrin, “Training and Educating U.S. Intelligence Analysts”, International Jour-
nal of Intelligence and Counterintelligence 22, no. 1 (November 2008): pp. 131-146, https://doi.
org/10.1080/08850600802486986.

28 |ntelligence Community Directive 203 (2015).
287 CIA, Tradecraft Primer.
288 Marrin, Training and Educating.

289 Stephen Marrin. “Intelligence Analysis: Structured Methods or Intuition?” American
Intelligence Journal 25, no. 1 (2007): 7-16. Accessed August 18, 2020. www.jstor.org/stable/44327067.

290 Marrin, Training and Educating.
291 |bid.



Learned Cognitive Mindsets 89

expertise.” Although the effectiveness of certain SATs is not agreed upon or
established, SATs have been offered as a solution to counter the intuitive
mindsets of analysts.

Evolved Cognitive Mechanisms: the summary

These new insights show that humans possess a vast collection of instincts
that broadly guide our attention, influence our thinking, and regulate our
behavior. These instincts, or innate cognitive mechanisms, create biases
in our thoughts, inconsistencies in our judgments, and inaccuracies in our
perceptions. However, while our evolutionary past plays a large role in
guiding our current mindsets and behaviors, it does not play the only role.
In the next section, we will explore the second influence on human cogni-
tion — the “cultural download” received from birth into adulthood.

Learned Cognitive Mindsets

The innate cognitive mechanisms undoubtedly help lead to our success as
a species — but they’re not the complete solution. For example, imagine
a stockbroker from Wall Street, born and raised in the city, was placed into
the Amazonian rain forest. There are no instinctual modules that “fire up”
to help him find food, make fire, or build a shelter — yet humans have sur-
vived in the Amazon Basin for thousands of years?®2, He is missing, what Dr.
Joseph Henrich (an evolutionary biologist at Harvard) describes as, a “cul-
tural download” of knowledge (in this case, knowledge on how to survive
in the jungle.)®3 In his book, The Secret of Our Success, he describes the
“flexible intelligence” (previously talked about) as not coming from our
instincts but being socially learned and passed down from one generation
to the next. These social connections and cultural institutions, he argues,
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have allowed us to produce sophisticated technologies, complex languag-
es, and an ever-growing body of knowledge.

Defining Culture

Humans, within a specific environment, faced many of the same challeng-
es. These shared challenges led to a similarly shared collection of solutions
used to solve these challenges. Many of these shared solutions take the
form of cultural norms such as languages, numbering systems, spices in
cuisine, and building styles. From this stance, we define culture as a set of
shared experiences. Because of this broad definition, culture is not limited
to ethnicity, religion, or geographies, as some definitions often restrict it
to. Instead, it encompasses the shared behaviors, mindsets, and perspec-
tives that are passed down through means other than genetics?®®. Cultures
range across all domains of life, including hobbies, sports, hometowns,
countries, religions, ethnicities, academic degrees, and much more. Since
humans participate in many of these experiences, we can say that humans
are the sum of many different cultures. Before understanding the influ-
ence of these cultures on our cognition, we must conduct an overview of
our brain and its ability to be influenced by experience (and culture) — to
that end, we continue.

Early Brain Development

Our brain is constructed by more than 86 billion nerve cells?®>, connected
in functional networks and pathways, all with specific jobs?%¢. These func-
tional networks of neurons, or neural circuits, are created during prenatal
development and guided by genes, or life-building instructions within our
chromosomes®®’. Genes specify how the body and brain are assembled

2% Robert Sapolsky, Behave: The Biology of Humans at Our Best and Worst (London, UK: Penguin
Random House, 2017), 271.
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during development?®®. These genes are inherited from our parents, and
immediately begin building a brain capable of learning. Simply put, learn-
ing is external stimuli strengthening or weakening existing pathways, in
anticipation of future usage. At the earliest stages of life, during prenatal
development, these circuits and pathways immediately began being used
(and not used), subsequently becoming more strongly (or weakly) con-
nected?®. This concept is known as Hebbian theory3®, which states the
connections between two neurons are strengthened through repeated fir-
ing. As we grow older, the ability for our neural connections to change in
response to environmental stimuli, or neural plasticity, weakens. This term
explains why children generally have an easier time learning languages
and new skills3%, Because of the tremendous amount of neural plasticity in
children’s brains, the events and environments they encounter profoundly
impact their brain development3®2, This early usage of neural networks
(or lack of) dramatically affects our neural connections, and consequently,
how we process information and the world around us.

All behavior is guided by the interaction between genes and the environ-
ment3%, To this end, two things determine the usage and subsequent
strengthening and weakening of all neural pathways. First, genes create
and assemble the brain into specialized modules. The second way the us-
age of these pathways is determined is through external environmental in-
formationinput through the senses. Each humaninherits a unique “starting
point” of neural pathways (from their parent’s genes), as well as a unique
“cultural download” from their parents and the surrounding environment.
As previously mentioned, prominent anthropologists such as Dr. Henrich,
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suggest this cultural download is the secret to our flexible intelligence (or
as he puts it in the title of his book The Secrets of Our Success.) We know
that even these earliest changes and manipulation of neural pathways
have fundamental and foundational implications towards learning3%, tem-
perament3%, socialization3, and perception of the world3%7,

Shared Brain Development

These earliest influences, known to be “relative, conditional, and change-
able”, are ultimately dependent on the environment of development3%,
However, shared experiences within a circumscribed social group or pop-
ulation are shown to produce similar effects on cognition and emotion;
simply put, different cultures can have different shared experiences and
thus different cognitive biases3®. These psychological similarities within
cultural groups are developed in the first months of infancy3%°. Shared
cultural norms and current geopolitical events that guide parenting tech-
niques and childrearing styles can become distinct from other cultures,
leading to cultural diversity. This is in part because culturally common par-
enting styles result in similar environmental stimuli introduced to children,
resulting in similar neural network manipulations3!®. The related effects on
neural networks result in children collecting and processing information
(cognition), as well as behaving and expressing emotions in similar ways
within a culture. Because socioeconomic and cultural factors determine
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parenting and childrearing techniques3!? it is safe to say an individual’s
ecological environment, including language, culture, education, social
class, etc., plays a critical and significant role in accounting for differences
in cognition between cultures3'3,

Many theories explore cultural effects on human development. According
to Bronfenbrenner’s ecological theory, the beliefs, values, and practices of
culture play a significant role in lifetime development3!4. Other theories
concentrate on the indirect consequences of culture by viewing the social
institutions, education systems, and community services that culture con-
structs to affect development3*™ 316, Still, other theories look at the trans-
mission and internalization of language and its effect on early childhood
development3'”- 318 Language may have a profound impact on cognition
because of its immediate focus to learn, constant exposure, and use for
mental processes in practically all cognitive tasks3'°. As these studies sug-
gest, by simply varying the language in which an analyst speaks, percep-
tions of the same event or information may differ similarly — other varia-
tions among analysts are likely to cause related effects on perception.
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Mental Maps of Reality

Apart from behavioral differences, culture also affects the way we experi-
ence the world around us. This component of culture is known as mental
maps of reality (or mental mindsets), which act as cognitive templates
to help us navigate and organize sensory information3?°. Because sensory
input from the surrounding world has the potential to overload us with too
much data and trivial information, mental maps aid us in: creating heu-
ristics (or mental shortcuts), categorizing objects (such as color), guiding
attention, and supporting memory3?1,

Through enculturation, or the process of learning culture, people learn the
cognitive lens and mental models in which their social groups view, organ-
ize, and understand the world3?2. This is an important concept to under-
stand while analyzing an organization or individual of a different culture.
Growing up in a Western country has ensured that Western norms, val-
ues, cognitive models, and mental maps are deeply inscribed into typical
Euro-American analyst’s “psychological fingerprint”. These components
are used subconsciously to interact with and understand the world sur-
rounding them, events unfolding in front of them, and other individuals’
actions opposing them.

However, the goal of analyzing particular groups or individuals has histori-
cally been described as objectively understanding that person or groups’
past actions, rationalizing their current motives, and anticipating their
planned future behavior. This understanding of the goal of analysis may be
fundamentally misleading. As we have read, humans perceive the world,
process information, and behave in subjective, biased, and irrational ways
that are largely influenced by evolution and enculturation. Assuming
that someone will act in an objective, rational, or planned way is strip-
ping them of their humanity. The challenges of conducting analysis across
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two different cultures (a European-born analyst following and tracking
an Afghan farmer turned Taliban operative) are not created because the
European-born analyst is allowing culture to “cloud” their judgment, but
because the culture that is “clouding” his/her views is vastly different than
the culture “clouding” the Taliban operative’s views.

Often, these mental models are strengthened through constant and uni-
form stimuli. Because of this, humans are likely to develop intuitive and
automatic responses to environments with little uncertainty or change. As
we will see in the next section, this can either be good or bad, depending
on the situation and profession.

Mental Models: Helpful or Harmful?

A useful way to decide whether mental mindsets and models are useful
is to look at different professions and their usage within them. Because
jobs, sports, and leisurely activities all have unique experiences attrib-
uted to them, we can look at each instance as its own culture (or collec-
tion of shared experiences). Within these “cultures” we briefly examine
some examples where mental models are advantageous, and some where
they are not.

In some professions, fixed mental models are directly correlated to per-
formance. People such as poker players, chess masters, and golfers all de-
velop expertise through massive amounts of specific, hyper-focused, and
repetitive practice. In these careers, players use “muscle memory” and
cognitive equivalents, to intuitively recognize patterns and produce solu-
tions. Chess masters are often quoted as knowing their next move within
seconds, only taking more time to explore less plausible alternatives3%.
Through the repetitive study of patterns, players develop an intense do-
main-specific memory, aimed at recognizing and remembering these pat-
terns once they appear. The amount of repetition required to develop this
intuitive sight is so large, psychologists found a competitive chess players’
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chance of reaching international master status dropped from one in four
to one in fifty-five if they had not begun intense training by age twelve3?*,
It is important to note, intelligence analysis does not follow suit of the
above careers. Specialized expertise developed over decades of repetition
do little to aid in an analyst’s judgment of a developing and novel situation.
These findings suggest that analysts who specialize too narrowly, for too
long, may make less accurate judgments and predictions.

As we saw, people who develop domain-specific expertise through repeti-
tive experiences, are often engaged in disciplines with constant statistical
regularities, that is, predictable rules govern the patterns with predictable
outcomes. People who develop this type of intuitive expertise lose their
inherent advantage when rules are slightly altered. A study asked account-
ants to apply a new tax law to their accounting report — the experienced
accountants did worse than the novice ones®?>. In another study, scien-
tists gathered experts and nonexperts in the game of bridge to compete.
Before the games, however, scientists altered the order of play to the
game, surprisingly nonexperts had an easier time adapting to the rule3?,
Through the above evidence, we see that developed intuition becomes
disadvantageous when the rules and principles surrounding a domain are
altered. As somebody reading this might guess, within the analysts’ world
of geopolitics and global economies, the “rules and principles” rarely re-
main the same. This shows the importance for analysts to deconstruct and
challenge their preconceived notions and mental models of reality. Doing
so may allow analysts to begin seeing the world in a whole new way — pos-
sibly, more like a scientist.

Impact on Intelligence Community

Intelligence analysis is less like the narrowly focused fields above and more
like a science discipline, tasked with exploring the unknown to make sense
of the things around us. Much like scientists, analysts cannot intensely and
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repetitively practice a task in hopes of developing domain-specific mental
models. Each situation they encounter has new and unique characteristics.
Unfortunately, this does not stop analysts from forming their own mental
models and biased perspectives.

Analysts can counter these mental models and fixed mindsets through tak-
ing on hobbies and diversifying their education; in other words, by be-
coming generalists. One study found that scientists with memberships in
the highest academies were more likely to have unrelated hobbies outside
of work3?’, Additionally, Nobel prize winners are twenty-two times more
likely to participate in amateur dancing, acting, and other performance
types of hobbies328. Furthermore, compared to other scientists, nationally
recognized scientists are more likely to be musicians, sculptors, mechan-
ics, writers, etc. with Nobel prize winners more likely still3?°. The creative
success of these top engineers and scientists can be partly attributed to
their interests outside of their field. Dean Keith Simonton, a psycholo-
gist and creativity researcher, states, “rather than obsessively focus[ing]
on a narrow topic”, leading scientists have broad interests. He continues,
“this breadth often supports insights that cannot be attributed to domain-
specific expertise alone.”3%. These studies suggest that intelligence ana-
lysts, like scientists, should be encouraged to explore hobbies and interests
outside of their focused expertise. These outside interests may help re-
lieve analysts of their fixed perceptions and learned mindsets of the world
around them.

Studying past intelligence shortcomings, one will see that analysts’ mind-
sets are not problematic because they create biases, but rather they are
problematic because they create biases that do not align with the biases
of the adversary they are studying. Dr. Walton, a senior analyst turned au-
thor and professor, notes in his book Challenges in Intelligence Analysis,
many intelligence shortcomings where analysts were not “thinking like the

327 |bid, 32-33.

328 |bid.

329 Epstein, Range, 26.
330 |bid., 33.
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adversary”33l. He describes, among many examples, the criticisms out-
lined in the 9/11 Commission, on the intelligence community not having
red teams332, Red teams are, as defined in the US Department of Defense’s
Dictionary of Military and Associated Terms June 2020 edition, “an organi-
zational element comprised of trained and educated members that pro-
vide an independent capability to fully explore alternatives in plans and
operations in the context of the operational environment and from the
perspective of adversaries and others.”333, By not thinking like the enemy,
Dr. Walton explains, analysts were not asking the right questions, focusing
on the right threats, or collecting the right information. Katherine and Ran-
dolph Pherson, back this assertion in their book, Critical Thinking for Strate-
gic Intelligence. They write, “almost every postmortem of past intelligence
failures concludes that analysts were working from outdated or flawed
mental mindsets and had failed to consider alternative explanations.”334,
They continue by commenting on intelligence failures such as the efforts
before the 9/11 terrorist attacks “need[ed] to incorporate more rigor and
creativity into the analytic process”3%. This evidence suggests that intelli-
gence analysts routinely and historically make faulty assessments because
of misaligned cultural mindsets.

Mark Lowenthal — an internationally respected intelligence practitioner,
researcher, and author -goes further in his book Intelligence: From Se-
crets to Policy, describing one of the most common flaws in analyst log-
ic — mirror imaging, which he defines as “assum/[ing] that other leaders,
states, and groups share motivations or goals similar to those familiar
to the analyst.”, Assumptions about the Soviet Union during the Cold
War is an example of this. Analysts examined Soviet leaders, attempting

331 Timothy Walton. Challenges in Intelligence Analysis: Lessons from 1300 BCE to the Present.
New York City, NY: Cambridge University Press, 2010.

332 “The 9/11 Commission Report”, The 9/11 Commission Report § (2002), https://govinfo.library.
unt.edu/911/report/911Report.pdf, 339-383.

333 “DOD Dictionary of Military and Associated Terms”, www.jcs.mil (Joint Chiefs of Staff, June
2020), https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/dictionary.pdf, 181.

334 Pherson, Critical Thinking, xxv.
335 |bid.

336 Lowenthal, Intelligence, 163.
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to categorize them as hawks (a politician favoring military use) or doves
(someone opposing military use). There was absolutely no evidence to sug-
gest such divisions existed among soviet leaders, but it was assumed the
political hierarchy shared similarities with the United States’ political sys-
tem (of which there were plenty hawks and doves). This assumption led
analysts down unproductive reasoning paths, resulting in the mischarac-
terization of Soviet leaders.

As evidence suggests, analysts engaged in methods like red teaming are
hindered by their own cultures’ mental maps of reality (and mindsets). To
counter these culturally learned mindsets, analysts must temporarily but
deliberately step away from the western academic institutions that taught
us scientific inquiry and causal thinking, Judeo-Christian family structures
that taught us values, and nationalistic cultural groups that taught us so-
cial norms and cultural mindsets. We have seen how culture directly influ-
ences cognition and perception, starting at birth. Only by attempting to
strip off western culture can we step outside of western cognition. Only by
understanding and attempting to embody our target’s culture can we step
into the target’s mindsets, views, and biases, to understand their cogni-
tion. Doing this will help us understand their past biases, examine their
current irrationalities, and anticipate their future motives and behavior.

Moving Forward

Analysts face a host of challenges to their analytical thinking. While some
challenges arise from our evolutionary past, others are learned through
our cultural upbringing. Although SATs and professionalization have at-
tempted to counter these “threats to reason”, more work is required on
the intelligence communities’ part.

Perhaps analysts should receive more encouragement to study alternative
disciplines, apart from the traditional cybersecurity, political science, and
economics fields. It could be that simply encouraging extracurricular activi-
ties and hobbies helps analyst become more generalist. Maybe red team-
ing operators can use “method-acting” techniques, seen in theatrical stud-
ies, to help divest from their cultural mindsets, and adopt their adversary’s
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cultural mindsets. Or perhaps there are cognitive mechanisms within our
brain, evolved to solve an adaptative challenge, that we can use for sound
analytical judgments.

Cheater-Detection

One example of these cognitive mechanisms that may be advantageous
is the “cheater-detection” module. Humans possess a tendency to be co-
operative with each other3¥’. However, when you cooperate or do a favor
for someone, you temporarily reduce your fitness-level while increasing
theirs, but with the expectation that they will do the same when needed.
The advantages of exchanging favors and participating in cooperation aid
individuals and family units in times of need and strengthen social groups.
This tendency towards cooperation (or reciprocal altruism) guides our
social behavior and our reasoning ability. Experiments show for a group
to adopt a tendency towards reciprocal altruism, it must have the abil-
ity to identify and “punish” noncooperators (also called “cheaters” or
“defectors”)33. Engaging in cooperation with a cheater would be costly
to that individual; thus, specialized modules within our brain evolved to
recognize cheaters.

The following “Wason selection problem” is a simple example of this
evolved mechanism that demonstrates the idea that humans are particu-
larly attuned to recognize cheaters. Imagine you are hired as an adminis-
trative assistant. Your task is to check a set of documents to confirm they
are marked according to the following office rule. “If the document has
a D rating, then it must be marked code 3”. Each card below has a letter
rating on the front and numerical rating on the back. Which cards must you
turn over to check for errors?

337 Ernst Fehr, and Urs Fischbacher. “The Nature of Human Altruism”. Nature 425, no. 6960 (2003):
785-91, https://doi.org/10.1038/nature02043.
338 Michael S. Gazzaniga, Leda Cosmides, and John Tooby. “Social Exchange: The Evolutionary De-

sign of a Neurocognitive System”. In The Cognitive Neurosciences, 1295-1308. Cambridge, MA: MIT
Press, 2004. https://psycnet.apa.org/record/2005-01373-087.
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D F 3 7

Do you have your answer? Before revealing the correct one, let us look at
a second scenario with the same logical structure. Imagine you are hired
as a bouncer in a bar. Your task is to check the bar patrons according to the
following local law, “If a person is drinking beer, they must be over 20 years
old”. Each card below has the person’s age on the front and beverage on
the back. Which cards must you turn over to check for lawbreakers?

beer cola 25 yrs 16 yrs

Do you have your answer? The solution to both questions is the first card
and the last card. Chances are, you found the second scenario much easier
to solve than the first. In the first scenario, you must ensure the 1%t card
has a 3 on the back, and the card marked 7 does not have a D on the front
— the middle two cards are not restricted to any rules. Likewise, in the
second scenario, you must ensure the person drinking the beer is 21, and
the 16 year old person is not drinking beer, but there are no restrictions
on drinking cola (you can be of any age) or being 25 years old (you are
old enough to legally drink alcohol). Both scenarios have the same logical
structure, but it is much easier to solve the second scenario.

The hypothesis that explains this difference in solving logically equivalent
tasks at different levels of accuracy is that humans are evolved to instinc-
tively detect cheaters within a social situation. If these cheater-detection
modules developed in our evolutionary past, they should be apparent in
all cultures and ages — and subsequent studies confirm this. The reason-
ing advantages of cheater-detection strategies have been observed in
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children as young as three years old, across many different cultures33*
340, There are two theories in which this cheater-detection module is
activated, by combining both, analysts may gain an edge in assessing
specific situations.

Social Exchange Theory

Leda Cosmides and John Tooby, two pioneers in evolutionary psychol-
ogy, issued several Wason selection problems to groups of people and
noticed an interesting trend3* 342, |f the problem contained an element
of “cheater-detection” or discerning whether somebody was benefiting
from something they were not entitled to (the second scenario) then
most participants could solve it. If the problem had no cheaters involved
in the logical structure (such as the first scenario), participants had
a hard time solving the problem. In their experiment, only 25% of partici-
pants solved the first scenario correctly, while 75% were able to solve the
second one. Cosmides and Tooby reason reciprocal altruism could not
evolve in a widespread and stable manner without the ability to recog-
nize “cheaters” that do not reciprocate cooperation. Their explanation,
called Social Exchange Theory, proposes these cheater-detection mod-
ules evolved to identify cheaters and preclude them from future social
interactions and exchanges.

This theory was developed further in another study by Gigerenzer
and Hug3*. A rule, in the form of a social contract, was described to

339 Denise Dellarosa Cummins, “Evidence for the innateness of deontic reasoning”. Mind & Language 11,
no. 2 (1996): 160-190, https://onlinelibrary.wiley.com/doi/abs/10.1111/j.1468-0017.1996.tb00039.x.

340 paul L. Harris, and Maria Nuntez, “Understanding of permission rules by preschool children”, Child
development 67, no. 4 (1996): 1572—1591, https://srcd.onlinelibrary.wiley.com/doi/abs/10.1111/ j.1467-
8624.1996.tb01815.x.

341 Leda Cosmides, “The logic of social exchange: Has natural selection shaped how humans rea-
son? Studies with the Wason selection task”, Cognition 31, no. 3 (1989): 187-276. https://www.scien-
cedirect. com/science/article/pii/0010027789900231.

342 Jerome H. Barkow, Leda Cosmides, and John Tooby, eds., The adapted mind: Evolutionary psy-
chology and the generation of culture, Oxford University Press, USA, 1992. 163-229.

343 Gerd Gigerenzer, and Klaus Hug. “Domain-specific reasoning: Social contracts, cheating, and per-
spective change”. Cognition 43, no. 2 (1992): 127-171. https://www.sciencedirect.com/science/article/
pii/001002779290060U.
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participants as follows, “If you stay overnight in a mountain shelter, you
must help out by carrying up some firewood to add to the supply.” Both
groups of participants were asked to look for violations of the rule; how-
ever, group A was asked to look for violations to catch cheaters (cheater-
detection), while group B was instructed to look for violations to deter-
mine if the rule was in effect (truth/hypothesis-testing). Group A solved
the “cheater-detection version” between 78-90% of the time while
Group B only solved it correctly around 40% of the time. In conclusion,
not only must a social contract be present, but there must also be a pos-
sibility of cheating, to activate this module.

Dominance Theory

While the phenomenon of the cheater-detection modules is observed
cross-culturally, some anthropologists offer a different theory than Cos-
mides and Tooby’s one. Dr. Denise Cummins — a renowned cognitive
scientist and author — proposes Dominance Theory, which states that
cheater-detection is a cognitive adaption to sort through a group of prob-
lems surrounding social hierarchies3** 345346, Cheating, in this definition,
is simply violating a social norm. Violation detection, Cummins describes,
is a function that constrains behavior within one’s social group and main-
tains status — particularly a dominant position within that social group.
Dominant positions are evolutionary beneficial because they have bet-
ter access to food3¥, are less likely to be preyed on,3*® and have higher

344 Denise Dellarosa Cummins. “Dominance hierarchies and the evolution of human reason-
ing”. Minds and Machines 6, no. 4 (1996): 463-480. https://link.springer.com/article/10.1007%2FBF
00389654.

345 Denise Dellarosa Cummins. “The evolutionary roots of intelligence and rationality”. Common
Sense, Reasoning, and Rationality, Oxford UP, Oxford (2002): 132-147.

346 Denise Delarosa Cummins. “Social norms and other minds”. The evolution of mind (1998):
30-50. https://psycnet.apa.org/record/1998-06595-002.

347 Tim Clutton-Brock and Paul Harvey, Patrick Bateson, Robert Hinde-Brock, T.H., P.H. Harvey, P.P.
C. Bateson, and R.A. Hinde. “Growing points in ethology”. (1976): 195-237. https://openlibrary.org/
books/OL4880107M/Growing_points_in_ethology.

348 Dorothy L Cheney, and Robert M. Seyfarth. How monkeys see the world: Inside the mind of
another species. University of Chicago Press, 2018.
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reproductive success3#? 350,351,352 ‘She argues that low-ranking members
attempt to improve their social status within a group through cheating
and deception3>% 35435 while dominant individuals maintain hierarchies
and priority of access to resources by detecting and stopping attempts
to cheat and deceive. Additionally, these dominant social positions are
obtained and maintained through alliance formation, largely based on
the reciprocal altruism described above3>® 357,358 359 Therefore, it was
a highly adaptive advantage to evolve the cheater-detection modules
within all of us.

349 Tim H. Clutton-Brock, ed. Reproductive success: studies of individual variation in contrasting
breeding systems. University of Chicago Press, 1988.

350 Donald A. Dewsbury. “Dominance rank, copulatory behavior, and differential reproduc-
tion”. The Quarterly Review of Biology 57, no. 2 (1982): 135-159. https://www.journals.uchicago.edu/
doi/abs/10.1086/412672.

351 Lee Ellis. “Dominance and reproductive success among nonhuman animals: a cross-species
comparison”. Ethology and sociobiology 16, no. 4 (1995): 257—-333. https://www.sciencedirect.com/
science/article/pii/016230959500050U.

352 Linda Marie Fedigan. “Dominance and reproductive success in primates”. American Journal
of Physical Anthropology 26, no. S1 (1983): 91-129. https://onlinelibrary.wiley.com/doi/abs/10.1002/
ajpa.1330260506.

353 Richard Byrne, and Richard W. Byrne. The thinking ape: Evolutionary origins of intelligence.
Oxford University Press on Demand, 1995.

354 Robert W. Mitchell, “The psychology of human deception”. Social Research (1996): 819-861.
https://www.jstor.org/stable/40972317?casa_token=X2JzNdkgR7gAAAAA%3A7221pajp)cC7CggH2elq
RmaulLlpPRi6NSmMA_NBbVZc71Gm_2Vh7zMfV-R_drxirSzeyl5e9RNHAI9cMUOOuyFPPzesQ4EIMdNAO-
IxGShwny_eU6WTug&seq=1#metadata_info_tab_contents.

355 Andrew Whiten and Richard W. Byrne. “The manipulation of attention in primate tactical de-
ception”. (1988). https://psycnet.apa.org/record/1988-98392-016.

3% paul L. Vasey, Bernard Chapais, and Carole Gauthier. “Mounting interactions between female
Japanese macaques: testing the influence of dominance and aggression”. Ethology 104, no. 5 (1998):
387-398. https://onlinelibrary.wiley.com/doi/abs/10.1111/j.1439-0310.1998.tb00077.x?casa_token=
XZoeta3NEHQAAAAA:RA2QfL86XJImnca8iHiGnGagzAookH2tSK_Ur_206qwrlI8Vmg_rgExz6lgWmbsel-
hWQaEwDK6w_nw.

357 sudip Datta “Relative power and the acquisition of rank”. Primate social relationships (1983).
https://ci.nii.ac.jp/naid/10015026754/.

358 Alexander H. Harcourt. “Alliances in contests and social intelligence”. (1988). https://psycnet.
apa.org/record/1988-98392-011.

359 Robert M., Seyfarth and Dorothy L. Cheney. “Grooming, alliances and reciprocal altruism in
vervet monkeys”. Nature 308, no. 5959 (1984): 541-543. https://www.nature.com/articles/308541a0.
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This theory was tested by a Wason Selection Experiment, similar to the
ones described above3®°, Student participants were broken into two
groups, a cheater-detection group (Group A) and a truth-testing group
(Group B). Group A was given an important rule in the dormitory to follow,
“if someone is assigned to tutor a study session, that person is required to
tape-record the session.”?%!, Similar to other Wason selection tasks, stu-
dents were told to determine whether the rule was followed with a series
of cards. Group B was presented the same rule, but with a different “cue”.
They were told to imagine overhearing someone in the hall say, “If I'm
assigned to tutor a session, | always tape-record the session”. They were
shown the same four cards and told to turn over which ones were needed
to know whether or not the person in the hall was telling the truth (truth-
testing). Finally, both groups were subdivided into four subgroups: High-
ranking, low-ranking, equal high-ranking, and equal low-ranking.

High-ranking: told they were Resident Assistant (RA) checking on students
Low-ranking: told they were a student checking on RAs
Equal high-ranking: told they were an RA checking on other RAs

Equal low-ranking: told they were a student checking on other students

The results validated the Dominance Theory. In every cell, 15-20% of the
students correctly identified the violators, except for the “high-ranking”
group. The exception, the High-ranking RAs checking the low-ranking stu-
dents, tripled the percentage correct to 65%. These results mirror the
results of the previously reviewed experiment and show how adopting
a “high ranking” role within a social group may aid in detecting cheaters
(or violators of social rules).

360 Denise Dellarosa Cummins. “Cheater detection is modified by social rank: The impact of domi-
nance on the evolution of cognitive functions”. Evolution and human behavior 20, no. 4 (1999): 229-248.
https://www.sciencedirect.com/science/article/pii/S1090513899000082 ?casa_token=WsucrMHDZmcA
AAAA:tnxFJVcH1A8DFQoiKL-RbINIs8pqronXs8X9c7BmTY3Ncqa80VBvkn3HO4qG7JfIIhELTyjHMw.

361 |bid.
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The Application

An easy example to envision using this “cheater-detection” module as an
analyst is to apply it within a social phenomenon accessible and familiar
to most humans — competitive sports. In this example, imagine you are
a drug investigator for the Tour de France, tasked with investigating po-
tential doping misconduct and performance enhancing drug usage. As an
investigator, you want to “get inside the head” of an athlete, to understand
their motivations and anticipate their future misconduct. One way of do-
ing this may be to use the innate cognitive mechanisms and learned cul-
tural mindsets discussed throughout this paper (along with SATs).

First, an investigator trying to “activate” their “cheater-detection module
might assume the role of a gold medalist cyclist who does not use per-
formance-enhancing drugs or dishonest means to train and compete. By
doing this, the investigator assumes a position of dominance within the so-
cial hierarchy of cyclists. Doing this evokes the “cheater-detection” module
through both the Social Exchange Theory and Dominance Theory. Further-
more, an investigator trying to “activate” their cultural mindsets with the
cyclists may use method-acting techniques used in theater studies to adopt
the character of a cyclists. Doing this, the investigator attempts to indoc-
trinate themselves with the cultural mindsets and mental maps of reality,
shared by top-level cyclists. Instead of using structed analytical techniques
to objectively and rationally analyze a potential cheating cyclists’ subjec-
tive and irrational behavior, they evoke artificially enculturated mindsets
and naturally evolved instincts to help ask the right questions, search in
the right places, and collect the right information.

Parallel applications for this may be found within: a Security and Exchange
Commission’s analysts investigating tax fraud, a DEA agent investigating
illegal drug trade, a CIA or FBI analysts investigating election fraud, or a De-
partment of State analyst investigating the misuse of disaster relief funds
to a country. As you can see, there is a wide range of applications for do-
mestically engaged or internationally focused analysts.
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Conclusion

Innate cognitive mechanisms and learned cultural mindsets have adverse
effects on intelligence analysts’ objective and logical decision-making. The
paper supported this claim by showing (1) intelligence analysts are tasked
with possessing objective and logical decision-making skills (2) evolved
cognitive mechanisms that cause irrational thinking are innate within all
humans (3) learned cultural mindsets adopted from childhood and the
environment affect out impartial perception of the world. To counter
the adverse effects, agencies have rigorous selection processes, employ
structured analytical techniques, and use computer-aided analysis. The
later section of the paper explored possible ways in which we might use
innate cognitive mechanisms (cheater detection) and artificially learned
mindsets (assuming the role of a cyclists) for an additional edge in sound
analytical thinking.

Although we continue to develop new technologies and methods that help
us collect, assess, and visualize information, humans will forever be at the
center of analysis. For as long as the United States continue to exist, sitting
at the CIA’s desk in its Langley headquarters, will be an analyst defined by
their evolutionary past and cultural upbringing — the American Ape.
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Introduction

European countries have been reviewing the security threat posed by
Huawei’s 5G technology for more than a year3%2, Of course, a quick 5G
rollout using Huawei’s telecommunications equipment could provide dra-
matic economic benefits. In the Information Age, efficient communication
of large amounts of data is the key to generating wealth from data-driven
goods and services3®3, Representing the next generation in data transmis-
sion capability®®, “5G could be the start of another round of innovation
and growth similar to what we saw with the arrival of the internet....”3%,
As the current leader and cheapest supplier of 5G technology3%¢, Huawei is
well-positioned to develop 5G infrastructure throughout the world®®’. On
the other hand, if Huawei is restricted from 5G development, “European
politicians fear falling further behind....”3%, They also fear retaliation from
China banning European products from the lucrative Chinese market3®°,
Thus, the pragmatic approach has been to manage the potential security
risks associated with utilizing Huawei’s 5G technology without sacrificing
the economic benefits.
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From a security analyst perspective however, it is Europe’s ambivalence
which itself presents the strategic lesson37°. As pointed out by Andrea Gilli
of the NATO Defense College, “this is the first time since the end of World
War Il that a leader of a key technology is neither an Ally nor a NATO/west-
ern country.””1, Europe’s lack of unity on Huawei reflects two competing
technology paradigms; one that is focused on technology-based economic
development grounded in globalism and free trade, while the other is fo-
cused on an emerging bipolar and technology-based security regime. The
tension between these two paradigms highlights a shortcoming in NATO’s
limited construction as a “military alliance of democracies which was not
designed to deal with trade policy, industrial leadership and market com-
petition in the world of high-tech.”372, The result has been the lack of a uni-
fied position after more than year of assessing the security threat.

Given the lack of a unified response by European countries, the contain-
ment of Huawei is now being driven by the United States as the hegemonic
power in the international trading system. Specifically, the U.S. has im-
posed export controls which siphon Huawei’s supply chain of critical U.S.
technology such as semiconductors3’3, “Without U.S. technology, Huawei
will be hard-pressed to make 5G infrastructure products...”374,

The U.S. trade restrictions will no doubt force the Chinese government to
develop its own internal supply chains. In this respect, “[e]xport controls
on chips and chip-manufacturing might well have diminishing returns.
A lack of competition from Western technology could simply help China
build its industry in the long run.”37>. The U.S. export controls may also be
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undermined from alternative sources in competing nations®’®. For these
reasons, Bown argues that successful export controls against Huawei
should be “multilateralized” so that other countries cooperate in restrict-
ing substitute supplies to Huawei3”’. “However, the supply chain for tel-
ecom will depend on semiconductors and specialized software, all areas
where the United States has a substantial lead.”3’8. Thus, the unilateral
approach by the U.S. may be still successful in at least temporarily stifling
Huawei’s drive to develop the world’s 5G infrastructure because the export
controls are focused on a supply chain that the U.S. currently dominates.

The immediate aim of this U.S. policy is seemingly to coerce Europe into an
alignment of democratic countries within an emerging bipolar techno-se-
curity regime. If that is the case, the decision over Huawei’s 5G technology
is one to be made in the current geopolitical context; i.e., will European
nations utilize and rely upon the lesser developed technology from a dem-
ocratic source committed to the relatively free flow of data and thereby
maintain sovereignty over their telecommunications network, or will they
utilize and rely upon the expedient technology from a communist source
that is undergirding the Chinese surveillance state and projecting the pow-
er of the Chinese Communist Party?

In order to determine how best to answer the question about Huawei, the
following research focuses on a brief history of technological disruption
and strategic information warfare, the resulting 5G security threat in light
of Huawei’s role within China’s surveillance state and the effect of U.S.
export controls on the balance of the 5G technology war.
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Brief History of Technological Disruption
and Strategic Information Warfare

One of the greatest lessons in human history is the importance of technol-
ogy in military affairs and how technological revolutions can redefine the
world order. At the beginning of this century, Max Boot explained how
advances in technology affect the international system: “Over the last
500 years, the fate of nations has been increasingly tied to their success,
or lack thereof, in harnessing revolutions in military affairs. These are pe-
riods of momentous change when new technologies combine with new
doctrines and new forms of organization to transform not only the face of
battle but also the nature of the state and the international system.”37°,

The Mongols, as Boots highlights, maintained the “mightiest military forc-
es” until the 15t century when they failed to “keep pace with the spread
of gunpowder weapons and the rise of centralized governments that used
them.”38, Implicit in the centralization of government control was the
ability to harness national communications such as the semaphore system
of telegraphs in Revolutionary and Napoleonic France38!. Schofield asserts,
“From the outset, the prime purpose [of this communications network]
was military.”382. However, Dumas famously depicted how such a network
could be compromised to spread disinformation and cause a financial pan-
ic in The Count of Monte Cristo323,
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“Historically”, Gilli argues, “communications have been at the centre of ge-
opolitical competition among countries.”3*. By the 20t century, one of the
first examples of “strategic information warfare” was the British plan “to
cut German undersea cables across the world.”3%. Taking advantage of its
control over a global network of colonial outposts, “Britain’s strategy was
to deprive Germany of its outside communications and force communica-
tions from German cables onto British-controlled wires, where they could
be collected and decrypted.”3®, As a result, Britain was able to “use cable
cutting and censorship as strategic resources in World War 1.”3%7,

Subsequently, “Radio itself altered the conceptualization of internation-
al communications. Radio enabled governments to control their own
infrastructure.”3®, This new technology neutralized British hegemony over
communications, and combined with electronics, helped set the stage for
the “Information Revolution” after World War Il. Computer technology, in
turn, ushered in a new world order. Boot points out, “The Soviet Union had
no Silicon Valley and could not compete with the United States in incorpo-
rating the computer into its economic or military spheres. U.S. prowess at
waging war in the Information Age was showcased in the 1991 Persian Gulf
War, which, along with the collapse of the Soviet empire, left the United
States standing alone as a global hegemon.”3%°,
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The 5G Security Threat posed by China’s Huawei
in Strategic Information Warfare

With the advent of the computer and the Internet, the age of wireless tel-
ecommunications presents a new set of opportunities for strategic infor-
mation warfare. At the same time, history’s lessons for nations to maintain
control of their information technology infrastructure, provides a guide for
insulating against these modern security threats.

A recent study by Ainikki Riikonen argues, “Information architecture—the
structures of technology that collect and relay information worldwide—
is innately connected to power projection.”3®, Starting from this thesis,
Riikonen warns that China has been the most innovative in this area and
is doing so in a manner that threatens the very foundation of democratic
governance. Specifically, “the PRC will weaponize connectivity and employ
technologies that maximize the CCP’s agency over the availability and flow
of information. Agency over information architecture is a potent tool for
states in understanding and shaping the international environment and in
winning both political and military confrontations.”3%%,

When assessing agency over information architecture, there are at least
three spheres of vulnerability that result from the use of Huawei’s 5G
equipment in a telecommunications system. First, “tech-enabled connec-
tivity” is what is viewed by China as “the back bone of U.S. military superi-
ority” because technology now provides the infrastructure for all U.S. mili-
tary operations, including command and control3?2, By focusing on gaining
an edge in information technology infrastructure, China could potentially
undermine U.S. operations by cutting the cyberspace “cables” upon which
all U.S. communications depend.

For at least the past decade, the U.S. has formally recognized the threat
to “commercial information technology, or IT, infrastructure” as a “new
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asymmetry in future warfare.”3%, Digital war games conducted by Austral-
ia in early 2018 have similarly exposed China’s “offensive potential” from
having “access to equipment installed in the 5G network.”3%*, As Sanger
and Brooks discuss, “the struggle over 5G is about far more than trade or
technical advantage. It is about the power to control a nation’s infrastruc-
ture—and, in time of conflict, to cut off an adversary’s ability to communi-
cate. And that makes the geopolitics as important as the technology.”3%.

Given this vulnerability, it is highly unlikely that U.S. forces would under-
take significant operations in defense of any NATO country with a Huawei-
based telecommunications infrastructure. To do so would effectively cede
China the power to cut off all communications in a time of conflict or crisis.
Consequently, European countries “could inject serious risk” to “defense
cooperation” with the United States if they allow Huawei to build their 5G
telecommunications network3%.

The second sphere of vulnerability concerns espionage. Walton explains
that “Huawei’s presence on [a] 5G network could allow Beijing to conduct
economic espionage ... [and] also collect ostensibly nonsensitive bulk da-
ta....”3%. This bulk data may inadvertently reveal more sensitive informa-
tion from “defense, security and intelligence services.”3%. Given this vul-
nerability, the U.S. has threatened to withhold intelligence from any NATO
country that uses Huawei technology in its telecommunications infrastruc-
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ture. As explained by U.S. Defense Secretary Esper: “Reliance on Chinese
5G vendors ... could render our partners’ critical systems vulnerable to
disruption, manipulation and espionage. It could also jeopardize our com-
munication and intelligence sharing capabilities, and by extension, our
alliances.”3%°,

In addition, the 5G data stream controlled by Huawei could provide Chi-
na information from virtually all devices connected via the Internet of
Things, disclosing industrial processes and an infinite array of data points
that will improve China’s Artificial Intelligence and other technical appli-
cations. “The true scale of the threat posed by 5G Huawei hardware be-
comes clear when we consider how it could be combined with billions of
internet-enabled devices, sensors, and gadgets in households, offices, and
infrastructure, most of which are unsecured and whose owners may not
even know are networked. They would effectively constitute billions of
backdoors....”4%,

Utilizing this massive database, “Chinese scientists could use a rapidly
developing methodology called ‘social network analysis,” which reveals
nonobvious relationships between places and people, for intelligence tar-
geting...”%1, The potentially limitless cache of data and new applications
from Huawei’s 5G networks would provide China a several degrees of mag-
nitude advantage both in military and industrial decision-making, and also
present China with a perfect platform for spreading disinformation.

The third sphere of vulnerability is in the area of cyberattacks. In Novem-
ber 2019, the European Union Agency for Cybersecurity (ENISA) issued
its report on the “Threat Landscape for 5G Networks”, detailing ENISA’s
“threat assessment for the 5" generation of mobile telecommunications
networks.” Among the comprehensive list of enumerated threats, one
threat stands out — the threat from “nation states” and the relationship
they may have to 5G vendors.
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The ENISA report concludes: “It is indisputable that vendors of 5G com-
ponents — just like any other technology vendor — are in a better po-
sition to cause devastating attacks to the operation of self-developed
components, especially when governments influence them. Given the
importance of 5G to the sovereignty of nation-states, they will probably
be a target of state-sponsored attacks.”*%2. While no vendor was singled
out, the report unmistakably describes the cyber-security threat posed
by the largest 5G vendors in the world, including China’s Huawei. Only
upon review of Huawei’s role in China’s surveillance state can the threat
be fully appreciated.

Huawei’s role in the Surveillance State and China’s
policy of Military-Civil Fusion

At the heart of the emerging Chinese surveillance state is the collection
of data by technology companies like Huawei. In an article by the Epoch
Times in 2018, it was reported that Huawei “plays a pivotal role in estab-
lishing high-tech totalitarianism across China’s cities [and] provinces.”4%3,
Specifically, Huawei has assisted in the Chinese Communist Party’s crea-
tion of an “urban digitization scheme” called “China Skynet” in order to
“surveil 1.4 billion Chinese people, suppress political opponents, and per-
secute minorities.”4%4,

It was further reported that the Chinese surveillance system includes more
than 170 million cameras with more than 400 million cameras planned
for installation over a period of three years*®. For its part, Huawei led the
development of the facial recognition software that is used by the govern-
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ment to keep track of every individual citizen®®. Huawei technology has
also been used in the massive surveillance and detention of the Uyghurs in
the Xinjiang province*”’. Based on omnipresent technological surveillance
and the perpetual accumulation of personal data, a “citizen score” rates
the entire population on their obedience to the state*®,

The participation of Huawei and other technology companies in massive
state surveillance raises questions about the role of such companies in so-
ciety®®, Are these profit-making ventures merely assisting the government
in the mass surveillance of the general population for some public good
such as the reduction of terrorism? Or are these companies actually ex-
tensions of the Chinese Communist Party embracing an integral role in the
maintenance of power and oppression over the general population? The
history of Huawei strongly suggests the latter is the case.

From its founding in the 1980’s, Huawei “has had ties with the People’s
Liberation Army (PLA) and other security apparatuses of the Chinese par-
ty-state.”#1°. Umback’s study confirms that: “Huawei has received strong
political support from the Chinese party-state since its infancy, and that
support proved instrumental in its initial survival and subsequent global
expansion. Today, it occupies a key position in major initiatives of the par-
ty-state, including the ‘Digital Silk Road’ component of the Belt and Road
Initiative and the strategy of ‘civil-military fusion.”4%,

In 2016, Chinese President Xi Jinping adopted “civil-military fusion” as
a formal policy to enhance “the development of dual-use technology and
[to] integrate existing civilian technologies into the arsenal of the People’s
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Liberation Army.”*12, Moreover, China’s National Intelligence Law, adopted
the following year, requires all business organizations to “support, coop-
erate with and collaborate in national intelligence work.”#'3, Pursuant to
this legal authority, Chinese companies simply do not “have the option of
turning down government requests to share technology.”*'4. Yi-Zheng Lian
points out, “Spying for the state is a duty of the citizens and corporations
of China under the law, much like paying taxes.”*'®, Considering Huawei’s
history and the policy of civil-military fusion, Huawei is inescapably inter-
twined within the Chinese military-industrial-complex. Accordingly, the
U.S. Defense Department has identified Huawei as being owned or con-
trolled by China’s military**®.

Faced with the reality of Huawei’s connections to the Chinese surveillance
state, European countries must consider the security implications of rely-
ing on Huawei’s 5G technology in the context of geopolitics and strategic
information warfare. First, opting for Huawei is tantamount to placing con-
trol of the state’s 5G networks in the hands of the Chinese government.
Under this scenario, the telecommunications and data flows supporting
the entirety of society could be surveilled, manipulated and undermined
by China for political and military purposes. Reliance on Huawei in this
manner is, therefore, fundamentally at odds with European democratic
values and ultimately jeopardizes the very sovereignty of targeted demo-
cratic states. Accordingly, an analysis of the hybrid aspects of high technol-
ogy must constitute part of the calculus of any nation state when assessing
the security threat from Huawei. Democratic governments in particular,
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given their relative freedom and openness, are the most vulnerable to the
types of subversion and sabotage of telecommunications networks that
would be possible under the Orwellian world interposed by China through
Huawei’s 5G technology.

The Use of U.S. Export Controls to Alter
the Balance of the 5G Technology War

Notwithstanding the security concerns outlined above, democratic coun-
tries in Europe have been reluctant in making the switch from Huawei**’.
“While telecoms operators in the bloc have called for clarity on govern-
ment policies towards Huawei”, Shah, Thomas and Weeks argue, “the re-
gion is still highly divided, with almost an equal number of countries ex-
cluding and including the Chinese company from 5G rollouts.”48,

One reason for the division in Europe is that the United States itself does
not have an exemplary record for respecting the sanctity of international
telecommunications security. Thus, “at its most basic level, the U.S. ver-
sus Huawei fight is also a raw geopolitical competition between two su-
perpowers with advanced signals intelligence capabilities and extremely
pervasive global surveillance networks.”*'°, The U.S. response seems to be
that western intelligence agencies, unlike China’s security apparatus, are
“beholden to democratic legal systems and respect for human rights and
political speech.”#?°, While not exactly reassuring to the skeptics and cyn-
ics, there is no denying an element of realpolitik as a critical factor in the
debate. In effect, the U.S. is leveraging its position in the current world or-
der as the ultimate safe refuge for democratic institutions and the people
who yearn for them.
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When viewed in this light, it is not surprising that the U.S. was able to gain
its initial foothold for restrictive commitments against Huawei in a group
of three Eastern European countries—Romania, Poland and Estonia®?.
As such, Brinza found that the U.S. security guarantee paved the way for
a 5G solution among these allies that will be completely Huawei-free:
“While China may hold leverage in the form of some unfulfilled invest-
ments, the United States is the security guarantee that can keep Central
and Eastern Europe free from the perceived Russian threat. That is why the
United States succeeded in signing its first anti-Huawei memorandum of
understanding in Eastern, not Western, Europe.”4?2,

Western European countries, including the E.U. as a whole, have been
more deliberative. In March 2019, the European Commission issued a vol-
untary recommendation for each European state to generically assess the
cybersecurity risks of 5G networks, including “the overall risk of influence
by a third country....”4?3, While talks were anticipated to continue through-
out the year, it was clear from the Commission’s recommendation that
“Washington failed to get its Huawei ban....”*?. Instead, the plan was to
review the issues and “demand stricter security measures on telecoms
vendors by the end of the year.”4%,

The year lapsed with Prime Minister Boris Johnson’s decision in January
2020 which “approved a substantial if clearly demarcated role for Huawei
in Britain’s 5G telecoms infrastructure.”?%, The decision was justified on
the grounds that established procedures would safeguard Britain’s “core”
infrastructure, and also that Huawei’s equipment could be relegated to the
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“non-core” components of the network*?”. In this manner, “Britain could
get its 5G systems up and running considerably sooner, and cheaper, than
would otherwise be possible.”4%8,

Having been rejected by its closest of allies, the U.S. was forced to em-
ploy its hegemonic power in the international trading system to coerce
its democratic brethren into excluding Huawei. On May 15, 2020, the U.S.
announced it was adopting a set of stringent export controls barring the
sale or transfer of any U.S. technology to Huawei*?°. This new restriction is
intended to apply globally. As explained by U.S. Secretary of State Pompeo:
“It also imposes U.S. export controls on countries that use U.S. technology
or software to design and produce semiconductors for Huawei. Companies
wishing to sell certain items to Huawei must now obtain a license from the
United States government.”439,

With its supply chain now under siege, Huawei has quickly become an un-
reliable vendor. As reported by NPR: “Analysts say this latest move like-
ly spells a death knell for Huawei’s global ambitions by freezing out the
Chinese company from fundamental semiconductor technology and by
raising the costs for hundreds of countries that were relying on Huawei
components for their 5G expansion plans, including many in Europe.”#3!,
According to Alex Capri at the National University of Singapore, this is
a “watershed moment because it’s the beginning of an emerging techno-
nationalist reality.”432. A former British diplomat acknowledged the geopo-
litical reality: “There was a bit of a checkmate by the U.S.”433,
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The U.S. “decoupling” from the China matrix will inevitably force every
democratic country in Europe to make a “binary choice” between the
two technological paradigms, resulting in a “bifurcation of the global
economy.”#3%, On July 14, 2020, two months after the U.S. imposition of
global export controls on Huawei, the British government reversed its ear-
lier decision and announced that it was banning Huawei equipment from
its 5G networks*3>, Moreover, any currently installed Huawei equipment
must be removed by 20274, The reversal is estimated to delay Britain’s
implementation of 5G approximately two to three years with an estimated
cost of about 2 billion pounds*®’.

At the same time, Prime Minister Johnson is now proposing a “new institu-
tion” consisting of “an alliance of ten leading democracies—consisting of the
G-7 countries plus Australia, India and South Korea and dubbed the ‘D10'—
to coordinate telecom policy and develop an alternative to China’s market
leader Huawei....”*3, Thus, in an ironic twist, the new push for multilateral-
ism in the fight against Huawei, which was originally viewed by some as
a condition precedent for any successful enforcement of U.S. export con-
trols, has actually been triggered by the unilateral action by the U.S.

While the story of this new multilateralism is still unfolding, it is fair to say
that the U.S. export controls are beginning to alter the balance in the 5G
technology war in Europe. As stated by U.S. Secretary of State Pompeo,
“The tide is turning against Huawei as citizens around the world are waking
up to the danger of the Chinese Communist Party’s surveillance state.”43,
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Conclusion

The security challenge posed by Huawei in the development of 5G telecom-
munications networks concerns the potential vulnerabilities of democratic
nations to high-tech surveillance and the loss of sovereignty over critical
infrastructure. Because of Huawei’s connections to the Chinese govern-
ment, virtually all wireless communications and data transfers could be
subject to the control of the Chinese surveillance state.

In response to European ambivalence on this issue, the U.S. strategy has
been to render Huawei an unreliable vendor in 5G development through
the enforcement of export controls. In effect, the U.S. is using its hegem-
onic power in the international trading system to coerce European coun-
tries into an emerging technology-based security regime in opposition to
the Chinese surveillance state.

The research presented herein has explored Huawei’s technological dis-
ruption in the geopolitical context of strategic information warfare and
examined how these factors color the current debate. The research dem-
onstrates that, when making their ultimate decision on Huawei, European
countries should consider the impact of technological disruption and stra-
tegic information warfare on the integrity of the international system as
well as the importance of retaining sovereignty over critical infrastructure
in the maintenance of their democratic societies and values. When these
considerations are taken into account, it seems clear that European coun-
tries should develop an alternative 5G telecommunications network, de-
link from the Chinese technology matrix and align with the U.S. in a new
technology-based security regime.



Threat Assessment of Chemical

and Biological Warfare
Lauren EDSON

Executive summary: The weaponization of chemicals and biological agents have
higher mortality rates and demoralizing effects than conventional weapons, and thus
considered weapons of mass destruction (WMD). Since World War |, the use of chemical
warfare has dominated the international stage. Multiple countries have conducted
extensive biological R&D and acquired an advanced capability, however aside from
toxins, there has been less actual deployment of biological weapons. Nevertheless,
recent advances in biotechnology allow for more advanced weaponization of biological
agents. After the proliferation and use of these unconventional weapons globally, the
international community started to acknowledge the inhumane and demoralizing
effects of them and as aresult, security apparatuses to prevent proliferation and prohibit
the use of them through international agreements, conventions and organizations.
History shows that countries have violated international agreements. Countries with
an extensive chemical and biological infrastructure, are considered potential actors to
weaponize these materials, as many equipment, supplies, and facilities care considered
dual-use in which they can be used for both peaceful and military purposes. Additionally,
major difficulties arise in the verifying the use of these weapons and attributing blame
as confirmation of allegations often takes time. Nevertheless, it is important to monitor
countries who are likely to have capability and intentions to use these weapons such as
Russia, Syria, North Korea, China and Iran.
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Introduction

The current threat of chemical and biological warfare can be examined
by first assessing countries that have or are seeking a chemical and bio-
logical weapons capability. Among the countries who have the capability,
assessing the intention of countries and willingness to use these weapons
in relation to their strategic objectives will help elucidate this particular
threat. Additionally, the status and advancements of the biotechnology
industry and each countries’ infrastructure, the existing defense meas-
ures against current chemical and biological agents, and the effectiveness
of the Conventions and the Australia Group (AG) also contribute to the
assessment of this threat.

Biological warfare agents are deliberately released microorganisms or
microorganism-based toxins, that cause diseases in humans, animals or
plants*°, A majority of biological agents that are used in warfare cause
similar or indistinguishable conditions/symptoms from those of naturally
occurring diseases, contributing to the difficulty of identifying a biological
attack. The Center for Disease Control and Prevention (CDC) has separat-
ed biological agents into three categories based on its ease of dissemina-
tion and its mortality rate?*!. Despite the plethora of naturally occurring
bacteria, viruses and toxins, only a small number of these are effective as
weapons in a military context. The utility of an agent is based on the ease
of production, stability of the agent in storage and in weapon devices, and
the infectivity or toxicity**2.

Chemical warfare agents are man-made, chemical substances that are
deliberately used in order to cause major harm, incapacitate, or kill by
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its physiological effects**3. Toxic substances have been characterized as
chemical warfare agents based on characteristics such as high potency,
high toxicity, and persistency***. Whether an agent is persistent or non-
persistent is directly related to the volatility of the agent, in that agents
with high volatility evaporate and disperse more rapidly**.The main cat-
egories of chemical agents are nerve agents, vesicants, choking agents,
blood agents, and riot-control agents (incapacitants)**® 447, Nerve agents
affect the functionality of the human nervous system by inhibiting the
enzyme acetylcholinesterase (AChE). Vesicants are agents that produce
blisters (vesicles) on the skin in addition to potential effects on the upper
respiratory tract and the eyes**®. Blood agents disrupt the typical pro-
cesses of our body tissues’ oxygen consumption and inhibit particular en-
zymes**. Choking agents primarily cause damage to the respiratory tract,
particularly the lungs, and asphyxiation*°. Riot control agents cause inca-
pacitation by irritating the eyes and upper respiratory tract but they do
not have permanent effects**. Chemical warfare agents are also found
in the civilian sector as these chemicals are used industrially and manu-
factured for other peaceful purposes, and thus giving an opportunity for
countries to effectively conceal harmful intent.
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History of Biological and Chemical Weapons

Although toxic chemical substances and bacteria/viruses have been weap-
onized for a long time, chemical and biological warfare between countries
during World War | was a catalyst for the modern development and knowl-
edge of these weapons. Table 1 expresses the presence of chemical or
biological warfare in major international conflict. This table does not cover
all conflicts or other isolated instances of chemical/biological weapon use.
Throughout the assessment of chemical and biological warfare attacks, it
can be difficult to confirm whether the malign effects were due to a nat-
ural or a deliberate source. Therefore, the term ‘alleged’ expresses that
there is not absolute certainty that it was a chemical or biological weapon
but there is either substantial or sufficient evidence to believe so.

Table 1. Chemical and Biological Weapon Presence in Major International Conflict

Validity
Conflict Description Aggressor: Agent Impact of Agent (Alleged or
Confirmed)
World After the assassination German: chlorine e 1 million out Confirmed
War |42 of Archduke Franz Fer- gas, phosgene, of 26 million
dinand, Austria decla- diphosgene, casualties suffered
red war on Serbia. Due chloropicrin by all nations were
to alliances, Austria- British: chlorine from gas
-Hungary, Germany and French: chlorine,
Italy (the Triple Alliance) hydrogen cyanide,
opposed Great Britain, cyanogen chloride,
France, and Russia (the mustard
Triple Entente)
Italian- Benito Mussolini Italy: sulphur Effective due to Confirmed
-Ethiopian launched invasion of mustard bombs Ethiopian soldier’s
War 193543 | Ethiopia and sprayed from open military
airplane tanks uniform
Strategic effect on
Italy’s success and
demoralizing
Ethiopian forces

452 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
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Sino- During Japan’s large- ® Japan: vomiting ¢ Helped achieve Confirmed
-Japanese -scale invasion of China, agents, military objectives
war 1937%%* | the Japanese deployed blistering agents e Japan’s Unit 731
chemical weapons e -Japan: biological experiments are
and used bioagents in agents used in considered a war
experiments on Chinese experiments with crime
prisoners of war Unit 731
Vietnam Conflict between com- | US: Agent Orange ¢ Immediate Confirmed
War4ss munist North Vietnam | (tactical herbicide) environmental
and South Vietnam and | Vietnam: herbicides effects/destroy food
their allies supply
¢ Long-term health
problems for
Vietnamese people
and US Veterans
Egyptinte- Egyptian military Egypt: mustard gas, e Egyptian Presi- Confirmed
rvention in support of the revolu- | tear gas (CN), phosgene dent Gamal Abdel
Yemeni civil | tionists that overthrew [asphyxiant Nasser’s military gas
war 1963%¢ | Yemen’s monarch, bombings allowed
Imam Muhammad free reign in Yemen
al-Badr
Irag-Iran Iraq invaded Iran Irag: mixture of ¢ Significant element | Confirmed
War*’ mustard gas and nerve for Iraq in achieving
agent tabun tactical battlefield
Iran: cyanide objectives
Persian Gulf [ Iraqinvasion of Kuwait. | No use of unconven- Persian Gulf War Alleged
War?s8 Coalition member tional weapons within | syndrome — US soldiers
countries involvement. |the war. who were deployed
After the war: Khami- | experienced wide
siyah Pit nerve agent ranging symptoms
release at low levels
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Validity
Conflict Description Aggressor: Agent Impact of Agent (Alleged or
Confirmed)
Soviet Union | Soviet Union provided |e Soviet backed Lao e Effective way to Alleged but
in Afghani- chemical warfare and Vietnamese demoralize and fight | Substantive
stan/ agents to forces in forces: trichothece- the resistance Evidence
Southeast Laos, Kampuchea, ne mycotoxins of anti-government | (Yellow rain
Asia®® Afghanistan e Soviet forces forces contro-
in Afghanistan: versy)
lethal and nonlethal
agents
Syrian Civil President Bashar Syrian government: e Large number of Confirmed
War46° al-Assad fight against | chlorine, sarin civilian casualties
the insurgency,
coalition efforts to
defeat Islamic State

The table shows a tendency for state actors to use chemical weapons rath-
er than biological weapon use in warfare, aside from Soviet-supplemented
toxins in Laos and Vietnam. This trend indicates that the development and
exploitation of chemical weapons occurred much faster in comparison to
biological weapons. Moreover, during the Persian Gulf War, Iraq did not
use chemical weapons against opposing forces. However, many Gulf War
veterans experienced a myriad of symptoms and conditions that have no
source or explanation. Although there is no method to definitively identify
the source of these symptoms, the Department of Defense (DoD) has con-
cluded that these veterans might have been exposed to low-levels of nerve
agents due to the demolition of chemical agents in Khamisiyah?®62,

459 Alexander M. Haig. “Chemical Warfare in Southeast Asia and Afghanistan”. United States De-
partment of State, 1982. Accessed August 11, 2020. https://www.cia.gov/library/readingroom/docs/
CIA-RDP97M00248R000500010018-6.pdf.

460 Gregory D. Koblentz. “Chemical-weapon use in Syria: atrocities, attribution, and accountabil-
ity”. The Nonproliferation Review, vol. 26, February 2020: 575-598. https://doi.org/10.1080/107367
00.2019.1718336.

461 U.S. Department of Veterans Affairs. “Chemical and Biological Weapons during Gulf War”.
Accessed August 12, 2020. https://www.publichealth.va.gov/exposures/gulfwar/sources/chem-bio-
weapons.asp.


https://www.publichealth.va.gov/exposures/gulfwar/sources/chem-bio-weapons.asp
https://www.publichealth.va.gov/exposures/gulfwar/sources/chem-bio-weapons.asp

History of Biological and Chemical Weapons 131

During WWI, Germans attempted to spread diseases such as anthrax,
cholera and glanders in animals, but the attempts proved unsuccessful*®2,
Around the time of World War Il, many countries were arguing over dis-
puted claims of experimentation with biological warfare agents. Many
of these allegations deal with Japanese use of biological agents against
the Soviet Union and China*®3. Although not used in combat, during the
entirety of WWII, Japan conducted extensive biological warfare experi-
ments in multiple facilities, collectively known as Unit 731, in which thou-
sands of prisoners of war were experimented on with biological agents*4,
Germany also conducted similar experiments on prisoners, but they di-
verged from Unit 731’s great brutality*®>. The Japanese biological weapon
research included agents causing plague, typhoid and typhus?®®. Although
many allegations of biological weapon use existed during that time, a ma-
jority of them lacked sufficient scientific evidence to support it. Allegations
involved countries with a biological weapon capability such as Great Brit-
ain, U.S., Germany and North Korea*®’.

In 1979, a Soviet Union facility that was openly used for industrial pur-
poses, exploded and accidentally released anthrax, raising suspicion on
previous Soviet claims of halting their offensive biological weapons pro-
gram in the 1960s%8, By 1989, it was revealed that an extensive biological
warfare program, named Biopreparat, had been operating since 19734,
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Soviet leaders initially attributed the anthrax outbreak to the ingestion of
contaminated animal products until admitting its sinister background in
1992. The Soviet Union also provided technology to the Bulgarian state
security in 1978 to aid in an assassination attempt of Georgi Markov, with
a pellet that contained toxin ricin®”°, Moreover, although Saddam Hussein
did not use biological or chemical weapons in the Persian Gulf War, Iraq
had an extensive offensive biological warfare capability*’*.

Conventions/Treaties and their Effectiveness

The use of chemical and biological weapons instigated international out-
cry in many instances due to their high communicability, high mortality,
and demoralizing impact on troops. Therefore, after repeated major use in
international conflict, various methods were implemented to control and
monitor the production and use of chemical and biological weapons.

The “Protocol for the Prohibition of the Use in War of Asphyxiating, Poison-
ous or Other Gases, and of Bacteriological Methods of Warfare”, known as
the 1925 Geneva Protocol, was the first major international treaty that
prohibits the use of chemical and biological weapons. Due to the large
chemical use in World War |, the prohibition was initially addressed only
for the use of toxic gases in war but was later extended to the use of “bac-
teriological methods of warfare”4’2. The progression reflects the increased
prominence of chemical warfare over biological warfare in history. Iraq
violated the protocol during the Gulf War, and Italy violated it during the
Italian-Ethiopian War, suggesting the treaty’s ineffectiveness*’3,
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To complement the Geneva Protocol, along with the increased research
and development of biological weapons during World War Il, the 1972
“Convention on the Prohibition of the Development, Production, and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on
their Destruction”, or the Biological Weapons Convention (BWC), went
into effect in March 1975474, Parties within the Convention are prohib-
ited from developing any biological agents or toxins in quantities beyond
peaceful or civilian uses. The treaty also addresses that members should
not aid anyone to produce these agents. The effectiveness of this con-
vention is questioned due to the lack of verification methods to assure
that countries are following the convention’s principles and the lack of
compliance of certain countries (such as the Soviet Union)*’>. The Con-
vention on the Prohibition of the Development, Production, Stockpiling,
and Use of Chemical Weapons and on their Destruction, known as the
1993 Chemical Weapons Convention (CWC), is a treaty that prohibits de-
veloping, transferring, and use of chemical weapons*’®. The Organization
for the Prohibition of Chemical Weapons (OPCW) implements the prin-
ciples stated in the treaty and assesses members related activities and
declarations. Due to the OPCW, the proliferation of chemical weapon use
is likely more contained.

After the discovery of Biopreparat and Russia’s ability to keep it hidden for
a long time, Russia agreed to a Trilateral Agreement with the US and UK in
order to quell fear and worries about Russia’s dishonesty with dismantling
its biological weapons programs*’’. However, Russia has failed to maintain
this agreement, thus little concrete information exists about their current
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biological related facilities and organizations*’8. Due to the discovery that
the international chemical industry largely contributed to Iran’s chemical
warfare program (implemented in the Iran-Iraq war), The Australia Group
(AG) was established in 1985 as an informal group of countries aimed to
enforce export controls to prevent the proliferation of chemical and bio-
logical weapons*”®. The organization has a list of items to monitor includ-
ing chemical weapon precursors, dual-use equipment for both types of
weapons, and biological agents/organisms*°,

The discovery of these two countries maintaining their offensive capabili-
ties proves that these conventions and agreements have not been suc-
cessful in completely deterring the use of these weapons, of which is also
partly due to the fact that some countries in the world have never signed
the agreement. The international community must work together to iden-
tify those violating the agreements and condemning or punishing those
that use chemical and biological weapons.

Biological and Chemical Agents and Their Defense

Main Chemical Agents*&

Nerve Agents: Tabun (GA), Sarin (GB), Soman (GD)

Vesicants: sulfur mustard, lewisites

Blood agents: Hydrogen cyanide (HCN), cyanogen chloride (CNCI)
Choking agents: Chlorine, phosgene

Incapacitating: BZ (3-quinuclidinyl benzilate)

478 Zilinskas, Raymond A. “The Soviet Biological Weapons Program and Its Legacy in Today’s Russia”.
National Defense University, July 2016. Accessed August 14, 2020. https://inss.ndu.edu/Portals/68/
Documents/occasional/cswmd/CSWMD_OccasionalPaper-11.pdf?ver=2016-07-18-144946-743.

479 Nuclear Threat Initiative. “Australia Group (GA)”. Accessed August 14, 2020. https://www.nti.
org/learn/treaties-and-regimes/australia-group-ag/.

480 |bid.

481 Ganesan, Raza, Vijayaraghavan, “Chemical Warfare Agents”.


https://inss.ndu.edu/Portals/68/Documents/occasional/cswmd/CSWMD_OccasionalPaper-11.pdf?ver=2016-07-18-144946-743
https://inss.ndu.edu/Portals/68/Documents/occasional/cswmd/CSWMD_OccasionalPaper-11.pdf?ver=2016-07-18-144946-743
https://www.nti.org/learn/treaties-and-regimes/australia-group-ag/
https://www.nti.org/learn/treaties-and-regimes/australia-group-ag/

Biological and Chemical Agents and Their Defense 135

Main Biological Agents*82

Bacillus anthracis (anthrax), Yersinia pestis (plague),
Bacteria: Francisella tularensis (tularemia), Brucella species (brucello-
sis) Coxiella burnetti (Q fever)

Variola virus (smallpox), Equine encephalitis viruses,

Viruses: . .
virus-based hemorrhagic fevers

Staphylococcal enterotoxin B, Ricin, Botulinum toxins,

Toxins: ) .
Trichothecene mycotoxins

The Impact of the Biotechnology Industry

Due to the fact nearly all of the information, research facilities, and equip-
ment/supplies necessary for biological weapons are also used in peaceful
and civilian interests, countries with advanced biotechnology sectors have
the potential to discreetly develop advanced biological weapon capabil-
ity*®3. However not only do advancements in biotechnology provide great-
er opportunity for more lethal weapons, but it also allows advancements
in defense countermeasure programs for these weapons.

After the mid-1970s, scientists began mastering the use of biotechnology
and the manipulation of DNA to the extent to which the scientific commu-
nity acquired the ability to sequence the entire human genome?84. Follow-
ing the natural progression cycle of new products, biotechnology started to
become commercialized and has grown into a vast industry. The increased
availability of biotechnology and advancements in knowledge in the indus-
try also simultaneously increases the likelihood of this technology landing
in the hands of a person with malevolent intentions. For example, through
various experiments with these technologies, humans have gained the

482 Frederick R. Sidell, Ernest T. Takafuji, and David R. Franz. Medical Aspects of Chemical and
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ability to purposefully make pathogens more severe (virulent)*>, General-
ly, understanding the capabilities offered by biotechnology to manipulate
genes is important to help prepare for the different ways adversaries might
enhance biological agents to cause more harm or defy current defense
mechanisms.

Existing Defense Measures

The existence of effective and available medical countermeasures could
potentially serve as a deterrent to use these weapons, in which the dif-
ficulties to stabilize and deploy the weapons is not worth the potential
of an ineffective outcome. A defense capability against chemicals and
toxins exist through physical countermeasures such as protective masks
and clothing, decontamination, and vaccines®®®. Additionally, detec-
tion systems for chemical and biological agents exist such as handheld
devices, bio surveillance and wide-area detection which immensely in-
crease the likelihood for soldiers to avoid casualties*®’. Defense against
an attack with these weapons is more effective when there is awareness
of enemy intentions, training with the equipment, and sufficient amounts
of equipment®8, Although defense measures against these weapons
exist, it is often hard to decipher an actors’ intentions and the extent
of their capability.
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Russia

Due to the use of chemical weapons during World War |, the government
in the former Soviet Union focused on growing a chemical industry for
military and civilian purposes. By the late 1920’s, leaders such as Yakov
M. Fishman were focused on pursuing a biological capability*®®. After the
creation of the first biological weapon laboratory called the Scientific Re-
search Institute of Health led by Nikolay N. Ginsburg, many others were
established to research other infectious diseases and develop vaccines
against such diseases*. By World War I, the Soviet Union’s offensive
biological weapons programs was vast. Despite the United States’ public
dismantling of its offensive biological weapons program in 1969, and the
Soviet’s signing of the Biological Weapons Convention in 1972, the Soviet
Union’s offensive biological weapons programs continued—its existence
was only disclosed publicly in 198941, The undisclosed nature of the So-
viet’s biological weapons capability was likely a part of the very reason
why the Soviet’s continued maintaining and advancing it, as it would serve
as a major surprise in a potential future scenario. Thus, the Soviet Union
had an extensive biotechnology industry intended to weaponize biological
agents, often masked as civilian institutions such as Biopreparat*®2.

Although Russia’s former president Boris Yeltsin admitted the Soviet’s vio-
lation of the Biological Weapons Convention throughout the Cold War in
1992, the current Russian president, Vladimir Putin, has reasserted that
the Soviet offensive biological warfare capability never existed*®3. Putin’s
denial of the Soviet program suggests that Russia’s current leaders also
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have a tendency to conceal the truth. After the failure of the Trilateral
agreement between Russia, the U.S. and the U.K. in 1992, whether the
Soviet program was actually dismantled, in which all pathogens have been
destroyed, is unclear. Given a long history of secrecy and extensive capabil-
ity, it is likely that Russia inherited much of the knowledge and weapons of
the previous Soviet biological warfare program.

According to a 2012 article by Vladimir Putin in the Rossiiskaya Gazeta,
Russia’s military will develop weapons systems “based on new principles
such as beam, geophysical, wave, genetic, psychophysical and other tech-
nology”, proving that there is an interest in unconventional warfare weap-
ons and tactics to achieve their strategic goals*®*. Particularly, President
Putin’s eagerness to create new weapons based on ‘genetic’ principles
flashes warning signs of the production of biological weapons in violation
of the BWC. Additionally, there has been no indication that Russia has re-
duced its biological facilities that were previously used for the Soviet of-
fensive capability*®>. Therefore, although not proven, it is reasonable to
assess that Russia likely has the ability to maintain an offensive biological
weapons program and will be willing to use biological weapons in future
war scenarios, if given the correct opportunity.

Regarding chemical weapons, Russia’s production of chemical agents and
weapons was the most extensive during World War 11°¢, However, after
becoming a member of the 1993 Chemical Weapons Convention, Russia
committed to destroy all its declared chemical weapon stockpiles*?’. By Oc-
tober 2017, the OPCW declared that Russia had destroyed 39,967 metric
tons of chemical weapons, which serves as 96.3 percent of its stockpiles*®®,
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However, in 2018, Russia used the nerve agent Novichok to attempt to
assassinate a former Russian spy Sergei Skripal, demonstrating their vio-
lation of the CWC?*°, Therefore, it is uncertain whether Russia has truly
dismantled their chemical weapon capability.

Syria

Syria focused on developing a chemical weapons program primarily due to
the military aggression of Israel in the Middle East, exemplified in Israel’s
invasion of Lebanon in 1982°%, Syria’s chemical weapon capability serves
as a deterrent tactic against the Israeli threat and provides a method to
counterbalance the disparity between their militaries. Evidence exists that
suggest that the Soviet Union and other countries aided in the develop-
ment of their capability®°?. Official U.S. assessments in 2013 indicated that
Syria had 1,000 metrics tons of chemical agent stockpiles that consisted of
mustard, sarin, and VX nerve agents>?2. Due to the violence of the Syrian
civil war starting in 2011, there have been many alleged chemical attacks
between 2012-2013%, However, most of the early alleged incidences
had low casualties, contrasting from the confirmed, large chemical attack
against Ghouta using the sarin nerve agent>4. Therefore, Syria is an exam-
ple of a country in which the existence of their chemical weapons capabil-
ity is rooted out of defense against aggressors (in the Middle East), yet
they have been exercising it offensively without a ‘first-use’ from another
country. Although the Syrian government used these agents against their
own civilian population and not against another country, this type of war-
fare in general is unacceptable.
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Due to pressure from the U.S., Syria acceded to the Chemical Weapons
Convention and thereby committed to destroying its chemical weapons
stockpiles. Despite the fact that the OPCW declaration of the destruction
of all of Syria’s declared chemical weapon stockpiles in 2015, there have
been alleged Syrian military use of agents in 2016 and 2017°%, There-
fore, despite efforts from the international community, Syria has the ca-
pability and intent to use chemical weapons. Contrastingly, little informa-
tion exists about Syria potentially having a biological weapons capability.

North Korea

North Korea’s potential chemical and biological warfare capabilities
have been disputed due to the fact that very little information is known
about their programs or intentions, if any exist>%®. However, there is
reason to believe that North Korea has a chemical weapons capabil-
ity contrasting from their biological weapons capability, which remains
largely unknown or unconfirmed. Recently in 2017, North Korea sup-
ported the murder of Kim Jong-Un’s half-brother Kim Jong-Nam, with
a form of VX nerve agent in an airport in Malaysia®®’. The fact that this
assassination was in a public place such as an airport, indicates that
the North Korea wanted a large audience to witness the assassination.
Based on this incident, North Korea might have some sort of chemical
weapons capability or knowledge about agents and is willing to use it
to complete strategic objectives.

Based on the technical knowledge to develop its nuclear missile pro-
grams, it is possible for North Korea to create these other unconven-
tional weapons>%. Additionally, North Korea has a sufficient biotechnol-
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ogy industry in order to maintain a biological weapons capability>®. For
example, the Pyongyang Bio-technical Institute, a pesticide production
facility, has been scrutinized as a possible dual-use facility>°. Although
this facility is operating under peaceful purposes, it is important to ac-
knowledge that there is potential for biological weapon weapons to
be produced there. South Korea’s 2015 White Paper’s have stated that
North Korea has over thirteen types of biological agents and the capabil-
ity to weaponize them®!!. These claims have not been substantiated by
other sources, but the lack of confirmation of this information should
not invite complacency by assuming that North Korea does not possess
a capability. The international community should at least imagine the
worst-case scenario and assess how to best prepare for such a scenario.

China

China’s biological weapon’s research and development activities abide by
the Biological Weapons Convention, because it is ostensibly intended for
defensive purposes®?. Although China had created an active offensive
biological weapons program in the mid 1970s, China became a member
of the BWC in 1984.

However, suspicion of the existence of a Chinese offensive biological weap-
on program grew after assessing that the Chinese military controlled a few
of the biological research centers intended for civilian purposes in 19935%3,
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Additionally, a major facility for researching biotechnology and genetic en-
gineering stopped publishing information in 2001 yet remained active as
a facility®'*. These activities suggest that China is trying to keep portions of
their biological research/defense programs secretive. Based on the pletho-
ra of facilities that research biological products and other related activities
that reside in China, and specifically those that are affiliated with the PLA
or government-based defense organizations, China has the capability nec-
essary to mass produce biological weapons and create an advanced offen-
sive biological warfare program®%°. China’s massive biotechnology industry
and infrastructure allows opportunity for the creation of a biological weap-
ons capability that could be hidden from the international community due
to the fact that facilities and research can be considered dual-use. Despite
China’s ability to obtain the weapons capability, China is likely to be cau-
tious in using them in an international conflict as they hold status of major
global power in the international community. However, based on history,
China has no issue with violating human rights and going great lengths in
order to reach their strategic goals.

After adhering to the CWC principles and dismantling their offensive chemi-
cal weapon capability, China has officially stated that they continue a chemi-
cal warfare program for defensive and protection purposes®®. Instead of
participating in the AG, China has attempted to develop and implement its
own export controls for chemical weapons, but implementation and rein-
forcement of this domestically run program has proven difficult®'’. The fact
that China’s export controls is not under supervision of an outside source
allows these activities to remain ambiguous and allows public knowledge of
China’s chemical-related exports to remain controlled and small.

China’s defense programs for biological and chemical weapons requires re-
search and knowledge of agents and their weaponization/dissemination,
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thus it is plausible to assess that China could harness an advanced capabil-
ity in both areas if needed in a wartime contingency.

Iran

The Iragi chemical weapon use in the Irag-lran War (1980—-1988) prompted
Iran to develop a chemical weapons capability>*8. As Iran gained the ability
to manufacture, weaponize and deploy chemical agents during the war, it
became more difficult to identify the perpetrator of the different chemical
attacks in the war>'®, After the war, Iran claimed that its chemical weapon
program was dismantled and joined the CWC in 1997°%°. However, there
have been many allegations of Iran maintaining their chemical weapons
capability. Countries such as India and China have sold significant amounts
of chemical weapons materials to Iran and significantly advanced Iran’s
chemical weapon infrastructure®?!. This prompted the U.S. to pass the Iran
Nonproliferation Act and impose sanctions on these countries. Recent U.S.
official documents express concern that Iran is not fulfilling its obligations
under the CWC by continuing to develop offensive chemical agents and
failing to declare all of its capabilities®?2.

Iran’s advanced civilian biotechnology sector has the potential use the du-
al-use supplies and equipment to contribute to offensive military purpos-
es°2, Iran has focused on researching and developing vaccines, research-
ing agricultural biotechnology and different dissemination techniques
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for plant pesticides®?*. Iran also continues to research into microbiology
and genetic engineering at health research facilities, exemplifying their ex-
pertise and knowledge in the field. Overall, the dual-use nature of these
facilities and this biological research, indicates that Iran is able to create
a biological weapons capability effectively and quickly, if they do not have
a clandestine one already.

Nonstate Actors - Biological and Chemical based
Terrorism

Terrorists have acquired and deployed biological weapons on many ac-
counts, of which primarily target civilians®®. U.S. law enforcement pre-
vented two attempts of infection with biological agents in America, includ-
ing an attempt in 1972 by two college students in Chicago, and another
attempt by the Bhagwan Shree Rajneesh followers in Oregon®?6. The per-
petrators of these attempts show the broad spectrum of people that have
sought to use these types of weapons.

More internationally recognized cases of bioterrorism include the Russia-
sponsored Aum Shinrikyo Japanese religious group release of anthrax in
Tokyo and the 2001 anthrax infested mail attacks against news media and
US Congress®?’. Moreover, ISIS has used chemical weapons such as mus-
tard and other toxic substances in Syria and Irag multiple times throughout
2014-2017°%8. Due to increased availability and knowledge of chemical
and biological weapons, terrorists are more likely to acquire this capability.
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Conclusion

Due to the proliferation of chemical and biological weapons and the inten-
tions of the countries that possess these capabilities, the advancements
in biotechnology and its dual-use nature of civilian and military purposes,
and the decreased effectiveness of international treaties, chemical and bi-
ological warfare poses a prominent threat to the international community
in the future. The monitoring of export controls, verifications of interna-
tional agreements, potential sanctions of transporting biological/chemical
materials, and advancing defense countermeasures will help deter coun-
tries or state actors from using these weapons.

The main countries that are underscored to either possess a biological and
chemical weapons capability or possess intent to acquire and use them,
include Russia, Syria, North Korea, China, and Iran. Although these coun-
tries have not publicly declared offensive capabilities and some of the al-
legations are not yet confirmed, the international community should not
allow the lack of information to lead to the assumption that these coun-
tries completely do not have these capabilities. Complacency is dangerous
because it increases the likelihood for a country to successfully execute
a surprise attack and induce more casualties. Instead, the lack of infor-
mation should incite the international community to continue to monitor
these countries activities and increase its efforts to find more information
about their intentions and capabilities.
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Introduction

The attacks of 9/11 undoubtedly marked a new chapter in the history of
terrorism and international politics. The Bush administration did not hesi-
tate to unilaterally launch a military campaign against international ter-
rorism, declaring a “Global War on Terror”, while member states of the
European Union were rather in favor of a multilateral and comprehensive
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approach in the hope to tackle the root causes of terrorism>2°. This trans-
atlantic divide led American political scientist Robert Kagan to argue that
Americans and Europeans do not share a common strategic culture an-
ymore. In his article “Power and Weakness”, published in 2002, and his
bestselling book Of Paradise and Power: America and Europe in the New
World Order, Kagan claims that Americans are from Mars and cherish an
anarchic world view where international law does not exist, while Euro-
peans are from Venus, living in a “post-historical paradise of peace and
relative prosperity”>3°,

Kagan'’s controversial representation excludes the possibility of alternative
co-existing approaches to terrorism. However, as no policy is perfectly ho-
listic, it might even be necessary to have different approaches that com-
plement each other. Like any other phenomenon in the world, terrorism is
constantly changing, and countermeasures must adapt.

Looking at the past 20 years of counterterrorism, it becomes apparent that
the success of the US approach was mitigated, and that EU counterterror-
ism went from hardly relevant to an important and increasingly integrated
common policy area. However, when considering the military reaction and
rhetoric of the French President after the Paris attacks in 2015, we may
wonder if the EU counterterrorism policy is not about to converge with
the US approach.

In the present paper, we will first decide on a definition of terrorism and
counterterrorism, before analyzing the US and EU approaches to ter-
rorism to assess if there has been a shift in EU policy on terrorism after
2015 and eventually a convergence between US and EU counterterrorism
approaches.
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Terrorism and Counter-Terrorism

The definitions of terrorism are numerous and contested, which makes
counterterrorism measures equally heterogeneous as our understand-
ing of terrorism determines, which measures we are willing to take to
fight it. According to J. Bowyer Bell the “very word [terrorism] becomes
a litmus test for dearly held beliefs, so that a brief conversation on ter-
rorist matter with almost anyone reveals a special world view, an inter-
pretation of the nature of man, and a glimpse into a desired future.”>31,
In short, “tell me what you think about terrorism, and | tell you who you
are.”>32, Hence, it is not surprising that Schmid’s analysis of terrorism
definitions reveals that the notion of illegal and criminal actions, the so-
called element of opprobrium, is present in 85% of the 88 intergovern-
mental definitions analyzed, while the same element only reaches 30% in
academic definitions. Governments and international organizations are
first interested in maintaining order and security, while academics are
more interested in the underlying psychological and political elements
of terrorism®°3,

As | focus my analysis on counterterrorism in the United States of
America and the European Union, a definition containing the element
of opprobrium is most appropriate: The Global Terror Index defines ter-
rorism as the “threatened or actual use of illegal force and violence by
a non-state actor to attain a political, economic, religious, or social goal
through fear, coercion, or intimidation”>3*. Counterterrorism comprises
all measures taken by governments and organizations to combat terror-
ism. These measures differ from country to country, because countries
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face different types and degrees in terrorist threats and because they
interpret these threats differently depending on their history and previ-
ous experiences with terrorist groups.

US and EU Counterterrorism After 9/11:
Terrorism as War and Terrorism as Crime

The 9/11 attacks were unprecedented in their scale and nature and were
quickly branded as a new form of terrorism that required new counterter-
rorism measures.

US counterterrorism

Following two major terrorist attacks in the 1990s, the Clinton administra-
tion identified terrorism as a priority and threat to national security and
developed a counterterrorism strategy based on four policies: economic
isolation, multilateral cooperation, increased resource allocation, and re-
taliation. Military strikes were conducted, but only reluctantly; the em-
phasis was on law enforcement®3. This changed after the terrorist attacks
of 9/11in 2001.

The Bush administration had to face a lot of pressure and criticism for not
having taken terrorism seriously enough and for having been unable to
prevent the attacks. Its response to the attacks, announced before Con-
gress, President George W. Bush proclaimed a long-term fight against ter-
rorism and their supporters, referred to as the “Global War on Terror”
(GWOQT). He insisted that “[o]ur war on terror begins with al-Qaeda, but
it does not end there. It will not end until every terrorist group of global
reach has been found, stopped and defeated.”>3®. Instead of relying on ex-
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isting law enforcement policies and instruments, the Bush administration
adopted a unilateral and military approach and assigned the lead in its
counterterrorism efforts to the Department of Defense®®’. Condoleezza
Rice explained the difference between the Clinton and the Bush adminis-
trations by declaring that President Clinton had called for bringing the ter-
rorists from Afghanistan to the United States for trial, while President Bush
prefers to prepare for military action in Afghanistan itself>3%. However, it
is important to acknowledge that the US approach is not purely military;
existing policies developed under the Clinton administration, for example
economic isolation of terrorism sponsoring states, were maintained>3°,

Bush’s choice in labeling the US response to terrorism a “Global War on
Terror” was an unfortunate choice of vocabulary that has had long term
political and legal implications. In a lecture given only a few weeks af-
ter the attacks, Oxford Professor Michael Howard referred to Bush’s an-
nouncement as “a very natural but terrible and irrevocable error”>*. The
use of the term “war” in this context certainly makes a strong impression
and emphasizes that the US government rejects any kind of “acquiescence
or compromise”>*!, but it has a couple of drawbacks: Firstly, a declaration
of war is reciprocal and it gives terrorists a status and legitimacy that is
normally reserved for states. Thus, the declaration of war raised Bin Lad-
en’s status as a warlord and as the one man, who challenged the most
powerful nation in the world. Secondly, the state of war gives a free way
to violence and puts at risk civilians’ rights on the attacked territory as well
as human rights in general. This is especially true for the specific rights
foreseen by international law for fighters, for example in case of capture
and detention. In comparison to a criminal, whose detention is punitive,
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the detention of a fighter mainly prevents him from joining an ongoing
war. Thirdly, the use of the term “war” creates an atmosphere of fear and
belligerence, a “war psychosis”>*? that calls for immediate military actions
expecting to result in the complete destruction of a clearly identified en-
emy. Suggestions that there are other options are dismissed as appease-
ment and concerns regarding the impact of war on non-state actors and
the limits of armed force are not taken into consideration anymore. Be-
sides, it exaggerates the threat of terrorism in the US compared to other
security threats®*. Ultimately, by referring to terrorist not only as unlaw-
ful, criminal actors, but as evil, the President actually leaves the sphere of
international law and politics to enter the ground of moral judgement. This
“evilization” of the enemy de-politicized the discourse about the War on
Terror and gave it an almost religious glint>**. Consequently, many Muslims
in the Middle East and around the world considered the war on terror not
only a war against Al-Qaeda, but a war against Islam and Muslims in gen-
eral, despite the fact that Osama Bin Laden and his supporters are in no
way representative for Muslims around the world>*.

Apart from the drawbacks listed above, labeling the fight against terrorism
a “war” simply is a misnomer>%®: President Bush admitted himself in 2004
that naming the 9/11 response a “Global War on Terror” was inappropri-
ate. It should rather be called “the struggle against ideological extrem-
ists who do not believe in free societies and who happen to use terror as
a weapon to try to shake the conscience of the free world.”>%’.
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The only rightfully called war in the aftermath of 9/11 was the invasion of
Afghanistan and the overthrow of the Taliban regime. It was led by the US,
sanctioned by the United Nations Security Council, and received consider-
able offers of support from other states since the attack against the World
Trade Centre was not only an attack on the United States of America, but
on Western states in general, on their lifestyle and their values. Therefore,
the attacks opened an opportunity window for the creation of an inter-
national counterterrorism alliance. However, by introducing the concept
of preventive war to the war on terror, the US extended the situations
under which they can go to war. While the Bush administration managed
successfully to sell the invasion of Iraq to the American public as a second
phase of the GWOT, it met a lot of opposition in Europe, among heads of
government and diplomats as well as in civil society>*®. The invasion of Iraq
split the US and EU, undermined the foundation of the international coun-
terterrorism alliance, and lead to divisions within Europe, because France
and Germany were opposed to the invasion of Iraqg, while Poland, Spain,
and the United Kingdom were willing to support the US>,

The US approach to counterterrorism aimed at preventing potential future
attacks®*® and preferred short-term solutions against long-term progress.
Bruce Hoffman insists that this is “not a matter of debate but rather was
the conclusion of the declassified key judgments of the seminal April 2006
National Intelligence Estimate (NIE)”5%. Thus, the US approach was not
successful in the long run, especially as the invasion and occupation of Iraq
as well as the unlawful detention and torture of suspected terrorists alleg-
edly increased the number of recruits of terrorist organizations such as ISIS
and considerably damaged the US’ status and prestige internationally>>2.
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The Obama administration avoided referring to the Bush doctrine of “Glob-
al War on terror”. It also strived to build coalitions and to gain international
support for its fight against terrorism. However, unilateral action still con-
stituted as an option and the number of drones strikes increased under
the Obama administration and were legitimized on the basis of the law of
armed conflict. Thus, the Obama administration may have restrained itself
from using the term “war”5>3, but its strategies in the fight against terror-
ism remained similar to the ones in use under the Bush administration®*.

EU counterterrorism

Before 9/11, the member states of the European Union had to deal with
terrorist attacks within their borders committed by domestic terrorist
groups. These experiences shaped the approach of EU member states to
terrorism as a matter of national security and their perception of terrorist
acts as “criminal offenses to be tackled and contained”>*>, while the US
aims to defeat terrorism for good and uses this aim to legitimize drone
strikes, targeted killings, and detention of alleged combatants>?®.

This difference in approaches chosen by the US and the EU are due to
a different perception of the threat and different governance arrange-
ments®>’. The US does not have to deal with the same difficulties as the
EU as it is able to “marshal its power at home”>>8, The EU is not a federal
state and its counterterrorism measures are a matter of national security
policies, even if the member states coordinate at the EU level. Besides, the
US and the EU had different understandings of Al-Qaeda’s goal and there-
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fore different interpretations of the threat they faced. The US considered
Al-Qaeda to be at war against the West and its values, but from a Euro-
pean perspective, influenced by the tradition of Just War theory, wars can
only be thought between states and should be governed by international
law. An act of terrorism is thus not an act of war, but a criminal act and
should be treated as such>>°.

Faithful to their approach of terrorism-as-crime, the first reaction of the
EU to the 9/11 attacks was to toughen its criminal law instruments and to
focus on threats within its borders®®. EU leaders rapidly pushed for more
integration in this area. The Council of the European Union adopted the
Plan of Action to Combat Terrorism in September 2001, condemning the
9/11 attacks and acknowledging the common terrorist threat®®!. In its
2002 Framework Decision on Terrorism, the EU provided its first com-
mon definition of terrorism and aims at aligning the Member States’ po-
sitions on counterterrorism®®?, The Council adopted in December 2003
a document entitled “A European Security Strategy — A Secure Europe
in a Better World”>%3, containing a list of threats, which was headed by
terrorism and called for a coordinated policy. After the attacks in Madrid
in 2004 and London in 2006, the priority of counter-terrorism increased
further and lead to an even deeper integration. The Declaration on Com-
bating Terrorism and appointment of EU Counterterrorism Coordinator
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in March 2004°% increased cooperation between member states in the
fields of security, cross-border crime, and terrorism. In 2005, the Council
adopted the EU Counter-Terrorism Strategy based on four pillars: pre-
vent, protect, pursue, and respond>®®. The EU Strategy for Combating
Radicalization and Recruitment®®® adopted in November 2005 recog-
nized for the first time explicitly the issue of radicalization. The last sub-
stantial measure was the Revision of the Framework Decision on Terror-
ism in November 2008°%’. “Legislation adopted between 2001 and 2008
was deemed satisfactory as a legal framework for the initial stages of EU
counter-terrorism policy.”%8,

The first EU Counterterrorism Coordinator, Gijs de Vries, even considered
the fight against terrorism as changing “the role and functioning of the Eu-
ropean Union”, arguing that the later adopts an “increasingly operational
role”>®, The most important innovation was the introduction of a new op-
erational instrument, the European Arrest Warrant (EAW)>7° and Europol,
the EU Agency for Law Enforcement Cooperation, whose mandate was ex-
tended after 9/11, is at the heart of internal measures and clearly treats
terrorism as a crime®’%,
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A Shift in EU counter-terrorism policy: from
internal threat to a matter of foreign policy

The series of attacks in Paris in 2015 were the deadliest since the Madrid
metro bombing in 2004 and resulted in a wave of solidarity all over Europe
and beyond, which created a favorable climate for policy advances and
pushes. Besides, counterterrorism measures gained in support by public
opinion: Eurobarometer research shows that terrorism has been among
the main concerns for EU citizens since 2015572,

After the attack on the satirical magazine “Charlie Hebdo” in January 2015,
French President Frangois Hollande promised a strong reaction and an-
nounced that “the Republic will be inflexible, implacable”>’3. When the
“Charlie Hebdo” attacks in January were followed by attacks on several
locations in Paris in November 2015, among them the “Stade de France”
and the club “Bataclan”, a state of emergency was declared in France and
the President announced that “France is at war”>’% and that it will defend
its values and “eradicate terrorism”>7>,

This unusually martial rhetoric, referring to the notion of “war”, the eradi-
cation of terrorism, the waging a good war, and the evilization of the en-
emy, bears a strong resemblance to the speeches of President George
W. Bush after 9/11 and his “Global War on Terror”. Hollande’s Minister
of Defense, Jean-Yves Le Drian, had already invoked the notion of a “war
against terrorism” in January 2013, when referring to the French mili-
tary intervention in Mali, revealing already the beginning of a turning
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point in the French approach of the fight against terrorism>¢. Discourse
analysis of Hollande’s speeches in 2015 revealed “a carefully constructed
public communication strategy”>”’, instilling fear by using a “language of
exception”>”® and conjuring a climate similar to the aforementioned “war
psychosis”. Another indicator for the shift in approach to counterterrorism
is the fact that Spain and the United Kingdom were both hit before France
by major terrorist attacks in 2004, respectively 2005, but they considered
direct military actions against Al-Qaeda at that moment as either unjustifi-
able or counterproductive®”. Meanwhile, their positions have changed:
“the UK, Germany, Belgium, the Netherlands, Denmark, Italy, Spain, and
Poland have all been directly involved in conducting or assisting military
action against jihadist groups in the regions surrounding Europe.”>8°,

Already prepared by the revision of the EU Strategy for Combating Radical-
isation and Recruitment to Terrorism in 20142, the attacks in 2015 clearly
marked a shift in tone and approach in EU counterterrorism — a shift that
was further enhanced by the terrorist attacks in 2016, namely the bomb-
ing of the Brussels Airport, the explosion of Maalbrek metro station, and
the cargo truck driven into crowds in Nice on 14™ of July. They opened
a window of opportunity for policy-makers and “[t]hese 15 months gen-
erated more efforts on counter-terrorism at EU level than the preceding
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15 years.”>®2, Immediately after the attack on Charlie Hebdo in January
2015, three Council Conclusions were adopted soon after: the Justice and
Home Affairs (JAI) Council Conclusions of 30 January 2015, the Foreign Af-
fairs Council (FAC) Conclusions of 9 February 2015, and the Informal Heads
of State Summit Conclusions of 12 February 2015°%, While having been
considered a mainly internal issue, the FAC Conclusions of 9 February 2015
acknowledged for the first time the external dimension of the terrorist
threat and established the basis for strengthening external action on coun-
terterrorism>%4. The 2005 EU Counter-Terrorism Strategy already prepared
the ground and the Terrorism Action Plan, adopted in 2016, emphasized
the external actorness of the EU®8>. Thus, the EU counterterrorism took
gradually a much more external dimension, governed by the European Ex-
ternal Action Service (EEAS) that deals with the EU’s foreign policy>2®.

In a joint contribution to the European Political Strategy Centre, Federica
Mogherini and Sir Julian King acknowledged in 2017 the link between in-
ternal and external security and emphasized that the EU’s engagement out-
side its territory is essential for the safety of EU citizens and complementary
to internal counterterrorism measures. They both point out that the EU’s
cooperation with international partners has grown in the past two years®®’.

US-EU convergence in counterterrorism?

While the fight against terrorism initially divided the EU and the US, they
cooperated more closely in the past years. However, as their relationship
is an asymmetrical one, the EU tended to become a norm-taker instead
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of being a norm-maker, especially under political pressure following ma-
jor terrorist attacks. Hence, during negotiations, it had to adopt US secu-
rity norms, which did not coincide with European principles in matters of
human rights and data protection®®. This was the case for the Passenger
Name Record (PNR) agreement, which the European Parliament initially
vetoed because of concerns regarding data protection and human rights.
The French President Hollande pressured for the PNR to be adopted, argu-
ing that it is vital for tracking suspected terrorists®®, and the Brussels at-
tacks in March 2016 further enhanced political pressure on the European
Parliament resulting in the PNR Package being suddenly adopted within
weeks, on the 21 of April 2016°°°. Moreover, EU member states also have
accepted to collaborate with the CIA regarding the detention of suspected
terrorists and thus engaged in or at least tolerated human rights violations.
EU member states also risk following the US in setting dangerously legal
precedents for their military actions abroad>??.

The EU is increasingly embracing the external dimension of counterter-
rorism and cooperates with the US in this area, despite its reluctance to
support the US war approach after 9/11. The transatlantic divide, or trans-
atlantic crisis, caused by the invasion of Iraq was a low-point in US-EU rela-
tions and made many experts worry about the future of the West. Thus,
cooperation between the US and the EU is welcome and necessary for
a successful fight against terrorism. The US and the EU have to pool their
resources and exchange intelligence to prevent future terrorist attacks and
radicalization of its youth.

However, the EU should be careful not to embrace a counterterrorism pol-
icy based mainly on military strikes. As mentioned earlier, the US approach
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and the related human rights violations led to a rise in terrorist recruits>®?
and the French military strikes in Syria in 2015 led to “the first high-casu-
alty attacks directly organised by ISIS in Europe”>, i.e. the Paris attacks in
November 2015 and the Brussels bombings in March 2016. Thus, a mili-
tary approach can be counterproductive. It might even intensify existing
tensions and cause more material damage and casualties among civilians
than another approach might have done. Moreover, it does not target the
root causes for terrorist attacks, which often lie in a lack of social inclu-
sion and intercultural dialogue. Some European officials have not forgot-
ten the dangers that lie in adopting a war paradigm. Despite the show of
solidarity with France after the Paris attacks and the support for its military
actions, European officials were uncomfortable with the martial rhetoric
adopted by President Hollande>®*. German Vice Chancellor Sigmar Gabriel
declared that “talking about war would constitute a first success for the
Islamic State”, Italian Prime Minister Matteo Renzi stated that “Italy wasn’t
at war.”, and Prime Minister Mariano Rajoy of Spain explicitly rejected any
reference to war in this context>>. Accordingly, the Clingendael Nether-
lands Institute for International Relations warns that “[lJanguage matters
and such statements [of President Hollande] are reminiscent of US Presi-
dent Bush’s post-9/11 counterproductive approach, and could potentially
open the door to disproportional responses, including violations of human
rights and the principles of the rule of law. These statements also feed
into the terrorists’ own rhetoric and intent to draw France and others into
the war paradigm. These dreadful terrorist attacks should be dealt with,
in a sober manner, via, amongst other things, regular criminal law.”>%. As
mentioned before, the EU has already become less reluctant to put human
rights concerns aside in order to push the adoption of contested counter-
terrorism measures.
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Nevertheless, France is not the only EU member state that has meanwhile
engaged in or assists military operations against terrorists outside of its
territory, even if these operations are not the only pillar of EU counterter-
rorism. “[T]hese operations mark a departure from the previous practice
of EU member states, and European governments appear to have paid lit-
tle attention to the risks they entail.”>%’. Military actions might not help to
achieve the goal of fighting terrorism and guarantee safety of EU citizens.
On the contrary, after drone strikes by the UK in August 2015 and the exten-
sion of the French military campaign against terrorists in Syria in September
2015, Europe got hit by the first “high-casualty attacks directly organised by
ISIS in Europe”>%8, namely the Paris attacks of November 2015, the Brussels
airport bombing and the explosion in Maelbeek metro station.

Considering the above, US and EU practices in using military forces have
come closer together: While some EU member states have decided to fight
terrorism not only with law enforcement instruments, but also by con-
ducting military operations, the US included a greater counter-insurgent
element into their military operations against terrorists®®. According to
Dworkin, “[t]here has been an unnoticed convergence in the military prac-
tice of European countries and the US.”6%,

However, convergence does not mean duplication and duplication would
not be possible as the US and the EU do not share the same institutional
and operational set-up. The primary responsibility in counterterrorism pol-
icy still lies with the EU member states, even if the EU role in this policy area
has increased in the past years. Besides, military strikes are not the major
part of EU counterterrorism efforts. Thus, there certainly is a convergence
of US and EU counterterrorism, at least in the military aspects of it, but dif-
ferences remain and always will. Even if counterterrorism is growing into
an important common policy area, it is unlikely that member states will
ever hand over responsibility for their citizens’ safety. Counterterrorism
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continues to be a hybrid policy with shared competence between US and
the EU, but it has clarified its mandates, introduced new instruments and
defined their utilization and there is a high common threat perception
within the EU%%,

Conclusion

War on terror has not made the world any safer. On the contrary, it was
even counterproductive. Hence, it should not be taken as a role model
to follow, not even for rhetorical purposes. As mentioned in this paper,
words matter, especially in the area of international politics and terrorism,
and political leaders should be aware of the implication of their choice of
words. While the transatlantic divide in the aftermath of 9/11 was deplor-
able, it might have given the EU member states the opportunity to develop
a common counterterrorism policy, which they would probably not have
done, if they had simply followed the Bush administration’s lead.

If it is true that law enforcement instruments are not enough to fight in-
ternational terrorism, states should restrain from unnecessary or ineffec-
tive military operations. Military strikes should never be the first choice
to react to terrorist attacks as the costs, risks and civil casualties might be
much higher than estimated beforehand. While cooperation between the
US and the EU is welcome, experts, policy makers and citizens should keep
an eye on the convergence of their counterterrorism policies. Mistakes of
the past should be avoided and blind obedience cannot be a condition for
cooperation and mutual support. The US and the EU share a history and
values and should be allies in the fight against terrorism. However, they are
also different in some respects and operate out of a different institutional
setting. Their differences in policy approaches should be complementing,
not dividing each other.

| agree with Dworkin, who urges EU member states to show more con-
sideration and restraint in military operations and to “help reinforce an
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international order in line with the EU’s interests and values”®%2, The same
applies to the US, whose international status suffered from the “Global
War on Terror”. With Aronofsky’s words, “The U.S. war on terror has cre-
ated many casualties. Perhaps the greatest casualty of all is a loss of the
core rule of law focus, which differentiated the U.S. from so many other
countries on the global stage decades before this war began. In order to
win it, the U.S. must regain its leadership in not only advocating, but prac-
ticing rule of law principles predicated on respect for, and protecting, basic
individual rights.”603,
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Article 5 and the Challenges

of Cyber Defense
Theo WARNER

Abstract: As cyberspace expands to encompass all aspects of life, so too do the
vulnerabilities of critical infrastructure and information expand. The North Atlantic
Treaty Organization (NATO) historically has been a force for collective defense and has
not shied away from meeting developing cyberthreats from state and non-state entities
alike. The primary objective of this short paper is to highlight the unique nature of cyber
defense and countering cyberattacks, particularly in the context of NATO’s Article 5.
I will briefly discuss the language of Article 5, as well as a few of the major challenges
that could arise if the article (or any sort of international legal action) were invoked
in response to some serious cyberattack, particularly attribution and proportionality,
using the infamous 2007 cyberattack against Estonia as a brief case study.

Keywords: Cybersecurity, Cyber Defense, NATO, Article 5, Collective defense, Collective
security, Attribution, Proportionality

Introduction

In the late 1980s and early 1990s, the communist system of the East-
ern Bloc and Soviet Union disintegrated. The Berlin Wall was toppled in
1989, the Warsaw Pact was dissolved in 1991, and NATO quite suddenly
found itself navigating a post-Soviet Europe®%4. As the 1990 NATO Update
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remarked, “the breathless pace of change does not stop.”®%. Though born
in the fledgling years of the Cold War, NATO did not perish with the So-
viet Union. In the 21% century, NATO'’s strategy has shifted to meet new
threats, including the rising danger posed by coordinated state-sponsored
and non-state cyberattacks®.

Though coordinated cyberattacks were already causing growing concern
in the late nineties, cyber threats shot to the forefront of NATO’s security
worries in the wake of the massive cyberattack against Estonia in 2007.
Since then, NATO has expanded its cyber defense research and capabili-
ties, establishing the Cooperative Cyber Defence Centre of Excellence
(NATO CCD COE) in 2008 and sponsoring the publishing of the first edi-
tion of the Tallinn Manual on the International Law Applicable to Cyber
Warfare in 2013. In August 2019, NATO Secretary General Jens Stolten-
berg warned that “a serious cyberattack could trigger Article 5 of our
founding treaty.”%%7,

Article 5 is the cornerstone of the collective security agreement codified
in the 1949 Washington Treaty that states “an armed attack against one
or more of [NATO members] in Europe or North America shall be con-
sidered an attack against them all.”%%%, The drafters of the treaty did not
likely anticipate the scale of interconnectedness brought on by global cy-
ber networks in the 21 century. The world has gotten smaller and infor-
mation systems, including private and public, rely on innovations in the
cybersphere now more than ever before®%,
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Article 5, buttressed by NATO’s conventional defensive capabilities, has
acted as a powerful deterrent against acts of aggression against member
states®'?. Though the Secretary General’s warning was likely a type of “cy-
ber-deterrence”, it is nevertheless worth examining what a deployment of
Article 5 under such conditions would look like.

Cyberspace has solidified itself as a crucial component of the “fifth do-
main.” Just as land, sea, air, and space are domains through which war
is waged, cyberspace exists as a growing part of the information opera-
tions domain®!, In 1999, members of the Pentagon’s Joint Task Force for
Computer Network Defense warned that in the case of a cyber war critical
infrastructure including air traffic control and financial systems could be
“held hostage.”®*2. More than twenty years later, cyberspace has perme-
ated nearly all aspects of contemporary life, including commerce, finance,
and military. This growing reliance on cyberspace increases the suscep-
tibility of necessary aspects of society to attack. As former president of
Estonia Toomas Hendrik llves points out, “the more modern and the more
digitized you are, the more vulnerable you are.”6'3,

In spite of rising global threats, NATO’s relevance in the 21% century has
come under growing criticism, particularly from political leadership with-
in the United States®'*. American President Donald Trump has frequent-
ly questioned the extent of the United States’ financial commitment to
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the organization and has avoided explicitly endorsing Article 5. Though
high profile voices in American political discourse have affirmed the U.S.’s
commitment to Article 5, including James Mattis, Mike Pompeo, and Mike
Pence, the lack of acknowledgement from the head of state has fomented
anxiety among NATO member states®!® 617, French President Emmanuel
Macron has lambasted American distancing from the organization, dub-
bing recent developments the “brain death of NATO”68,

The growing danger posed by cyberthreats as well as the presently tepid
relationship between the United States and NATO stress the importance of
continued study into the challenges of mitigating future attacks. Though
this article is limited in scope, | hope to expand on the logistical problems
involved in responding to cyberattacks, particularly as it relates to Article 5
of the Washington Treaty.

Defining Terms: NATO and Cyberspace

NATO was established on 4 April 1949 with the signing of the Washing-
ton Treaty and has grown considerably since its inception. At its founding,
NATO had 12 members. To date, 30 members are in NATO, with the most
recent addition being North Macedonia in March 20206%°, NATO’s founding
treaty establishes the standard of collective defense binding the member
states. This notion is enshrined in Article 5, which states in part:
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The Parties agree that an armed attack against one or more of them in Eu-
rope or North America shall be considered an attack against them all and
consequently they agree that, if such an armed attack occurs, each of them,
in exercise of the right of individual or collective self-defence recognised by
Article 51 of the Charter of the United Nations, will assist the Party or Parties
so attacked by taking forthwith, individually and in concert with the other
Parties, such action as it deems necessary, including the use of armed force,
to restore and maintain the security of the North Atlantic area®?.

In NATO’s 71-year history, Article 5 has only been invoked once in response
to the September 11, 2001 terrorist attacks against the United States. A cy-
berattack large enough in scale to trigger Article 5 would be wholly unprec-
edented, thus attempting to predict the future or envision what such an
event would look like would be exceedingly ambitious for a paper of this
scope. Nevertheless, the language employed in Article 5 and the broad-
er issues involving an international response to a cyberattack are worth
examining.

Cyberspace is the environment through which digital information is sent,
received, and stored. NATO recognizes cyberspace as a unique operational
domain, including it with the conventional domains of air, land, and sea®?..
This classification as an operational domain expands NATO’s defense ca-
pabilities. As Gen. Larry D. Welch further writes, cyberspace is the domain
“embedded in all domains.”®?2, Technological advancement in the conven-
tional domains has become invariably bound with advancements in cyber
capabilities.

Cyberspace is a vast domain that can be divided into more manageable
subdomains. The Tallinn Manual stratifies cyberspace into three layers: the
physical layer, the logical layer, and the social layer®?. The physical layer

620 “The North Atlantic Treaty”.
621 “NATO will defend itself”.

622 | arry Welch, “Cyberspace — The Fifth Operational Domain”, IDA, 2011, https://www.ida.org/-/
media/feature/publications/2/20/2011-cyberspace---the-fifth-operational-domain/2011-cyberspace-
--the-fifth-operational-domain.ashx.

623 Michael N. Schmitt, Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations,
2nd ed, (Cambridge: Cambridge University Press, 2017), 12, doi:10.1017/9781316822524.


https://www.ida.org/-/media/feature/publications/2/20/2011-cyberspace---the-fifth-operational-domain/2011-cyberspace---the-fifth-operational-domain.ashx
https://www.ida.org/-/media/feature/publications/2/20/2011-cyberspace---the-fifth-operational-domain/2011-cyberspace---the-fifth-operational-domain.ashx
https://www.ida.org/-/media/feature/publications/2/20/2011-cyberspace---the-fifth-operational-domain/2011-cyberspace---the-fifth-operational-domain.ashx

Defining Terms: NATO and Cyberspace 169

refers to the tangible “network components”, including infrastructure like
computers and servers, the logical layer is the series of connections that
interlink the physical layer, including “applications, data and protocols”,
and the social layer includes the interactions between people in cyber-
space®?*, The proliferation of the internet has cultivated a physical, logical,
and social infrastructure that is susceptible to cyberattacks.

A cyberattack is an assault on any of the aforementioned layers of cyber-
space — physical, logical, or social. “Cyberattack” is an unavoidably catch-
all term that ranges from nuisance phishing scams or distributed denial
of service (DDoS) attacks to a damaging or even deadly assault on a power
grid®25, This wide range in severity contributes in part to the difficulty of es-
tablishing international legal standards and expectations for responding
to cyberattacks.

NATO is no stranger to cyberattacks. The earliest targeted attacks against
the organization took place in the late nineties. In the spring of 1999, in the
midst of the NATO bombing of Yugoslavia during the Kosovo War, NATO’s
computer systems in Brussels were bombarded with “thousands of e-mails
and potent computer viruses” which briefly crippled the organizations cy-
ber infrastructure®?®. In 2007 Estonia, which acquired NATO membership
in 2004, experienced a series of coordinated cyberattacks linked to Russian
operatives®?’. In 2014, in the midst of tensions over the Crimean crisis,
NATO websites were hit by a series of DDoS attacks linked tentatively to
pro-Russian “hacktivists.”®?8, Though these attacks range in severity, they
all fall under the same umbrella.
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Cyber defense is the action taken to prevent a cyberattack. At present,
NATO has made clear that cyber defense is a core component of collective
defense, however the early 2000s witnessed a relatively limited endeavor
to preempt cyberthreats®?®. The 2002 Prague Summit Declaration, which
included a lengthy pledge to counter terrorism and expand NATO’s con-
ventional forces, dedicated a one-line commitment to cyber defense: “[To]
strengthen our capabilities to defend against cyberattacks.”®3. Since the
now infamous 2007 cyberattacks in Estonia, NATO’s cyber defense appara-
tus has expanded considerably. The organization has underscored not only
its commitment to cyber defense, but to deterrence and countering “mali-
cious cyber activities”®3%. This commitment was pronounced by Secretary
General Stoltenberg’s statements cautioning that the collective security
assured by Article 5 extended to “serious” cyberattacks.

Article 5 and Countering Cyberthreats

Article 5 embodies the “principle of collective defense”®32. The assurance
that an attack on one is an attack on all acts as a force that binds members
together, however this force is largely theoretical as the article has only
been invoked once in the history of the alliance.

The language of Article 5 is purposefully flexible, requiring that events
triggering its invocation be handled on a case-by-case basis. The article
sponsors “such action as it deems necessary...to restore and maintain [se-
curity]” in response to an “armed attack”%33, Of course, “such action as it
deems necessary” is not a precise blueprint, and the restoration of “secu-
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rity” is not a precise goal. Though Article 5 specifies that an “armed attack”
will trigger its invocation, it does not necessitate an armed response, only
that all members of the organization respond in some measure. NATO has
the ability to respond to an attack with the means it sees fit and has juris-
diction to determine when that response is adequate.

In the context of the Washington Treaty, NATO has indicated that a “seri-
ous” cyberattack is equivalent to an “armed attack.” This is evidenced by
Secretary General Stoltenberg’s warning that NATO could invoke Article 5
in the event of a “serious” cyberattack as well as the 2018 Brussels Summit
Declaration which declared that “Cyber defence is part of NATO’s core task
of collective defence.”®34. As mentioned before, the activities that amount
to a cyberattack range vastly in severity. Determining which actions con-
stitute a cyberattack in the eyes of international law, let alone a “serious”
cyberattack, is of great importance when confronted with jus ad bellum.

The language equivocating “armed” attacks to cyberattacks was further
parsed in the second edition of the Tallinn Manual. In wake of the 2007 cy-
berattacks in Estonia, the newly established NATO CCD COE spearheaded
the publication of the Tallinn Manual on the International Law Applicable
to Cyber Warfare, a study examining the limits of international law when it
comes to cyberspace®®®. The initial study was published in April 2013 and
the second edition followed shortly thereafter in 2017. The study devotes
a chapter towards discussion of when a cyberattack constitutes a “use of
force” (i.e. an “armed attack”) and establishes that “some cyber actions
are undeniably not uses of force, uses of force need not involve a State’s
direct use of armed force, and all armed attacks are uses of force.”53°,

With that framework established, the study delves into methods of assign-
ing levels of severity to cyberattacks. Whether or not a cyberattack meets
the “use of force threshold” is determined by factors including severity,

634 “Bryssels Summit Declaration”, NATO, last modified August 30, 2018, accessed August 14,
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immediacy, and directness, to name a few®%’. The first factor, severity, is the
“most significant”®38, As they describe, severity lies on a spectrum ranging
from inconvenience to physical harm. The former will “never” qualify as
a use of force while the latter is invariably so%°. Where an attack places on
this scale of severity determines its categorization as “use of force”.

The study notes the ambiguity that can arise when characterizing a cy-
berattack as a use of force. They write: “a highly invasive operation that
causes only inconvenience, such as temporary denial of service, is un-
likely to be classified as a use of force. By contrast, some may categorise
massive cyber operations that cripple an economy as a use of force...”%4°,
In short, disagreements over what is and is not a cyberattack seem des-
tined to occur, which only make the logistics of any serious consideration
of Article 5 murkier.

Issues of territoriality and jurisdiction further complicate international le-
gal processes in cyberspace. As defined earlier, cyberspace is a vast and
nebulous environment. This is not as true for the physical layer; howev-
er, the logical and social layer are highly abstract in the context of ter-
ritoriality. As Erin Anzelmo writes, “The internet exists in an immaterial
dimension”®, It does not abide by the conventional rules of geographic
territoriality. This unique facet of cyberspace proves to be more of an issue
for disputes in international court, however the territoriality question also
bleeds into the issue of attribution®42.

The Washington Treaty makes some note of territoriality in Article 6, which
serves to expand upon Article 5. It states that “an armed attack on one or
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more of the Parties is deemed to include an armed attack: on the territory
of any of the Parties in Europe or North America ...[or] on the forces, ves-
sels, or aircraft of any of the Parties...”®*3. Cyber infrastructure (territory)
is included by virtue of NATQ'’s earlier guarantees that Article 5 applies to
cyberattacks.

More than issues of treaty language, attribution and limited evidence
present the most vexing roadblock when responding to cyberattacks.
More often than not, attributing an attack’s origin with certainty is all but
beyond the realm of possibility®**. The US ODNI optimistically dubs the
process, “difficult but not impossible”®4°. The difficulty increases substan-
tially, however, when attempting to trace the entity responsible for direct-
ing the attack®%. Accurately identifying the actor responsible, especially if
the attack was state-sponsored, is necessary before any counter-response
can be crafted.

Attribution is the action of assigning blame. In cyberspace, this proves dif-
ficult for a myriad of reasons. For one, identifying an individual is entirely
possible, but connecting that culpable individual’s motivation to a state
proves challenging. Benjamin Edwards et al. point out that “In a world
where nonstate actors can readily acquire the ability to conduct cyber-
attacks, holding a government responsible, even for attacks originating
within its borders, is not easy.”®¥’. They further describe issues associated
with attribution, including the ease with which digital evidence can be
“spoofed” and digital traces erased®*,
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The issue of attribution played a significant role in the oft-cited 2007 cyber-
attack against Estonia. In 2007, Estonia was miles ahead of the global curve
in cyberspace. Described as a “leader in ... e-governance”, Estonia has re-
lied on the internet for carrying out a wide range of social necessities and
services®®. In a 2016 interview with the Journal of International Affairs,
former Estonian president Toomas Hendrik llves describes this integration
of the internet and public services, commenting that “...Almost all of bank
transactions and income tax returns have been done online since 2000,
virtually all prescriptions are online, the land registry exists only digitally,
and one third of votes in the last several elections were cast online.”%*,
As he later points out, however, Estonia’s reliance on the internet left it
vulnerable to attack.

The inciting incident was the relocation of the Bronze Soldier of Tallinn,
a Soviet-era war memorial erected in 194751, The statue had stood in a city
park in Estonia’s capital, however early in 2007 the Estonian Parliament, in
spite of threats from neighboring Russia, voted to move the monument in
addition to adjacent war graves®?2. Protests, and eventually riots, erupted,
most notably from ethnic Russians living in Estonia who took issue with the
statues relocation.

Shortly thereafter, Estonia suffered a series of cyberattacks unprecedented
in their scale and coordination. A day after the statue was relocated, Esto-
nian government sites were inundated with an abnormally large amount
of traffic. The next day, the state’s mail server was spammed with thou-
sands of emails, causing the Estonian Parliament’s server to crash. Media,
banking and political websites were overwhelmed by DDoS attacks and an
internet service provider went down®%3,
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Estonia was quick to blame Russia for the attacks, and Russia was quick to
deny them. In 2007 Russian ambassador Vladimir Chizhov, brushing off the
allegations, remarked that “Cyber-space is everywhere”, a tacit reminder
of the issues of territoriality and attribution®*. To this day, one ethnic-
Russian Estonian citizen was convicted, but, due largely to the difficulty of
attribution, no further charges were pursued.

Of course, the attacks on Estonia did not trigger Article 5, however they
did trigger a massive undertaking by NATO to rectify a hitherto inadequate
cyber defense apparatus. In 2007, the defence minister of Estonia Jaak Aa-
viksoo pointed out that “Not a single Nato defence minister would define
a cyber-attack as a clear military action at present.”%%>. This changed within
years when NATO extended the weight of Article 5 to cyberspace.

Conclusion and Final Remarks

To summarize, NATO’s Article 5 commits members of the alliance to mutual
defense if one is subject to an “armed attack.” The language remains vague
enough to allow for flexibility, however if invoked this could complicate ef-
forts within the alliance to come to agreement. The article has only been
invoked once and would only be invoked in case of a “serious” cyberattack,
which to this point has not been concretely defined. In the aftermath of
a cyberattack, issues of attribution, proportionality and territoriality could
further complicate matters. Attribution is exceedingly difficult to ascertain
with a high degree of accuracy, proportionality has seen little precedent,
and territoriality is nebulous in cyberspace.

When pondering what constitutes a “serious” cyberattack, it is tempt-
ing to wonder if an attack similar in scale to the 2007 attacks in Estonia
took place, would it trigger Article 5? The answer is most likely not. While
NATO has taken a sharper public stance against cyberthreats, the issue of
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attribution makes it unreasonable to mobilize forces in response. In any
case, considering how rapidly cyberspace has evolved and expanded in re-
cent decades, it would not be unreasonable to anticipate some “serious”
cyberattack in the future, whatever it may look like.

Article 5 continues to symbolize the collective defense agreed upon by the
member states of NATO, however its exceedingly rare invocation coupled
with the logistical issues of countering cyberattacks make it highly unlikely
that it will be triggered. Nevertheless, NATO serves a critical purpose in
cyber defense and should continue to bolster its efforts through the CCD
COE and strengthen the cybersecurity systems used to protect the physi-
cal, logical, and social infrastructure of NATO and its member states.
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Introduction

This paper compares the gun policies in the United States and the European
Union to determine whether the gun policies affect the modes of violence
used by far-right extremists. To explore this, this paper looks at the gun pol-
icy in the United States, including the individual states of Texas, New York,
and Nevada to show how gun policies may differ within the country. The
same procedure is used to examine the gun policy of the European Union,
and also looks at the gun policies of individual member states of Germany
and France to gain an understanding of how policies may differ among the
member states of the European Union.

After the analysis of the gun policies of both the United States and the Eu-
ropean Union, the author looks into modes of violence used in previous at-
tacks by far-right extremists, such as the use of guns in the Walmart Shoot-
ing in El Paso, Texas, and the use of incendiary devices in the bombing of
the Alfred P. Murrah Federal Building in Oklahoma City.

With less gun control in the United States than in the European Union, this
paper hypothesizes that stricter gun policies lead to the use of less firearms
in far-right attacks. By making it harder to gain possession of firearms, this
paper posits that it may deter violence through the use of guns. This topic
in critical to research and analyze because according to the Global Terrorism
Index, “incidents of far-right terrorism have been increasing in the West”®%6,
thus meriting looking into the modes of violence used to gain a better under-
standing of exactly what kind of violence may be on the horizon.

The Far-Right in the West

The United Nations Security Council’s Counter-Terrorism Committee Exec-
utive Directorate recently proclaimed the far-right posing as a threat that is

656 “Global Terrorism Index 2019: Measuring the Impact of Terrorism”, Institute for Economics
& Peace. Sydney, November 2019. Available from: http://visionofhumanity.org/reports (accessed
August 2020).
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not only growing but also becoming increasingly transnational®’. The cat-
egory of “far-right’ is influenced by many factors that create many different
factions, groups, and movements, such as white supremacy, Christian iden-
tity adherents, those concerned with the apocalypse, important strands of
libertarianism, emergency preparedness, and paleoconservative®®. There
are also many different definitions of the far-right. For the purpose of be-
ing consistent, we use the definition from the Global Terrorism Index (GTI)
of 2019 which states that “far-right’ refers to a political ideology that is
centered on one or more of the following elements: strident nationalism
(usually racial or exclusivist in some fashion), fascism, racism, anti-Semi-
tism, anti-immigration, chauvinism, nativism and xenophobia”%>°. Howev-
er, not every person, group, or movement that holds one or more of these
elements is necessarily considered far-right.

Furthermore, it is important to point out that there are two sides to the
far-right: those who use democratic, conventional ways in order to sway
politics, and those that use violence to get their political ideologies across
and influence politics with an aim for “revolutionary change”®®°, This paper
examines those who use violence, in what is referred to as right-wing ter-
rorism violence (RTV). Right-wing terrorism can be defined as “the use of
threat of violence by sub-national or non-state entities whose goals may
include racial or ethnic supremacy; opposition to government authority;
anger at women, including the involuntary celibate (or ‘incel’) movement;
and outrage against certain policies, such as abortion”%6. Most of the far-
right attacks in Europe have been committed by individuals not groups®2,
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Scholars such as Jacob Aasland Ravndal claim the motivation behind right-
wing terrorist violence in Northern Europe includes a combination of “high
immigration, low electoral support for anti-immigration (radical right) par-
ties,...extensive public repression of radical right actors and opinions...”,
while in Southern Europe it consists of a “combination of socioeconomic
hardship, authoritarian legacies, and extensive left-wing terrorism and
militancy.”®83, These conditions, or ‘recipes’, as Ravndal refers to them, are
also met with a third condition for allowing RTV — significant polarization
between far-right activists and all those that they consider or view as their
enemies®,

As for the United States, there are far-right groups that define themselves
as militias whose goals are to “reinvigorate the traditional republican in-
stitution of the amateur citizen soldier as a counter to the anti-democratic
and ‘tyrannical’ dimensions of the contemporary federal government” %,

In Germany, specifically in Dresden November 2019, ABC News reported
a “Nazi Emergency”, referring to an increase in right wing extremism?®©®,
A citizen’s organization Pegida, which stands for “‘Patriotic Europeans
against the Islamization of the West"’, has also experienced an increase in
their membership numbers with thousands of supporters showing their
loyalty and support by participating in marches®®”’. Alongside of these
trends, we see the rise in different far-right political parties such as Golden
Dawn in Greece, and Alternative for Deutschland in Germany and paramili-

tary groupings throughout the European Union.

In addition to taking part in violent events, far-right groups also partici-
pate in demonstrations. In Germany in 2015 for example, there were
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690 right-wing extremist rallies®®®. By coming together in rallies, it ena-
bles them to show ‘power through numbers’, and support for the ideals
that they adhere to. Typically, “80—85% of all rallies dealt with the issues
of asylum, immigration, and islamization”, representing specific areas the
far-right groups devote their attention to®°.

From 2015 to present in America, individuals and religious institutions
have been the main targets of right-wing attacks. Individuals have pre-
dominantly been targeted due to racial motivations, with attackers using
firearms as their primary weapon. Previously in 1994, the main targets
of RTV were abortion-related, with 27% of all attacks carried out on wom-
en’s health clinics and the medical staff. However, since 1994 to present,
there has been a growing trend of individual’s targeted because of their
ethnic, racial, or religious background, including the religious institution
that they may have been associated with®7°,

Guns and Gun Rights in America

This part will focus on: Nevada, New York and Texas in order to show the
spectrum of gun regulation in the USA.

As stated by Obert and Schultz, “to say that gun rights are a defining fea-
ture of American public life is stating the obvious”®”%. In the United States,
the Pew Research Center found that “three in ten American adults say they
personally own a gun, and an additional 11% say they live with someone
who does”®7?, illustrating that guns and gun ownership are commonplace
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in the United States. Although most gun owners use their guns for activi-
ties such as target practice, hunting, and general recreation, others use
them for protection — either from someone or the government infringing
upon their rights as an American citizen.

As the Second Amendment of the United States Constitution affirms:

“A well-regulated militia, being necessary to the security of a free state,
the right of the people to keep and bear arms, shall not be infringed”®73.

Many Americans still hold the right to bear arms as their sacred right that
the government must not infringe upon. In recent years, the US Govern-
ment has debated and some attempts have been made to push for great-
er gun controls following many deadly events involving guns such as the
shooting at Sandy Hook Elementary School and the shooting at a Walmart
in El Paso, Texas. However, the resistance and protests by many Ameri-
cans with their proclaimed right to bear arms has prevented any drastic
changes or reforms®74,

When examining right-wing terrorist violence, the right to bear arms in
the US is of particular interest. Members of the far-right that belong to
militia movements in America view guns as the “ultimate guarantors of
freedom”®7>. Although RTV does not always include gun violence, the
Global Terrorism Index points out how “over the past four decades, one
in every five mass shootings in the US has been classified as a terrorist at-
tack”, thus showing a need to look into gun policy.

Those on the far right in America, at least those part of militia movements
such as the Oath Keepers and the Three Percenters, view the current Ameri-
can government as “a collapse of the vision of the founders, as a creation of
an alien, non-democratic form of politics dedicated to stripping power from
citizens”®7¢, The push for gun control in the country has further reinforced
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the belief that it is up to them to rise up against the current government and
also teach self-sufficiency through activities such as hunting®”’.

When Barak Obama was elected president, the militia movement in Amer-
ica saw a revival (after it slowed during the 1970s), brought about with
concerns over his race, fears that somehow he was involved in “Muslim
extremism”, and “supposed expansions of federal authority via the Afford-
able Care Act and the financial services bailout” which were perceived as
crises®”®. The overall goal of militia movements was to fight against any
tyranny as well as “protecting the homeland”®7°,

Militias perceive themselves as the last line of defense to protect the rights
of people from the encroachment of the government. Specifically, they
focus protecting theirs and others rights to bear arms. When surveyed,
“two thirds of gun owners say that [protection] is a major reason why they
own a firearm”, aside from reasons of hunting, collection of firearms, and
for work purposes®®. This does not speak entirely for the whole of the
far-right spectrum, but the concerns and worries of perceived crises of the
militia movement are commonly held in the far-right amongst many other
groups and organizations.

Each state in the United States has their own gun policies. In Nevada’s
State Constitutional Provision Article 1, Section 11, Paragraph 1 for exam-
ple, it states, “Every citizen has the right to keep and bear arms for security
and defense, for lawful hunting and recreational use and for other lawful
purposes.”®! Nevada maintains a broad interpretation on what guns may
be used for, leaving it up to citizens, as long as laws in place are followed.

Meanwhile in New York, the State’s Constitutional Provision states noth-
ing. However, Article 2, Section 4 of the New York Civil Rights Law states,
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“A well-regulated militia being necessary to the security of a free state,
the right of the people to keep and bear arms cannot be infringed.”%82,
New York has no provision, but their Civil Rights Law mirrors the Second
Amendment almost completely.

As for Texas, the State’s Constitutional Provision states in Article 1, Sec-
tion 23, “Every citizen shall have the right to keep and bear arms in the law-
ful defense of himself or the State; but the Legislature shall have power, by
law, to regulate the wearing of arms, with a view to prevent crime.”%83, The
Constitution defines defense as the main reason for the use of gun, either
for oneself or the State. However, the Constitution also makes it clear that
the State has the power to regulate gun use to ensure that it is only used
for purpose of defense as well as deter crime” %84,

Gun Rights in the European Union

In the European Union, states share the belief that the bearing of firearms
should be restricted®®>. More specifically, “within the EU a shared under-
standing exists whereby possession and use of firearms should be limited to
state authorities and access to firearms by the public should be restricted” ¢,
The European Union prohibits the following firearms: fully automatic weap-
ons and military weapons, explosive military missiles and launchers, firearms
disguised as other objects, and ammunition with penetrating, explosive or
incendiary projectiles, and the projectiles for such ammunition.

Firearms in the European Union that are subject to authorization include
eight types of weapon: 1) firearms used by marksmen or hunters, 2) semi-
automatic or repeating shot firearms, 3) single-shot firearms with center-fire
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percussion, 4) single-shot firearms with rim-fire percussion whose overall
length is less than 28cm, 5) semi-automatic long firearms whose magazine
and chamber can together hold more than three rounds, 6) semi-automatic
long firearms whose magazine and chamber cannot together hold more
than three rounds, where the loading device is removable or where it is
not certain that the weapon cannot be converted, with ordinary tools, into
a weapon whose magazine and chamber can together hold more than three
rounds 7) repeating and semi-automatic long firearms with smooth-bore
barrels not exceeding 60 cm in length, and 8) semi-automatic firearms for
civilian use which resemble weapons with automatic mechanism®®’.

As for firearms that are subject to declaration, this category includes fire-
arms used by hunters, long firearms with single-shot rifled barrels, single-
shot short firearms with rim-fire percussion whose overall length is not less
than 28cm, repeating long firearms other than those described by types 6
above, and semi-automatic long firearms other than those in numbers 4
through 7 above®®®, Firearms that have no restrictions include single-shot
long firearms with smooth-bore barrels®®°,

Amongst member states of the European Union, there exists “significant
variation” when it comes to firearm policies such as in Croatia, Portugal,
Spain, the Netherlands, Denmark, Germany, Belgium, France, Sweden, and
Italy®®°. | will analyze the individual policies of Germany and France in par-
ticular because they are two countries that experience a higher number of
right-wing terrorist and general terrorist violence, as seen by the attacks in
Hanau, Halle, and on mosques after the Charlie Hebdo attack.

In Germany there are some of the most stringent gun policies in the
world®, The minimum age for possession of any type of firearm is
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18 across the board. However, when assessing policies on individual types
of firearms, the restrictions range significantly®®2. When it comes to hand-
guns for example, individuals must have a license which enables them to
possess only two of them®3, With long guns, citizens are limited to only
three semi-automatic long guns, and “pump action shotguns with pistol
grips or a short overall length are prohibited”. It does not specify however
whether a license is required®*. Concerning both air guns and gas and
alarm weapons, licenses are required. In the case of small firearms, indi-
viduals are required to carry a permit, and can be obtained without having
to show any expert knowledge®>.

As for in France, the minimum age requirement of 18 only applies to hand-
guns and long guns. For handguns, a license holder may possess up to
seven 22 calibre guns, or five handguns of a larger calibre®®. To possess
long guns, a psychological exam is required, and a license holder may have
no more than twelve firearms as well as no more than fifty rounds of am-
munition®’. In the case of gas and alarm weapons, they are freely avail-
able if the firepower for the weapon is less than two joules, and air guns
do not require a license if a person’s gun is less than ten joules of projectile
energy or more than two®%,

In addition to individual member state restrictions, the European Union,
since 2015, developed a firearms directive that adds further measures to
make it more difficult to acquire firearms®®. In 2016 the European Parlia-
ment came to an agreement that a revision of the original firearms direc-
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tive was needed to increase the security of citizens’®. The changes made
to the original firearms directive included a ban of certain semi-automatic
firearms such as automatic firearms that can be changed into semi-au-
tomatics, long semi-automatics (with a length less than 60cm), and long
semi-automatics that had loading devices of more than ten rounds, and
short semi-automatic firearms with loading rounds that had more than
twenty rounds’°?,

The revised firearms directive of 2016 also includes a regulation on acous-
tic weapons and alarm and signal weapons. Acoustic weapons were de-
clared to still be “used in theaters or movies, subject to declaration, au-
thorization, or license depending on the category they belong to before
transformation”’%?, meaning that these inactive weapons may still be
used, so long as they have been declared, are licensed or authorized, and
correspond with the type of firearms they had been when they were ac-
tive. Along with this, the revised directive planned to treat museums and
collectors of firearms as “any civilian firearms holder”’% and will “have
the possibility to acquire category A firearms”’%, but they may only do so
under strict conditions’®.

As with acoustic weapons, deactivated weapons must also be declared
and include stricter enforcement of deactivation rules. Furthermore,
stricter conditions for the online acquisition of firearms and clearer rules
on marking them have been put in place to improve the capability of trac-
ing weapons. Finally, European Union countries require medical checks for
the authorization in acquiring a firearm7°,

As this analysis has demonstrated, there exists a significant range between
the United States and the European Union. In the case of the EU, there are
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significantly more restrictions when it comes to purchasing as well as pos-
sessing guns. Despite the restrictions in the EU, they are still widely used
in right-wing attacks, as seen by the shootings at the Halle Synagogue and
in Hanau in Germany. Although, this does not by any means say that guns
are the only primary weapon of right-wing extremists.

Modes of Violence Used by Right-Wing Extremists
in The United States and the European Union

Over the past decade, there has been a surge in right-wing terrorism”%’.
With an increase in right-wing politically motivated violence, it is impor-
tant to examine what modes of violence are being used for attacks, and
at what rates. Statistics from the Center for Strategic and International
Studies (CSIS) show that in America firearms are overwhelmingly the main
weapon of choice in fatal attacks with firearms being the primary weapon
of fatal attacks 73% of the time between 2005 and 20207°%. The question
that remains is why firearms remain an attractive weapon of choice when
committing acts of terror? Perhaps it is the limited restrictions and availa-
bility of guns in the United States compared to other countries and regions.

Despite the popularity of firearms in fatal terror attacks, CSIS statistics
found incendiary devices as the weapon of choice at 38% in non-fatal at-
tacks compared to firearms at only 24% between 2005 and 20207%. How-
ever, in fatal attacks, incendiary devices were used only 4% of the time”®°.
The report goes on to identify other weapons used in fatal far-right terrorist
attacks and found melee weapons (generally knives or other sharp weap-
ons) were 20% and 3% were vehicles’*!. The report concludes that there
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have been four identified modes of violence used in fatal far-right terrorist
attacks: melee, incendiary devices, firearms, and vehicles, of which fire-
arms were used at the highest rate’*?. As the report demonstrates, guns
are not the only mode of violence used, nor will they likely ever be.

As for the European Union, groups often train for their attacks as paramili-
tary do by including mixed martial arts, survival training, and marksman-
ship”3, Although there is limited data on exactly how often firearms are
used in far-right attacks in the European Union, research suggests firearms
play an important role in the training of far-right groups’**. Research by EU
Terrorism Situation and Trend Report (TESAT) reported groups in Czech Re-
public, Hungary and Belgium all include the possession and use of firearms
in their training. Furthermore, the report goes on to note that some East-
ern European Countries receive “visits by Belgian right-wing extremists...
for the purpose of training or self-defense and marksmanship”’?°. The fre-
guency of the inclusion of firearms in training illustrates their importance.

Although there are stark differences between the USA and EU on their
gun policies, both regions view guns of significant importance in far-right
groups. In the United States, we find that guns are used the majority of the
time in fatal right wing attacks, while in the European Union, they are used
more in the training of far-right groups, which could lead to greater use in
attacks committed in the European Union in the near future.

Conclusion

In this paper the author explored who the far-right are in the West, with
the special focus on the US and the EU and their modes of violence used
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when committing violent and terroristic acts. The specific gun policies
of the United States of America and the European Union were also dis-
cussed, which showed that the European Union has more restrictions on
guns than in the United States. In terms of the modes of violence used by
the far-right, this paper found firearms as the primary weapon the major-
ity of the time in fatal terrorist attacks, and incendiary devices as second.
When discussing the far-right in the West, this paper found private indi-
viduals were the main targets due to racial motivations, as well as their
religious affiliation.

Although the information found and presented is not sufficient to come to
any definitive conclusion about whether or not gun policies between the
regions affect the modes of violence used by far-right extremists in their
attacks, we can confirm that guns are the primary weapon of attacks in the
United States because of their high availability and protection in the coun-
try. We also discovered in the case of the European Union that despite
of strict gun regulations in the region, guns are still often used in right-
wing attacks. More research is still needed, especially that the most recent
trends’*® show an increase in right wing extremism. Thus, overall, there is
little evidence that suggests that differing gun policies affect the modes
of violence used by the far-right in violent attacks.
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Abstract: This paper examines how terrorist groups have capitalized on the immigration
and refugee crisis. First the paper looks at the possible threat of European ISIS fighters
returning back to Western European countries under the guise of asylum seekers.
Then the paper looks at the rise of terrorism in Europe; evaluates possible outcomes
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Introduction

Throughout history, humankind witnessed different tragedies that led to
forced displacement in such as the Great Famine in the United Kingdom,
World War I, the Holocaust, the Partition of India, and currently the on-
going Syrian civil war, which has caused the forced displacement of more
than 5.6 million refugees around the globe and another 6.2 million peo-
ple displaced within the country’?’. Massive waves of refugees and asy-
lum seekers collapsed the capacity of United Nations High Commissioner
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for Refugees (UNHCR), World Food Program (WFP), and the United Na-
tions (UN) to provide help to those people in need. The majority of those
refugees are living in terrible and inhuman conditions. Many refugees
seek a better life with a dignified future in the European Union (EU), even
if it means risking their life by crossing the Mediterranean Sea illegally on
a rubber boat. This crisis involving immense waves of refugees crossing
into EU borders has provided both far-right radicals and jihadists the per-
fect terrain to commence their terrorist attacks. In the case of far-right
oriented political parties, it has served as a suitable excuse to grow their
base and get the ball rolling towards their zero-immigration policies and
overtaking Europe’s power.

Despite the dramatic situation of the refugees and the European coun-
tries’ noble gesture by welcoming the staggering numbers of refugees,
the whole process should be monitored and controlled to avoid the in-
filtration of Syrian regime war criminals, ISIS fighters, and other radicals
among the innocent people. Furthermore, European policies should en-
force the eradication of any radicalization of the far-right movements or
religious-oriented extremism to avoid any future attacks that will cost
innocent lives.

This paper examines how terrorist groups have capitalized on the im-
migration and refugee crisis in Europe, with a particular focus on France
and Germany as case studies since Germany hosted the highest numbers
of immigrants and refugees since the international refugee crisis in 2015,
and France suffered the highest casualties due to religious-oriented ter-
rorist attacks. First this paper looks at the possible threat of European
ISIS fighters returning to Western European countries under the guise
of asylum seekers. Then the paper looks at the rise of terrorism in Eu-
rope. The paper then proceeds by evaluating possible outcomes of this
crisis or any possible future ones, and concludes by providing recom-
mendations to mitigate immigration processes without compromising
international security.
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The Relation Between Terrorism
and the Refugee Crisis

Prior to the onset of the waves of terror attacks in 2014, Europeans already
had violent images of jihadist and extremist engraved in their memories
following the attacks in Europe — the Pan Am Flight 10372, also known as
the Lockerbie attack that caused 259 victims; the Saint-Michel’*® subway
bombing in Paris, leaving four dead and over 150 injured; Spain’s worst-ev-
er terrorist attack, also known as 11M72° attacks that killed 192 and injured
more than 1800 in Madrid’s simultaneous bombing; and Oslo”?! attacks,
where an anti-Muslimism extremist killed 77 people.

Europeans could not imagine that these haunting memories would come
back and that a new wave of terror attacks would be knocking on their
door, threatening their lives and their loved ones in such a brutal and sur-
prising way. On May 24, 2014, the world was overwhelmed by the brutal
images of a jihadist attacker opening fire on the Jewish Museum’?? visi-
tors in Brussels, killing four of them. The attacker — jihadist Mehdi Nem-
mouche’?®, was considered the first ISIS returnee’® fighter to carry on
a religious-oriented attack in Europe. It also represented a new phenom-
enon of a second or third generation Muslim immigrant who had become
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radicalized in Europe, later traveled to join ISIS in Syria and Iraq, and return
to Europe to carry out future terror attacks. This newer phenomenon has
escalated the fears and suspicions towards immigrants of Arab or Muslim
origins as being either affiliated with and/or a returnee fighter of ISIS.

Brussels Jewish Museum strike unleashed a series of terrorist attacks caus-
ing hundreds of deaths and injuries that will hurt Europeans for genera-
tions. A few months after the Brussels attack, several Jihadists stormed
Charlie Hebdo™ offices, killing multiple artists, journalists, and even an
unarmed Muslim police officer. This deadly attack was intended to dem-
onstrate the power of ISIS and its jihadist terrorist, capable of striking Eu-
rope at any cost, even if it meant killing Muslims as was the case of the
Muslim police officer. It is considered the most symbolic attack against the
West and its freedom of speech, as Charlie Hebdo is a satirical magazine
known for its controversial caricatures and had been threatened by jihad-
ist groups for years. The terrorists were identified as second-generation
Muslim immigrants who were born, raised, and radicalized in Paris’?%. This
event raised questions and concerns regarding the capacity of European
law enforcement to protect Europe’s cities from any future attacks. It also
aided far-right groups in spreading their theories and conspiracies of the
Islamization’?” of Europe and enlarging its fan base.

In 2014 the humanitarian crisis in Syria already began, however, the inter-
national community largely ignored it until 2015 when the iconic photo
of Aylan Kurdi’?® — a three year infant who tragically died while attempt-
ing to cross with his father from Turkey to Greece, began circulating social
media triggering moral outrage and demands for something more to be
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done. Europe decided to open its borders and host a substantial number
of refugees seeking safety and shelter; Angela Merkel announced that Ger-
many’?° would open its gates to all refugees and take the largest percent-
age of the newcomers. This initiative however was not well received by
far-right groups, triggering a physical attack against running mayor Henri-
ette Reker’3°, causing her life-threatening wounds because of her support
for refugee and immigration policies. The attacker was later identified as
Frank. $731, a German citizen who later pleaded guilty and confessed to the
attack due to her pro-refugee stance.

Not long after the European initiative of hosting refugees, Paris once again
under attack by jihadist radicals that perpetrated synchronized attacks
across the French capital, killing more than 130 citizens and injuring hun-
dreds. One of the synchronized attacks took place in the Stade de France’®?,
where the national teams of France and Germany were celebrating a soc-
cer match with the presence of the heads of state. The ISIS bombers deto-
nated their suicide vests in the stadium entrance, demonstrating that if
they successfully managed to enter the stadium, they could easily and
efficiently target the highest-ranking officials of the French government
wherever and whenever they planned to”33. While investigating the attack,
French authorities discovered a Syrian passport that allegedly belonged to
one of the bombers. The authorities then tracked back the data from the
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passport making the astonishing discovery that Ahmad Al-Mohammed’3*
had been a refugee who had arrived in Europe through Leros’3> amongst
other refugees during the crisis.

The authenticity of the passport and the attacker’s identity however re-
main in question, as the document could have been counterfeited to
stage the narrative of the attacks. As was later discovered, the real Ahmad
Al-Mohammed was allegedly a soldier in the Syrian regime forces who was
captured and killed by ISIS in the Syrian war’3¢, Notwithstanding the French
authorities official statement, far-right politicians and fanatics across Eu-
rope have embraced the conspiracy that the terrorist attack in Paris on
November 13, 2015, was carried out by Syrian refugees that arrived in Eu-
rope during the recent immigration crisis’®’. Therefore, the expression of
facts divulges that the refugee crisis is not the main reason behind the rise
of jihadist terror attacks in Europe, but it did contribute to the recent rise
of far-right parties and extremism in Europe”3.
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European Social and Political Reaction
to Staggering Waves of Immigrants

History books are filled with examples and images of massive immigration
waves such as in World War Il, the Holocaust, second Sudanese civil war, and
Rohingya persecution in Myanmar, to name a few. Images of people flee-
ing their hometowns towards an unknown path should serve as a potent
reminder and lesson to never allow such tragic events occur again. However,
humankind seems to tragically forget. With all the new technologies making
almost any desired information accessible by one click, the creation of the
UN, WFO, and UNHCR to prevent any armed conflicts, global hunger, and to
support refugees and asylum seekers around the world, humankind is still
not prepared to face any global humanitarian crisis appropriately. Countries
like U.S., Canada, and European countries that form the free world are still
struggling with the differentiation between legal and illegal immigration, for-
getting the past that affected most of them and even forced a portion of their
population to flee wars and disasters — giving politicians from different politi-
cal ideologies the opportunity to label immigrants and refugees according to
their interests. Far-right politicians converted the newcomers as a threat to
their national security and social integrity, fueling the fanatic’s radicalization
to the point of incentivizing them to perpetrate terrorist attacks against im-
migrants, refugees, and anyone who sympathizes with them.

Border control by Frontex’3° and European intelligence agencies in collabo-
ration with the UN should increment its filtering process and enforce its
policies to protect the EU from any possible future threat. European Parlia-
ment and states should enforce social policies to ensure the integration of
the newcomers into the society, preventing social unrest and disturbances
as happened with the blockade’*® across the Bulgarian and Greek borders
in 2016, to prevent the entry of any refugees.

73% Fabrice, Leggeri, ed. “Foreword”. Accessed September 2, 2020. https://frontex.europa.eu/about-
frontex/foreword/.

740 Jakarta Globe. “Europe’s Refugee Blockade”, February 23, 2016. https://jakartaglobe.id/
multimedia/europes-refugee-blockade/.


https://frontex.europa.eu/about-frontex/foreword/
https://frontex.europa.eu/about-frontex/foreword/
https://jakartaglobe.id/multimedia/europes-refugee-blockade/
https://jakartaglobe.id/multimedia/europes-refugee-blockade/

198 10. The Relation Between the Refugee Crisis, Terrorism, and Far-right Extremism...

Gigantic migration waves irritate different parts of the society of any host
country, due to the rejection of such an unfamiliar phenomenon, and
could perceive it as a threat. Especially when the political leaders encour-
age such ideas through their political campaigns and the influence of for-
eign disinformation campaigns as the Russian Federation is actively con-
ducting against European countries, especially Germany during the past
few years’*l. In Germany, since Chancellor Angela Merkel opened the
doors for the asylum seekers and refugees, different parties have prior-
itized the immigration crisis and dominated political discussions. Over
the course of one year, over 1.3742 million people entered Germany and
applied for asylum in the country in 2015. Along with the data available,
the crime rate and terrorist attacks in Europe increased significantly since
2014. For example, in Germany 6.1 million offenses were reported in 2014,
and in 2016, 6.4 million offenses were reported, marking a difference of
300,000 offenses in just two years. German men between the ages of 14
and 30 form 9% of the country’s population and yet have committed half
the crimes rate in Germany’*3. Also, since 2014 proportion of non-Ger-
man suspects in the crime statistics has increased from 24% to just over
30%744. The increased crime rate in Germany can be related to the surge
in numbers of refugees. And this fact has been exploited by an aggressive
massive political campaign carried out by anti-refugee European parties
led to a general decline in the acceptance of the new arrivals among the
European population. Further fueled by aggressive Russian disinformation
campaign, exaggerating and even creating “fake news” to create a parallel
reality, in which Europe will face Armageddon due to migration — portray-
ing the immigrants and refugees as the evil force that will soon destroy the

741 Gustav Gressel. “Russia’s Hybrid Interference in Germany’s Refugee Policy”. ECFR. European
Council on Foreign Relations, February 4, 2016. https://www.ecfr.eu/article/commentary_russias_hy-
brid_interference_in_germanys_refugee_policy5084.

742 pew Research Center&#039;s Global Attitudes Project. “Number of Refugees to Europe Surges
to Record 1.3 Million in 2015”, August 2, 2016. https://www.pewresearch.org/global/2016/08/02/
number-of-refugees-to-europe-surges-to-record-1-3-million-in-2015/.

743 Reality Check. “Are Migrants Driving Crime in Germany?” BBC News, September 13, 2018. htt-
ps://www.bbc.com/news/world-europe-45419466#:~:text=1n%202014%2C%20German%20men%20
between,seekers%20who%20came%20in%202015.
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“weak” European countries. The fake testimonies created by the Russian
disinformation campaigns such as the case of the Russian speaking victim
Lisa that alleged she was raped by several refugees in Germany, serves as
a great example. However, this incident never happened, and the fake sto-
ry was dispersed through different anti-refugee social media groups and
websites such as Anonymous.Kollektive and Asylterror.com’,

Since the 2015 refugee crisis, the political party Alternative fir Deutschland
(Alternative for Germany: Alternative flir Deutschland, AfD) grew their
base and empowered their vision. During the summer of 2015, many Ger-
mans seemed to welcome refugees arriving in the country, but the mood
changed by 2016, when a majority of Germans wanted a cap placed on
refugees’®®. This change among the German people regarding the accept-
ance of more asylum seekers and new arrivals immigrants is due to the un-
fortunate events that stormed the Old World, causing hundreds of deaths
and injured thousands, tearing apart thousands of families in the deadliest
wave of terrorist attacks in decades in addition to the aggressive disinfor-
mation campaigns influencing over the perception of the German society.
According to Europol, in the period of (2014-2016) 561747 terrorist attacks
failed or foiled across the European continent, and the law enforcement
conducted 2823 arrests during the same period targeting possible terror-
ists from both religiously motivated jihadists and far-right radicals.

AfD7#8 is by far the best known opponent to Merkel’s pro-refugee policy. AfD
seeks to eliminate the number of immigrants entering the country with their
zero-immigration policy; hence the party is also seeking the German bor-
ders to eradicate the unregulated illegal immigration. In France, the leader
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Paper No.11/2016 (January 1, 2016): 1/4.
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of the far-right National Front (NF, fr. Front National)’*?, Marine Le Pen, led
the party and secured 27.7% of the vote nationally, situating the party in the
front of the political scene in France. 16% of those who voted for the NF said
they had changed their voting intentions after the November 13t attacks’°.
A clear statement that reflects the success of the far-right to ride the wave of
the anti-refugees and immigrants’ movements, especially after the jihadist
terror attacks.

The violent far-right extremists started taking its rage against refugees them-
selves by attacking everyday refugee camps across Germany. More than 1,600
crimes against refugees and asylum-seekers in their temporary or permanent
shelters caused them physical harm, destroyed their personal belongings
and even burned down the entire buildings. These attacks took place in 2019
only’>!. German authorities admitted that the refugees could expect to be
attacked at any moment and everywhere, a statement that demonstrates
a drastic rise in far-right hostility against the asylum-seekers. What many
feared in Europe, was the return of the far-right extremists in the European
streets, who have gained a voice among a large majority of the population
who is full of anger and uncertainty, fueled by the economic crisis, disagree-
ment with the EU policies, and the ongoing crisis that has brought millions of
foreigners blamed for all the terrorist attacks happening across Europe.

Recommendations on Policies and Solutions
to Facilitate Immigration Without Compromising
National Security

The UN and UNHCR should increase their capacity to process asylum petitions
for refugees already located in countries hosting refugees temporarily. The
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current process to relocate asylum petitioners can take up to two years, and
excludes many stranded refugees that can lead to dangerous security risks and
loss of lives. To illustrate one example, a former Syrian intelligence officer’>2
found a safe haven in Germany after fleeing Syria and claiming asylum. He was
later identified by a former detainee that previously had been tortured by him
in Damascus. After their incredible encounter between the alleged war crimi-
nal and his former detainee in a supermarket, the victim informed the German
authorities, leading them to open an investigation and arrest the individual.
This incident is considered the first international Syrian war crime, which is
also a point of concern, as it revealed the possibility of a large numbers of war
criminals arriving in Europe among the refugee waves’>3,

Processing immigrants and border control are complicated tasks during
peace or regular times for any state and its law enforcement agencies. It re-
quires many resources that prove difficult to provide when used at its maxi-
mum capacity in extraordinary cases such as the refugee crisis in 2015. For
this reason it is necessary to have a broad intrastate cooperation between
European intelligence agencies and Frontex to share and improve its data-
base that includes information gathered during the process of collecting
intelligence of possible threats, and used as a primary filter to decline the
entry and the arrest of individuals that could pose a risk to European and
international security.

During the interview of an asylum petition, candidates should provide valid
information and relevant documentation besides their narrative about their
past and the reason behind their asylum application. Authorities should
look into the smallest details and contrast it with existing databases as well
as to seek help from current or former refugees to validate it. European
authorities should share the information collectively, instantly be able to
access databases that include the collected information to create a list of
matching individuals from the narratives that could potentially be involved

752 Deborah Amos, “Syrian War Crimes Trial Resumes In Germany”, NPR, May 21, 2020, https://
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in crimes against humanity, and to avoid their infiltration among other asy-
lum seekers as was the case in Netherlands and Germany.

Besides the importance of information, technology is a crucial factor in the
War on Terrorism and seeking international security. Therefore, European
authorities should seek viable facial recognition software’* and artificial
intelligence to process millions of images and footages that are published
on different websites to identify potential radicals, terrorists, and criminals
before they reach Europe.

Conclusion

The world has witnessed how far-right extremists and jihadists have tak-
en advantage of security gaps, the most recent being the refugee crisis in
2015. While the European countries face hundreds of thousands of refu-
gees seeking shelter and safety, far-right politicians adapt to events and
circumstances that favor their ideology, and grasp onto any theory, even if
part of a foreign disinformation campaign, so long as it fuels their base and
helps them reach their goal. The European Union is confronted with the
challenging task of maintaining the security and stability within its border
to avoid the repetition of any terrorist attack. Social unrest could lead to
the radicalization of some individuals that are considered far-right fanatics
and enforce its security and policies to mitigate the complexity of the im-
migration process without compromising its national security. The author
believes that authorities need to cooperate with non-profit organizations
and citizens’ initiatives to avoid such scenarios.
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The Role of Disinformation
in Migration: Case Studies
of the United States and Sweden

Marianne PERKINS

Abstract: Fake news, junk news, disinformation, and countermedia are distinct from
similar terms like misinformation due to their intentionality to mislead. Disinformation has
existed for centuries, but its forms today in the information age are especially dangerous
with the possibility of high levels of amplification on social media. The characteristics
of democratic elections — such as in the United States 2016 presidential election — may
very well be changed by the increase in and specialization of echo chambers filled with
like-minded individuals and often also disinformation. These echo chambers result in
increased polarization with little resolve and many countries confused as to what is the
solution to fighting disinformation. Mitigation strategies are possible and necessary for
individuals and countries to win the so-called information war.

Keywords: Disinformation, misinformation, fake news, migration, immigration, United
States of America, Sweden

Introduction

Fake news and disinformation dominate social media or at least are per-
ceived to. These now ever present issues seem to be a recent invention
of the information age, although both have existed since the start of hu-
manity in various forms’>>. In fact, the 1896 American presidential election

755 Richard Stengel, Information Wars: How We Lost the Global Battle Against Disinformation
& What We Can Do About It (New York: Atlantic Monthly Press, 2019), 3.
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spawned perhaps one of the first written and widely circulated forms of
actual fake news in the creation of the newspaper known as The Common-
er. In the wake of his defeat in the presidential election to William McKin-
ley, William Jennings Bryan chose to create The Commoner to go against
the mainstream media, which he deemed as biased and unreliable. The
creation of the newspaper’s biased and misleading content caused news-
papers throughout the United States to raise concern over the blatant lies
and fake news The Commoner spread’®. Eventually this turn of the centu-
ry fake news subsided, but in recent years there has been a reemergence
in the discussion and spread of fake news and disinformation similar to
Jennings Bryan’s early twentieth century newspaper.

What is new about today’s disinformation is the way it is able to be increas-
ingly weaponized through the internet and social media to become a new
form of warfare. Information warfare is beginning to be combined with
traditional warfare to create asymmetric conflicts like the 2014 Russian an-
nexation of Crimea’®’. Russian trolls used social media in Ukraine and state
controlled news like RT to mobilize dissent and create an image of western
interference in any anti-annexation protests. While for many westerners
this type of asymmetric warfare was unimaginable, the Russian Federa-
tion had become quite skilled in propagating and spreading disinformation
from its Soviet past and present commitment to continue to influence lo-
cal and far-away issues’>®. Foreign and domestic sources are both capa-
ble and willing of achieving their goals—to mobilize, to disorganize, and
to confuse—through the use of disinformation. The political nature of the
lion’s share of disinformation focuses on salient issues, which may cause
interference in democratic elections and may affect state policy negatively.

This paper presents an overview about the phenomenon of disinforma-
tion. Two case studies have been analyzed with the special focus on the
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758 Stengel, Information Wars, 145.


https://www.theatlantic.com/technology/archive/2017/01/the-fake-news-crisis-120-years-ago/513710/
https://www.theatlantic.com/technology/archive/2017/01/the-fake-news-crisis-120-years-ago/513710/

Previous Research and Theory 205

issue of migration, in order to demonstrate how the use of disinformation
can jeopardize stability and security of democratic states.

Previous Research and Theory

Fake news today exists with an entirely different meaning than it was origi-
nally intended in the recent past. Prior to circa 2015, fake news existed
merely to describe political satire like Saturday Night Live and The Daily
Show with Jon Stewart”°. An Israeli study found that exposure to comedic
fake news caused increased cynicism in the surveyed individuals as the
comedic portrayals of politicians were viewed as fairly accurate. When this
exposure to comedic news was combined with higher levels of hard news
like factually based newspapers and television programming, the surveyed
individuals were able to be somewhat less cynical as the fake news portray-
als of politicians were judged more accurately based on the characteristics
and behaviors of the real politicians from their hard news exposure’®. Al-
though this previous knowledge of fake news and its effects are able to be
better understood through this previous research, the new version of this
term is still young with its difficulty to track and often inability to establish
causation and not simply correlation.

The current definition of fake news — understood as “false stories that ap-
pear to be news, spread on the internet or using other media, usually cre-
ated to influence political views or as a joke”’®! — emerged in 2014 with
Craig Silverman as he was researching disinformation at Columbia Univer-
sity. When beginning his career at BuzzFeed’®?, he started to use the term
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in his work. By early 2017, the term was adopted and used by American
president Donald Trump to describe CNN and their coverage on his presi-
dency’®. Over time, this term has shifted and is now used by politicians
and the general population to describe certain types of news, especially
news which one does not agree with. Using this politically charged term
often leads to polarization’®4. Due to the politicization of the term, some
scholars are electing to shift from the term fake news to instead call this
phenomenon countermedia. According to Hopp, Ferrucci, and Vargo, the
term countermedia more accurately defines this phenomenon as the news
in question is more often than not news with some limited truth present.
The content in countermedia, aside from the “grain of truth”, is designed
to be politically charged by presenting news with a distinct narrative.
Countermedia’s goal is to push a particular narrative and interpretation,
making the denotation of fake news, countermedia, and disinformation
essentially the same’®,

Aside from these three essentially equivalent words, there must be a clear
distinction between the terms misinformation, disinformation, and ma-
linformation. These terms exist on a spectrum with misinformation and
malinformation being the two extremes and disinformation lying some-
where in the middle. Malinformation describes the release of personal in-
formation with the intent to harm’%, Often at times the issue of releasing
information is simply due to its purpose to blackmail a person, but it can
be used, for example, politically with an attack on a particular politician.
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The other two terms, misinformation and disinformation, both cover in-
accurate claims. However, misinformation lacks the intentionality of dis-
information. Disinformation is the “intentional distribution of fabricated
information to advance political narratives.””®’. This intentionality is what
makes disinformation, countermedia, and fake news so dangerous.

Today disinformation is increasingly used in an online environment, as shown
in the 2016 American presidential election’®. All social media sites provide
internet users — domestic and international actors, the opportunity to create
disinformation and share it online, whether it be for profit or for personal
gain’®. The 2016 American presidential election saw a high volume of dis-
information from domestic actors and Kremlin-backed trolls. Interestingly
however, a significant amount disinformation originated from a small city in
Macedonia, where locals worked to sensationalize and plagiarize American
alt-right media into new content, which was then promoted on Facebook
for profit as opposed to personal investment in the victory of Trump’’®, The
reasoning for attention to and interaction with these sensationalized, un-
believable stories was not necessarily due to the Americans steadfast be-
lief in these stories. Rather, as Hermida discusses, social media is simply “an
expression of identity”, and sometimes these identities are accidentally or
intentionally expressed with disinformation’’?. For some people, articles
containing disinformation may be viewed as entertaining or even shocking,
while for others, they “confirm” what one “always knew.” This explanation
exemplifies echo chambers’”? ability to flourish on social media’.
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Echo chambers are becoming increasingly common and perhaps even more
specialized to a person’s particular beliefs on social media websites like Fa-
cebook and Twitter’’4. A 2017 study of 783 Facebook and Twitter users, con-
sisting of a nearly even male/female representation of U.S. citizens, 18 years
or older, were selected to participate in a study about sharing disinformation
online, defined in this study as countermedia for the validity of the partially
true but skewed content. The individuals were also asked to rate themselves
on a political scale of one to seven, with one being the most liberal and
seven being the most conservative. The study found that the majority of
shares of countermedia were on Facebook, with 1,152 posts being shared by
the participants. Only 129 instances of disinformation, again from the same
group of individuals, were shared on Twitter’”>. Although most of the par-
ticipants did not share any countermedia, the study found those identifying
themselves as extremely liberal or extremely conservative (those classifying
themselves as a one or a seven) shared disinformation the most. On Face-
book, the most conservative individuals shared 26% of the countermedia
with the most liberal sharing 17.5%. These statistics showed on Facebook
22.97% of the participants shared 43.4% of the total countermedia shared.
While this study is not conclusive on the spread of disinformation on social
media concerning elections or politics, it does show an increased rate of
sharing disinformation by hyper-partisan individuals’.

Mainstream Media Distrust and Disinformation
about Migration

The role of mainstream media has been rapidly changing since the advent
of the internet and social media. Mainstream media is no longer able to
serve as a “gatekeeper” with the ability to prevent misleading or untrue
news’’”. Today almost anyone can create and share content such as ama-
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teur journalists. This enables individuals to serve as whistleblowers and to
cover important events and developments that may be ignored by main-
stream news outlets. At the same time, it allows anyone to post false and
misleading content on social media without the need to gain permission
from a media outlet or authority figure. This was exemplified in the lead
up to the 2016 American presidential election, whereby disinformation al-
leging a high amount of voter fraud was allowed to spread’’8. A study by
Silverman on behalf of BuzzFeed confirmed this and noted the rise of fake
news versus mainstream media shared on Facebook’”® in the days leading
up to American 2016 presidential election. He discusses how the type of
news—fake and mainstream—shared on social media about the American
2016 presidential election shifted between February 2016 until election
day in November, whereby fake news eventually outpaced mainstream
media shortly before and on election day’®°. Although causation cannot
be established, the findings do suggest that the decrease of the share of
mainstream media and increase of the fake news may have had a political
influence on voters.

While fake news represents one threat, the lack of media freedom to pub-
lish content freely serves as another. Recently the Freedom House has re-
ported a general global decline in media freedom in recent years, posing
a significant threat to democracies, especially for emerging ones such as in
Africa and Asia’®!. Despite the United States receiving the highest and best
possible score for media freedom, many Americans have increasingly grown
skeptical of mainstream news in the past few years, calling for the rise of al-
ternative news sources and an increase in reliance on the social media to lo-
cate these sources. In 2018, Gallup carried out a survey reporting that 41%
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of the respondents trusted the media — Democrats more than Republicans
and Independents’®. Despite this seemingly low number, American trust
in the mass media has actually increased. In 2016 for example, only 32%
of Americans trusted mainstream media, a record low for this survey’®.
These numbers show a serious divide in the trust in the mainstream me-
dia, most starkly when comparing Democrats and Republicans, with 69% of
the former and only 15% of the latter trusting in the mass media in 2018.
Although the exact cause is unknown, partisan politics and a view of a lack
of representation of conservative viewpoints in mainstream news certainly
may play a large part in Republican mistrust of mainstream media.

The reason for Republican mistrust in the media may be connected to
political ideology and politicians such as President Trump who use divisive
policies e.g. the border wall as well as “Muslim ban” rhetoric’®*. While
North America and Europe have varying degrees of right-wing populism,
political parties and politicians subscribing to this ideology are present in
a number of these states. Germany’s Alternative for Germany party, Swe-
den’s Alternative for Sweden party, the United States’ President Trump,
Poland’s Law and Justice (Prawo i Sprawiedliwos¢, PiS) party, and Brazil’s
President Jair Bolsonaro are just a few examples’8>. These examples are
by no means exhaustive, but they do show a few notable examples of the
spread of right-wing populism in North America, Europe, and even Latin
America. In general, these parties are built on the concept of a past with
cultural homogeneity and/or economic success with an “us vs. them”
mentality. The “them” can be anything from elites, Muslims, individuals
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of a different race or culture, migrants and even the media itself’®. This
builds a battle that must be fought to protect “us” from an adversary. Of-
ten at times alt-right populist politicians and parties choose multiple and
often interconnected battles for change in policy and practice. An excel-
lent example is the United States, which combined “them” to include all
migrants, especially Muslims and those from Hispanic and Latino back-
grounds’®. Alt-right populist parties and politicians, especially when they
heavily push anti-immigrant policy, enjoy support from their international
counterparts, especially Russia due to the divisiveness of these issues’2®,

Migration has proven to be a particularly salient, alt-right populist area of
interest due largely in part to the 2015 European migration crisis and the
assumed influx of Mexican and other Latino migrants to the United States.
The amplification of politicized information on migration is of particular
use to Russian trolls and international alt-right organizations to push par-
tisan politics with immigration’s divisiveness’®. The issue of migration can
further be linked, although falsely, to an increase in migration leading to
a rise in crime and terrorism causing a divisive stance’®. Despite the mis-
leading nature of many facts associated with supposed problems arising
from migration, they are still able to spread and be widely believed. A call
for citizens to react to “save their country from the other” has the potential
to be particularly salient in mobilizing voters and individuals by perceiving
migrants as a threat to the citizen’s way of life, culture, and religion. View-
ing and labelling migrants as “the other” can extend through generations
of family members built in the original host country”?,
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Additionally, many migrants come from politically and economically un-
stable environments in which they are unsafe physically and/or economi-
cally’®?. These conditions can translate into initial economic instability in
their new host country. Migrants are also subject to hate crimes resulting
in injury or even death. After a wave of terrorist attacks in early 2016 and
a call from then candidate Trump for the Muslim immigration ban, Cali-
fornia State University “found that hate crimes against American Muslims
were up 78 percent over the course of 2015.”7°3, The amount of uncer-
tainty for migrants is concerning in every country. The United States has
long been held as a welcoming country for immigrants’*, especially when
considering the United States was originally, what then U.S. Senator John
F. Kennedy called “a nation of immigrants” in the title of his 1958 book’>.
Disinformation in the United States and internationally threatens the en-
trance of some of the world’s most vulnerable populations into host states,
and even once admitted, there is not a guarantee of safety. While the use
of disinformation on migration serves to stop migration, it has at the same
time exacerbated the suffering of potential migrants with today’s many
humanitarian crises with violent conflicts and wars in their homelands’®.

Case Studies: The United States of America
and Sweden

While many Americans still consider the United States as a “nation of im-
migrants”, there is a growing number of those who do not, calling for de-
creased immigration and a border wall. Similarly, Sweden until 2015, was
regarded as a country welcoming refuge for migrants, receiving the fourth
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highest number of asylum requests of the OECD countries, following the
United States, Germany and Hungary’®’. Today however, the Migration
Policy Institute reports that Sweden has taken a more restrictionist poli-
cy with the newly elected, nationalist, and anti-immigration government
(2018)7%8. The United States has also followed “restrictionist policies fol-
lowing both 9/11 with even more now under the Trump administration,
ranging from the Muslim ban to decreased refugee quotas’ and a recent
attempt to drastically decrease the number of international students stud-
ying in the U.S. in July 2020 which was struck down8,

The United States

During Donald Trump’s presidential campaign, he heavily emphasized his
anti-migrant sentiments®? as well as his concern for election fraud re-
sulting from undocumented migrants voting in elections®®. As a solution
to both of these problems, Trump campaigned on populist concepts like
“building the wall”, with the wall being along the U.S. border with Mexico
in addition to increased deportation®3, Almost immediately upon officially
becoming the president of the United States, Trump issued his first execu-
tive order in January 2017. This executive order was clearly anti-migrant,
as it halted the settlement of Syrian refugees, discontinued admission of
refugees approved for resettlement, and created the Muslim ban which
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denied entry for citizens from seven Muslim majority countries®®, This ex-
ecutive order and later cap on refugee admission from 110,000 under the
Obama administration to 45,000 in 2017 under the Trump administration
broke from the American government’s post World War Il tradition of wel-
coming refugees into the United States®>,

President Donald’s Trump’s first executive order’s focus on migrants—spe-
cifically refugees and Muslims—was the first attempt to fulfill his campaign
promise of anti-migrant policy®%. While in office, Trump continues to gen-
erate false information and knowingly improbable ideas®®’, such as his
idea to relocate undocumented migrants to so called “sanctuary cities”,
which are cities choosing to often not comply with assisting Immigration
and Customs Enforcement officials with information about potentially un-
documented immigrants. Such a transfer, according to Homeland Security,
would be impossible due to the high cost and complexity of such a pro-
gram®2, Although some unfounded claims do come directly from Presi-
dent Trump, others continue to be generated on social media, even after
the 2016 election ended. A recent example from 2018 originated from
a post by Twitter user Mike Allen showing a picture of injured and blood-
ied Mexican police officers. The caption explained this harm was caused
by “the caravan”, a term used by Trump to describe asylum seekers from
central America seeking refuge in the United States®. This post exempli-
fied simultaneously an anti-caravan, pro-Trump, and pro-military interven-
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tion at the U.S./Mexico border. The truth behind this image has nothing to
do with a “caravan” and is in fact a picture from a 2012 student protest in
Mexico City®9, This is an excellent example of disinformation in the form
of misrepresentation by combining the politically charged caption with the
unrelated images.

As a combination of the Trump administration’s anti-migrant stance and
fear of election fraud, there have also been attempts on the campaign
trail and during his presidency to draw a connection between the two to
create a convenient narrative to pursue a political goal. This interconnec-
tion supposes that undocumented immigrants vote in elections and skew
the vote in favor of the Democratic party®!’. In 2019, Trump alleged on
Twitter thousands of non-citizens voted in Texas elections due to a report
published by the Texas Election Commission®!2. The Tweet additionally
called for increased voter identification laws for elections on the fear that
many undocumented immigrants and non-citizens regularly vote in elec-
tions. Although the claims made in the Tweet originate from a study, the
information used was taken out of context and transformed into a form of
disinformation, which journalists later debunked. Alexa Ura explained this
report simply flagged voters for citizenship checks, meaning they were not
citizens when they applied for and received their state identification cards
or driver’s licenses8!3. However, as she points out, non-citizens with green
cards or other identification documents, are entitled to become natural-
ized, and then be eligible to legally vote.

Additionally, Trump spread disinformation and fueled prejudice amongst
his supporters about refugee resettlements. Trumps first executive order
for example, encouraged a halt to refugee resettlement under the as-
sumption the current process does not vet refugees thoroughly enough
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to keep Americans safe. This assumption however is unfounded given
that refugees are thoroughly vetted through a process that can take two
years or more starting with the United Nations High Commission for Refu-
gees and then again through a thorough vetting process with multiple
American governmental agencies, including law enforcement, national
security, and intelligence agencies®'*. Additionally, the call for the border
wall and the necessity of additional law enforcement along the southern
border ignores the way the majority of undocumented immigrants ar-
rive in the United States. For the seventh year in a row, the Center for
Migration Studies has found visa overstays as the main reason for newly
undocumented immigrants. As the Center shares, 62% of newly undocu-
mented immigrant cases are from visa overstays and only 32% of them
from illegal border crossings. This finding raises doubts about the need
for a border wall and military deployment at the southern border and
rather highlights the necessity for increased scrutiny in the Department
of State visa approval policy®®.

Sweden

Although Sweden has been receptive of and is a host to a large num-
ber migrants, the issue of migration has become a contentious issue
in Swedish politics®!. Following the reception of 156,460 asylum re-
quests in 2015, some political parties used this as evidence of a migration
crisis in Sweden®!’. The two political parties most notable for spreading
this idea and fueling fears are the Swedish Democrats (Sverigedemokra-
terna, SD) and Alternative for Sweden (Alternativ for Sverige, AfS), known
for their anti-immigrant beliefs, the AfS being the most extreme®:8, While
it is not uncommon for political parties to play upon some facts to further
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their own political agendas, alt-right parties often manipulate and distort
information that is presented in a similar style and format to that of tra-
ditional journalism so as to cause confusion and make it difficult for read-
ers to determine what is real or fake news®%. Instead of using the term
disinformation, “junk news” is more prevalent in Sweden, although both
terms are equivalent — denoting the intention of using misleading news.
A study by the Oxford Internet Institute also found that Swedes interact
more with “junk news” than other European countries®?°, Not only is Swe-
den one of the highest consumers of “junk news” in Europe, it also shares
more fake news on Twitter than many other countries, on average eight
out of ten times more, most of which are of Swedish origin®?,

Unlike many countries from Europe and the western world, Sweden has
managed to avoid foreign interference and meddling in elections, or so it
so far appears. In the 2017 German federal election for example, evidence
emerged suggesting that Russian bots were used to spread disinforma-
tion, but no such evidence was ever found in Sweden’s 2018 elections®??.
That is not to say however the Swedish alt-right is entirely isolated from
communicating with international alt-right media. One of the starkest
examples is the political party Alternative for Sweden, representing a sim-
ple alteration to the name of its German equivalent Alternative for Ger-
many. In spite of the apparent connection between the two groups, they
remain minimal. This is also the case of European and American al-right
movements that lack coordination and any internationally backed ampli-
fication campaigns of disinformation3%3,

Despite the lack of coordination between AfS and other alt-right groups,
there still has been considerable interest in Sweden amongst interna-
tional alt-right groups. Although Sweden avoided Kremlin-backed news
sources or other alt-right group from meddling in its election by injecting
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disinformation, there existed a disinformation campaign about Sweden
for external audiences®?*. Social media outlets for example portrayed
Sweden as “a country in crisis on the verge of a civil and ethnic war”,
an assumption drawn from the influx of Muslim migrants to Sweden by
alt-right media sources®?®. The idea that Sweden’s homogeneity was “ru-
ined” circulated despite any evidence to prove this was the case. Even the
American broadcast news channel Fox News focused on this supposed
issue which was then picked up by President Trump in 20178%¢. The goal
of this smear campaign of disinformation about Sweden was established
by Russian-backed media and the alt-right to encourage the emergence
of an “anti-liberal” and “anti-migrant” society and policies in Europe and
North America®?’.

Even documentaries emerged out of the international campaign to smear
Sweden and spread disinformation about its alleged migration prob-
lems. Ami Horowitz’s YouTube mini-documentary “Stockholm Syndrome”
gained quite a lot of attention after it was posted to YouTube in Decem-
ber 2016, with some claiming the video sparked Trump’s infamous 2017
comment about “last night” in Sweden®2®. After the release of the docu-
mentary, the majority of the Swedes that were either in the film or filmed
the documentary came out and criticized the heavily edited footage. Two
policemen interviewed in the documentary also stated that their answers
were heavily edited and taken out of context to give the impression that
police responses were weak to the supposed increase of violence by mi-
grants®?°, One of the cinematographers, Emil Marczak, confirmed that
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many of Horowitz’s questions were manipulated to establish causation
between the refugees and a rise in crime®P°, This attempt to establish
a link and release the information in English clearly shows the goal of the
entire campaign was to smear Sweden as the creation of disinformation
to support an anti-migrant and anti-refugee narrative for the rest of the
western world.

Conclusion

Disinformation is an increasingly large adversary in the information age
with its ability to stem from a Russian troll factory with non-stop content
production or even from a fourteen-year-old in his parent’s basement.
Anyone can create disinformation to spread on social media, and many
may prove to be quite good at it. Its spread is concerning, and its political
impact on issues like migration could have lasting impacts to the implo-
sion of government policy and programs. Disinformation resulted in the
Trump administration’s attack on the American refugee resettlement pro-
gram that has severely damaged refugee quota caps that could take years
to restore and raise again. Without the proper tools to combat the issue
of disinformation, the damage to policies and polarization in the years to
come could be nearly irreversible.

The 2016 American presidential election showed a worrying creation of
a “toxic mix”, consisting of the spread of fake news, average broadcast
news audiences above 60 years old, and the spread of both good and bad
information on the internet that may have the ability to undermine even
the strongest democracies®!. Today, this “toxic mix” continues with little
mitigation. Mitigation to the issue of disinformation under a democratic
system at times can be viewed as a violation of Freedom of Speech and
the First Amendment, and maybe such speculations are correct in cer-
tain cases. Nevertheless, mitigation should be attempted. While there are
many solutions to combatting disinformation, the most credible avenues
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to attempt mitigation are an increase in the availability of fact checking
websites, increased research into disinformation detecting Artificial Intel-
ligence (Al), and lastly the introduction of media literacy into curriculum.

The information war against disinformation cannot be simply won by
countering every piece of disinformation with the facts directly; instead,
it is essential to continuously publish factual information through reli-
able channels beyond mainstream media®?. Mainstream media is most
often a source of factual information, but there is a profit motivation to
create the most interesting and clicked through stories. It is important for
more fact checkers to emerge and to find ways to encourage their use
as objective sources. Using fact checkers helps to empower individuals to
take disinformation into their own hands to read the facts and choose for
themselves how to interpret information. With these fact checkers, it is
important to promote their objectivity to prevent them from becoming
politically polarized and exacerbating issues. In the future, a fact checker
could be artificial intelligence or Al which detects false information. Al can
be trained to analyze content using certain key words as well as to distin-
guish between human networks versus bot networks and use this infor-
mation to promote facts and disprove or remove disinformation.®33 This
advancement would have the ability to stop disinformation from spread-
ing as quickly, but this will only be possible when the Al is able to have an
extremely high accuracy level and not remove the content of individuals.

Media literacy for citizens of all ages is essential for a functioning and
healthy democracy in the information age. An excellent example is Esto-
nia, which has introduced digital citizenship into school curriculum with
a “Lifelong Learning Strategy”®4. This curriculum encourages students
to be ready in being able to succeed in work and study in today’s digi-
tal world. The combination of encouragement to be ready for future ca-
reer and educational opportunities with an additional emphasis on critical
analysis skills allows for students to be ready to also analyze and determine
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834 Birdwell et al., “Smearing Sweden”, 36.
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information to be true, misinformation, or disinformation®?®. This lifelong
education will hopefully remain with students in these types of programs
for life, eventually creating a society in which the majority of the popula-
tion is able to think critically and dissect information for truthfulness. With
educational programs, an increase in fact checkers and fact checking tech-
nology, it is hopeful that one day polarizing issues such as migration can
be analyzed and bipartisan agreement can once again becomes possible.

85 Ibid., 37.
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Abstract: The following is intended as an introduction for students and professionals
to consider sexual offending within the context of terrorism. Specifically, sexual
offending is reviewed as a means of inducing terror (e.g., rape), and as advantageous
for recruiting (e.g., access to sexual slaves) and funding (e.g., prostitution) for terrorist
organizations. The present analysis is meant to provide a truncated overview rather
than a comprehensive examination. Interested readers are directed to other sources
for more detailed coverage of topics such as prostitution and terrorism- rape during
warfare, terrorism, evolutionary psychology and evolutionary perspectives onterrorism.
A report from the United Nations Security Council Counter-Terrorism Committee
Executive Directorate®3® describes more examples of terrorist organizations recruiting
and financing in relation to sexual offenses. The main intent of the present review is
to encourage and stimulate future scientific research on sexual offenses and terrorist
activities, with specific regard for improving counterterrorism policy and programs.
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Introduction to Sexual Offending and Terrorism

In order to approach sexual offending in the context of terrorism, first it
is necessary to establish working definitions for each. As is true of the
study of most human behaviours, both terrorism and sexual offending are
broad, heterogenous terms, with numerous, sometimes nebulous defini-
tions. Disparity in definitions of terrorism has become exacerbated by an
increase in activities inspired by, but not funded, directed, or otherwise
associated with terrorist organizations®3’ — the problem of the “lone wolf”
designation®3®, It has been suggested that criminal codes should avoid
a single monolithic, ultimately incomplete definition of terrorism, and in-
stead embrace multiple definitions that are sensitive to variables that may
change based on specific circumstances®°. Casting such a wide net may be
possible in law, but science requires precision and agreement in definition.
For the purpose of the present analysis, terrorism will be understood as:
“deliberate, politically motivated use of force or violence (or the threat
of violence) with the intention to influence the public opinion through
the means of mass communication”®%°, The aforementioned definition in-
cludes the role of the media, which may be particularly relevant for sexual
offending in the context of terrorism.

Operationalizing “sexual offending” is similarly difficult. “Sexual offend-
ing” has been deliberately selected as the term of reference in the present
analysis because of its broadness. The term “sexual offending” is most
often used in legal statutes, vis-a-vis other criminal behaviours. Generally
speaking, if an offense occurs, there must be a norm, rule, law, or other
expectation that has been transgressed. Sexual offending is a violation of
an established code of conduct regarding sexual behaviour, typically, but

837 Antonia Ward, “How Do You Define Terrorism?” The National Interest, May 31, 2018, https://
nationalinterest.org/feature/how-do-you-define-terrorism-26058?nopaging=1.

838 Bart Schuurman et al., “End of the Lone Wolf: The Typology that Should Not Have Been”, Stud-
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not always, codified by law. Although all countries have laws regulating
nonconsensual sexual activities, there are often inconsistencies between
countries’ penal codes. International humanitarian and criminal law (IHL
and ICL, respectively) have sought to fill these voids, with debateable suc-
cess®*!, Numerous international treaties and laws have established con-
ventions regarding violations of human sexual dignity (see International
Committee of the Red Cross Customary IHL Database®*?, or United Na-
tions Office on Genocide Prevention and the Responsibility to Protect343
for more information), but even within the piecemeal framework of in-
ternational agreements, incongruencies remain. For the purposes of the
present analysis, “sexual offending” will be understood to include a wide
array of behaviours such as“rape, sexual mutilation, sexual humiliation,
forced prostitution, and forced pregnancy®**”, pornography, forced abor-
tion, and also a broad list of tactics, such as, blackmail, bribery, deceptive
recruitment into marriages/sexual relationships, restriction of movement,
use of drugs to remove ability to consent, and other forms of aggression,
and violence. In summation, any actual or threatened use of coercion, ag-
gression/violence, or manipulation of consent and personal authority re-
garding behaviours typical of reproduction, mating, courtship, or roman-
tic relationships can be considered sexual offending. Even this very broad
definition likely is not adequately inclusive of the range of behaviours that
could be considered sexual offending, but it provides a working basis from
which to approach this topic within the context of terrorist activities.

There are countless variables that can predict the perpetration of sexual of-
fenses. The present analysis does not claim to provide an exhaustive review
of the causes of sexual offending. Indeed, identifying the causes of sexual
offenses has been the subject of volumes of research, from numerous
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perspectives and levels of analysis. Similarly, the extent to which sexual
offenses are intentionally used by terrorist organizations for the purposes
of meeting strategic goals can vary from organization to organization. Al-
though the present analysis focuses on how terrorist organizations can ad-
vance their objectives through sexual offending, it must be acknowledged
that an individual terrorist may perpetrate sexual offenses for any number
of reasons, mirroring the occurrence within the general population. Read-
ers interested in more detailed coverage of sexual offending are directed
to a number of more comprehensive resourcesd*> 846, 847,848,849,

Attempts to estimate the scope of sexual offending by terrorist organi-
zations has proven extremely difficult. Although most nation states and
many international agencies have mechanisms for attempting to track and
analyze data regarding sexual offenses, the same apparatus does not ex-
ist among and within terrorist organizations. As either actual or prospec-
tive non-state entities, terrorist organizations attempt to operate outside
of (inter)national law, meaning attempts to document the perpetration of
sexual offenses by terrorists are almost certainly deficient, likely underre-
porting the magnitude and regularity of these activities®°. Therefore, even
if the present report were not constrained by space, lack of available data
would render any analysis about the extent of sexual offenses by terrorist
organizations incomplete.

This analysis is meant to provide a truncated overview rather than
a comprehensive examination. Interested readers are directed to other
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sources for more detailed coverage of topics such as prostitution and
terrorism®% 82 rape during warfare®3 84 85 terrorism?®¢, evolutionary
psychology®>” 858 and evolutionary perspectives on terrorism?®? 860,

Finally, it goes without saying that the effects of sexual offenses on vic-
tims can be devastating. However, sexual offending can also have ramifi-
cations beyond the trauma for individual victims. Sexual offending in the
context of terrorist organizations can be considered objectively as a pos-
sible means of accomplishing strategic objectives. Adding this superor-
dinate level of analysis to the study of sexual offenses does not ignore
the pain and consequences of individual victims, nor the motivations of
individual perpetrators; rather it can help provide a deeper understand-
ing of the mechanisms that continue to promote and sustain these be-
haviours that violate the human dignity of victims (see Conclusions and
Future Directions).
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Sexual Offending as a Weapon of Terror

Armed conflict is considered one of the most reliable contexts predicting
the perpetration of rape®!. Warfare is accompanied by sufficiently low
risks for perpetrators, anonymity and/or impunity from repercussions, and
high vulnerability of victims — all conditions that favor rape perpetration®®2,
Terrorists often consider themselves “at war” with a larger power3, such
as a nation state, and so it follows that insofar as sexual offense are charac-
teristic of periods of war, they also may become characteristic of terrorist
activity (although it should be noted that how terrorists regard themselves
is different from how governments regard terrorist activity, as crime and/
or act of war®®4). Terrorist organizations are rarely in a position to make use
of widespread sexual offending such as during war. However, some recent
examples of terrorist organizations successfully engaging in open conflict
demonstrate how sexual offenses may be incorporated into strategies to
induce terror under certain conducive circumstances.

The atrocities of the so-called Islamic State (ISIL; the present analysis will
follow the naming convention of the United States Department of State Bu-
reau of Counterterrorism?®> here and throughout, while acknowledging that
there is considerable controversy regarding the naming of Islamic State®¢®
867) in Iraq and Syria, beginning in 2013, brought international attention to
the use of sexual offenses by terrorists. ISIL has employed sexual offenses
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84 Andrew Majoran, “The lllusion of War: Is Terrorism A Criminal Act or an Act of War?” The
Mackenzie Institute, August 1, 2014, https://mackenzieinstitute.com/2014/08/the-illusion-of-war-is-
terrorism-a-criminal-act-or-an-act-of-war/.

865 “Foreign Terrorist Organizations”, U.S. Department of State Bureau of Counterterrorism, ac-
cessed November 19, 2020, https://www.state.gov/foreign-terrorist-organizations/.

866 Taylor Wofford, “ISIL, ISIS or IS? The Etymology of the Islamic State”, Newsweek, September 16,
2014, https://www.newsweek.com/etymology-islamic-state-270752.

867 George Petras, “‘Daesh,’ Other Islamic State Names Explained”, USA Today, November, 17,
2015, https://www.usatoday.com/story/news/world/2015/11/17/islamic-state-names/75889934/.



228  12.The Role of Sexual Offenses in Terrorist Activities

widely, sometimes to directly intimidate groups that it considers a threat
to its ideology®®. Although morally objectionable, the integration of sexual
offending into ISIUs strategy of inducing fear can be considered successful.
Many refugees from the ISIL conflict reported fear of rape as one of the
motivations for fleeing the group®?°. Media coverage of the sexual offenses
of ISIL has been widespread. In addition, ISIL has been prolific in its use of
social media, even advertising its sexual offenses via the internet®”°. Broad-
casting its crimes, including sexual offenses, has been key to its ability to
spread terror and remove local resistance through intimidation.

ISIL is not the only terrorist organization to have prominently spread terror
through sexual offenses. For many people outside of west Africa, the first
introduction to Boko Haram®”! (see above note for naming conventions)
came with the organization’s abduction of over 200 school-aged girls in
April 2014 in Chibok, Nigeria®’2. The ensuing widespread coverage in major
Western media outlets unleashed a torrent of passionate, albeit faddish
and impotent, social media condemnation against this attack®”3. However
heinous that attack was, it is only a fraction of Boko Haram’s sexual of-
fenses. Boko Haram terrorists have extensively used the threat of forced
marriage, sexual slavery, and rape to punish or prevent through terror, be-
haviours prohibited by its ideology (such as participating in non-Islamic ed-
ucation), according to witnesses and survivors®’4. In addition, Boko Haram
terrorists have pursued sexual offenses for the purpose of impregnating
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women in order to breed a new generation of terrorists®’>. To this end, the
terrorist organization is using sexual offenses not only to spread fear, but
also for a strategic aim — increasing manpower and ensuring the continuity
of the group across generations through its members’ pursuit of a faculta-
tive mating strategy®’°.

ISIL and Boko Haram are only two examples of how sexual offenses can
become part of terrorist activities to spread terror. The conditions in which
these groups have operated feature relatively weak or ineffective legal and
security structures from the state, meaning the members of these organi-
zations have been able to sexually offend at a far wider scale than is pos-
sible for many other terrorist organizations. This conclusion does not imply
that other terrorists have not, do not, and will not commit sexual offenses
to further their strategic goals; only that ISIL and Boko Haram have been
able to perpetrate such offenses with uncommonly high frequency relative
to other terrorists. Because of the scale of perpetration, sexual offenses
have reasonably instilled fear of these organizations.

Sexual Offending as a Recruiting Tool

Although there are noted instances of women engaging in terrorist activity
and even founding terrorist organizations (e.g., the Weatherman and the
May 19th Communist Organization in the United States®”’, Gudrun Ens-
slin and the Red Army Faction in Germany,®’® and female Islamist suicide
bombers®7?), most terrorists are men2, This effect follows the larger pat-
tern of aggression in humans — men are primarily the perpetrators (and

875 Malik, “Trafficking in Terror”, 31-32.
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targets) of aggression®? 882 83 The same pattern of behaviour is true of
organized aggression. The formation of coalitions for warfare has been an
exclusively male-initiated endeavor across human history®*, In fact, in no
culture have women been observed regularly forming coalitions designed
to attack and kill conspecifics (see Buss, 2019 for a review®®). These sex
differences are the result of selection pressures that have favored the evo-
lution of aggression as a solution to adaptive problems faced more often
by males than by females. Indeed, men appear to be designed for intra-
sexual competition, including the use of aggression®®, Throughout human
evolutionary history, coalitional warfare has been a route for victors to gain
resources, including and especially mates (see Savage and Palmer, 2016%%7
for a review), which would have been a more salient problem for ances-
tral men compared to ancestral women. To that end, insofar as any armed
conflict — be it a formal war between nation states, a turf war between
rival street gangs, or terrorism — is predominantly the enterprise of men,
it can be considered the result of an evolutionary history that has selected
a propensity for aggression in men as a means of solving problems related
to survival and reproduction8® 89 8% Therefore, it is not surprising that
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sexual access, including through offending, can entice individuals (men) to
join terrorist organizations.

ISIL again demonstrates a powerful example of how sexual offenses can
impact recruitment to terrorist organizations. Women and girls captured
by ISIL in Iraq and Syria were®? often subject to rape and sexual slavery
at the hands of their captors. The genocide of the ethno-religious minor-
ity Yazidi community in Iragq highlights the frequency of sexual offend-
ing by ISIL terrorists®? and its effectiveness for drawing individuals into
the group. Western media outlets have reported innumerable accounts
of forced marriages, including the outright purchase of captured women
and girls by ISIL terrorists as “spoils of war”®3, These captives became
a powerful currency for the terrorists, and a means of drawing the atten-
tion of perspective members. Although demographic data are incomplete,
the average age of ISIL terrorists between 2013—-2014 (around the height
of the organization’s influence) was estimated to be about 26 years8%4.
Male intrasexual competition (including for resources and mates) is most
intense during teenage years and through young adulthood®>, so it is
not surprising that ISIL's promise of wives could appeal to some young
men (although other motivations are not discounted). It has also been
suggested that men with a history of sexual violence may be differen-
tially drawn to joining terrorist organizations®®, although the idea of past
sexual offending as a predictor of terrorist activities needs further empiri-
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cal research (see Conclusions and Further Directions). However, at least
some captured ISIL terrorists have admitted their willing participation in
countless rapes®?’.

Forced marriages and sexual slavery of captured women and girls are not
the only means by which ISIL was able to capitalize on sexual opportunities
as a recruiting tool. It is estimated that thousands of women from outside
of Irag and Syria immigrated to areas under ISIL control to join the organi-
zation®%. Although many of these women voluntarily married and bore
children of ISIL terrorists, some may still be considered victims of sexual
exploitation because of deceptive tactics used to lure them, and coercion
and aggression used to entrap them in their marriages®°. Entrapping will-
ing women into involvement with the organization provides “rewards” for
current members, but also an additional source of opportunity to recruit
other members. The promise of reproductive opportunities is a powerful
motivator for men to join armed coalitions. Where terrorist organizations
can make believable promises of access to mates, they can increase their
ability to recruit new members. One such avenue to make these promises
credible is by sexual offending.

Financing Terrorism

Like many illicit activities, sexual offending can carry economic benefits
for terrorist organizations. The clearest example of financial gain through
sexual offending is the trafficking in persons for prostitution and other
sex work. Human trafficking (the present analysis will use the terms “hu-
man trafficking” and “trafficking in persons” interchangeably, following
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the definition of U.S. Department of State®®) is a lucrative and growing
criminal business venture®®!, and this financial potential is not without
notice by terrorists. “For profit” criminal organizations have established
a model for how to monetize sexual offending®®?, and the distinction be-
tween (non-terrorist) criminal organizations and (criminal) terrorist or-
ganizations is becoming increasingly blurred when it comes to profiting
from human trafficking®®. It is possible that shared business interests
may be producing closer ties and even formal cooperation between ter-
rorist groups and criminal networks®®*. Prostitution provides a relatively
easy and steady flow of money after initial investments are made®®. Be-
cause it is illegal in the vast majority of jurisdictions, prostitution is often
controlled by parties who attempt to operate beyond state regulation and
oversight. As such, the proceeds from this contraband economy are also
unregulated, and can be channelled into other illegal activities, such as
terrorism. Human trafficking for prostitution and other sex work can be
conducted at a variety of levels, from small local groups, to transnational
organizations,®°® meaning even terrorist organizations with modest global
footprint can profit from it.

Financial opportunities from sexual offenses are not limited to prostitu-
tion. Although some terrorist organizations may have theoretical objec-
tions to its consumption, pornography carries tremendous financial po-
tential. Profiting from pornography would mirror other underground
enterprises already used by some terrorist organizations, such as narcotics
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trafficking®®’, counterfeiting and pirating, and extortion and kidnaping®®.
Revenues from the pornography industry are notoriously difficult to es-
timate, in part because some of the largest produces are privately held
companies which do not release their financial information. However, it
has been estimated that the pornography industry generates tens of bil-
lions of U.S. dollars annually in the United States alone®®. To the author’s
knowledge, no open-source data yet link terrorist organizations to the
sale or distribution of pornography, but with such high economic stakes,
it seems likely that terrorist organizations may attempt to branch into this
industry, if they have not already. Pornography can be a legitimate busi-
ness venture, but it can also be used in concert with other sexual offenses,
such as human trafficking. Individuals who are trafficked for prostitution
could be trafficked similarly to create sellable pornographic content, mak-
ing pornography an additive source of income. Children may be especially
vulnerable for pornographic exploitation, because child pornography ca-
ters to a niche demographic with no legal business competition. Further,
some terrorist organizations may not even have theoretical objections to
such content, as demonstrated by ISIL posting recommendations condon-
ing the rape of prepubescent captives via Twitter®'°, Terrorist organizations
have already demonstrated a willingness to compromise or morph their
own ideological beliefs for profit (such as the Taliban’s trade in opium and
heroin®!!), so it would be unreasonable to rule out the possibility of in-
volvement in the sale and distribution of pornography. Further, many ter-
rorist organizations have demonstrated a keen use of the internet for prop-
aganda and financing®'?, so they have the technical capacity to engage in

%07 Colin P. Clarke, “Drugs & Thugs: Funding Terrorism through Narcotics Trafficking”, Journal of
Strategic Security 9, (Fall 2016): 1-15.

908 Michael Freeman, “The Sources of Terrorist Financing: Theory and Typology”, Studies in Con-
flict & Terrorism 34, (2011): 461-475.

909 Ross Benes, “Porn Could Have a Bigger Economic Influence on the US than Netflix”, YahooFinance,
June 20, 2018, https://finance.yahoo.com/news/porn-could-bigger-economic-influence-121524565.html.

910 Callimachi, “ISIS Enshrines a Theology of Rape”.

911 David Mansfield, “Denying Revenue or Wasting Money? Assessing the Impact of the Air Cam-
paign Against ‘Drugs Labs’ in Afghanistan”, London: London School of Economics and Political Science,
April 2019, 6-8. https://www.lse.ac.uk/united-states/Assets/Documents/mansfield-april-update.pdf.

912 Michael Jacobson, “Terrorist Financing and the Internet”, Studies in Conflict & Terrorism 33,
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the trade of internet pornography. Profit from pornography need not be
limited to sales. Documentation of sexually explicit content (either consen-
sual or nonconsensual), such as videos, can be leveraged for blackmail or
extortion, a term called “sextortion”®'3, For instance, a terrorist could cre-
ate or otherwise obtain (such a through hacking) a sexually explicit video
of an individual and threaten to distribute it online if he does not receive
a monetary payment. The use of sexploitation for profit is growing among
individual and organized criminals®*4, and is a relatively gainful enterprise.
Because of the ease of production and distribution, and the potential prof-
itability, it will be prudent for scientists and security professionals to moni-
tor the use of pornography among other sexual offenses for fundraising by
terrorists in the future.

Conclusion and Future Directions

There can be no doubt that committing sexual offenses has the poten-
tial to advance the strategic interests of terrorist organizations. Sexual
offenses may be implemented to spread terror alongside other forms of
aggression and violence. Terrorists may also use sexual offenses to recruit
new members and finance their operations. It is becoming ever apparent
that terrorists have the potential to become among the most widespread
and organized perpetrators of sexual offenses. Because sexual offenses
can cause grave harm to victims, as well as great benefits to terrorists,
policy makers and security officials will need to continue global efforts to
combat sexual offending in all forms. In order for preventative policies to
be enacted and executed, officials must be armed with valid and reliable
empirical data. Policies are only as effective as the research upon which
they are built. Similarly, tactics and procedures to enact policies should be
informed and improved by empirical research. As such, the burden falls to
scientists to continue to collect new data, and synthesize existing data on
the topics of sexual offending and terrorism, and to package and publish

913 Roberta Liggett 0’Malley and Karen M. Holt, “Cyber Sextortion: An Exploratory Analysis of Dif-
ferent Perpetrators Engaging in a Similar Crime”, Journal of Interpersonal Violence online first, (2020):
1-26, https://doi-org.huaryu.kl.oakland.edu/10.1177/0886260520909186.

914 Roberta Liggett, “Exploring Online Sextortion”, Family & Intimate Partner Violent Quarterly 11,
(2019): 45-56.
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these results into workable, consumable scientific theories that can influ-
ence tangible efforts to prevent these violations of human rights.

The role of the internet as a medium for criminal and terrorist activi-
ties bears particular attention with regard to sexual offending. Internet
platforms allow terrorists to efficiently and quickly propagate news and
threats of sexual crimes in order to intimate adversaries. Such broadcast-
ing can also be an effective means of reaching and radicalizing new recruits
to their causes, especially when sexual opportunities are being advertised
as a reward to young men for joining. The internet has also created a new
marketplace where both real and cryptocurrency can be easily collected in
payment for sexual offenses, such as the purchase of persons. Therefore,
researchers investigating terrorism and media®*® will need to consider sex-
ual offending as a major terrorist activity that is easily facilitated by the use
of information technologies such as the internet.

Although the present analysis has focused primarily on the macroscopic
level of sexual offending by terrorist organizations, it is important to rec-
ognize that such organizations are made up of individual terrorists. Study-
ing terrorist organizations is complementary to studying predictors of in-
dividual perpetration of sexual offenses, by terrorists and non-terrorists
alike. Just as specific risk factors for joining terrorist organizations are be-
ing investigated®'® °17, so too must scientists examine how these factors
may interact with the perpetration of sexual offenses. One such important
research question is the extent to which men with a history or propensity
for sexual offending may or may not be particularly susceptible to radicali-
zation or joining terrorist organizations. This question intersects with the
larger body of research on variables that predict sexual offending in gener-
al 918, Although there have been many programs that have reduced sexual

915 Maura Conway, “Determining the Role of the Internet in Violent Extremism and Terrorism: Six
Suggestions for Progressing Research”, Studies in Conflict & Terrorism 40, (2017): 77-98.

916 Arie W. Kruglanski and Shira Fishman, “Terrorism between Syndrome and Tool”, Current Direc-
tions in Psychological Science 15, (2006): 45-48.

917 Randy Borum, “Assessing Risk for Terrorism Involvement”, Journal of Threat Assessment and
Management 2, (2015): 63-87.

918 Martin L. Lalumiére et al., The Causes of Rape.
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offending, it remains disturbingly recurrent, thus suggesting that efforts
to reduce sexual offending are based on an inadequate understanding of
the component phenomena. Research on sexual offending must integrate
variables at every level of analysis of proximate causes (including individ-
ual differences, groups, and larger social structures®'® °29) as well as ulti-
mate causes (derived from Tinbergen’s [1963] famous four questions®??).
To prevent sexual offending by individual terrorists and organizations,
a comprehensive scientific theory is needed. Such a theory must coalesce
research on individual differences (e.g., genetics, neurological function
and structure, psychological mechanisms), social and cultural mechanisms
(e.g., situations likely to produce sexual offenses, group pressure, cultural
expectations of permissible sexual activity), and explanations about hu-
man evolved psychology (e.g., men’s disposition towards aggression, rape
as an adaptation), as well as collect new data on these variables in order to
understand sexual offending. Only once this scientific theory is adequately
supported by empirical data will efforts to combat sexual offending have
acceptably high efficacy. Doing so will be an enormous undertaking requir-
ing unprecedented interdisciplinary collaboration, but because the conse-
qguences so high, this effort is more than justifiable, it is obligatory.

919 Willem Doise and Joaquim Pires Valentin, “Levels of Analysis in Social Psychology”, in Interna-
tional Encyclopedia of the Social & Behavioral Sciences, ed. James D. Wright (Oxford: Elsevier, 2015),
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Abstract: This paper examines the role of current and former American military
personnel within white supremacist groups in the United States. | draw upon three
specific case studies and broader FBI data to establish the influence and role of military
personnel within white supremacist organizations. As this paper highlights, military
personnel influence includes the contribution of skills acquired through specialized
training in weapons, tactics, and organizational skills. The parameters of my research
include three case studies from the past three years that effectively illustrate the
reason for renewed interest in the issue. | will then explain the purpose and scope
of an assessment conducted by the Department of Homeland Security Office of
Intelligence and Analysis and the consequent public outrage after its leak; following
this, | will summarize the findings in an FBI assessment on military recruits in white
supremacist organizations in the United States. Finally, | will propose my own solutions,
which include renewing the government’s research efforts to accommodate online
participation in this movement.
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Introduction

Since 2016, there has been renewed interest of far-right movements in
the USA following a series of recent events — the rise of the alt-right
online movement during the 2016 presidential election cycle, the white
supremacist rally in Charlottesville, North Carolina in 2017, a rally of vari-
ous far-right groups that gathered in protest against the removal of the
Robert E. Lee statue in Charlottesville, and a violent clash between pro-
testers and counter protesters that led to the death of a young woman®?2,

With the evolving landscape in the far-right movement, this paper seeks
to understand the role military personnel have played. To answer this
qguestions, this paper examines three recent cases whereby military per-
sonnel were involved and arrested for far-right extremist activity. How-
ever, before proceeding to these case studies, it is important to under-
line that it is not the intention of this paper to mischaracterize American
military personnel, veterans, and persons involved in politically con-
servative activism. As this paper points out, the number of current and
former American service members active in far-right extremist groups
is relatively low. Between October 2001 and May 2008 for example, the
FBI identified 203 cases active in the white supremacist extremist move-
ment among an active duty military personnel and veteran population
of 25,232,037°%. Furthermore, there are cases of persons in the military
with extremist ideologies other than far-right. An example is American
Army Major Nidal Hassan, responsible for the massacre at Fort Hood in
2009. Hassan had been in contact with an al-Qaeda propagandist before
the attack®?. Finally, there have also been cases of military personnel be-

922 Jacey Fortin, “The Statue at the Center of Charlottesville’s Storm”, The New York Times, Pub-
lished 13 August 2017; accessed 17 August 2020, https://www.nytimes.com/2017/08/13/us/char-
lottesville-rally-protest-statue.html.

923 FBI Counterterrorism Division, White Supremacist Recruitment of Military Personnel since 9/11,
Published 7 July 2008; accessed 10 August 2020, https://documents.law.yale.edu/sites/default/files/
White%20Supremacist%20Recruitment%200f%20Military%20Personnel%20Since%209-11-ocr.pdf, 5.

924 Kyle Rempfer, “The mass shooting at Fort Hood was 10 years ago, on Nov. 5, 2009”, Army
Times, Published 5 November 2019; accessed 18 August 2020 https://www.armytimes.com/news/
your-army/2019/11/05/the-mass-shooting-at-fort-hood-was-10-years-ago-on-nov-5-2009/.
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ing targeted, and sometimes killed, by extremists; however, there were
no fatalities of military personnel by far-right extremists from 1990-
2015, all U.S. military victims of extremism from the period were killed in
acts of Islamist extremism®2°,

With these considerations and clarification in mind, | will now proceed to
three recent case studies that illustrate the role of military personnel with-
in current far-right movements.

Recent Case Studies

Atomwaffen Division in Florida

In May 2017, police in Tampa, Florida, questioned two suspects after the
murder of their roommate. The three young men were members of the
Atomwaffen Division, a white supremacist organization determined to ig-
nite a race war. While one of the men confessed to the murder, Brandon
Russell was released after questioning; within hours, Russell, a member of
the Florida Army National Guard, was pulled over by police for transport-
ing weapons and ammunition. The authorities suspected that Russell and
another Atomwaffen member were going to commit a mass shooting®?®.

Boogaloo in Las Vegas

Three men with military experience were arrested and charged on 30 May
2020 with “violations of federal and state law for conspiracy to cause de-
struction during protests in Las Vegas, and possession of an unregistered

925 William Parkin, Brent Klein, Jeff Gruenewald, Joshua Freilich, and Steven Chermark, “Threats
of violent Islamist and far-right extremism: What does the research say?” National Consortium for
the Study of Terrorism and Responses to Terrorism, Published 17 February 2017; accessed 17 August
2020, https://www.start.umd.edu/news/threats-violent-islamist-and-far-right-extremism-what-does-
research-say.

926 A.C. Thompson, “An Atomwaffen Member Sketched a Map to Take the Neo-Nazis Down. What
Path Officials Took Is a Mystery”, Pro Publica, Published 20 November 2018; accessed 24 September
2020, https://www.propublica.org/article/an-atomwaffen-member-sketched-a-map-to-take-the-neo-
nazis-down-what-path-officials-took-is-a-mystery.
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destructive device.”®?’. These men were allegedly active in the Boogaloo
movement, an amorphous and factious movement whose broad beliefs
include an immanent American civil war®?8, The men were seeking to take
advantage of the protests expressing outrage over the death of George
Floyd, a black man who was killed after a police officer pressed his knee
against Floyd’s neck for several minutes; the men allegedly wished to use
the protests to further their own anti-police and anti-government agendas.

Stephen T. Parshall, 35, was formerly enlisted in the Navy; Andrew T. Lynam
Jr.,, 23, is an Army reservist; and William L. Loomis, 40, was formerly en-
listed in the Air Force®%°,

Boogaloo in California

Steven Carrillo, 32, a sergeant in the Air Force, was charged with murder
and attempted murder after allegedly killing a federal security guard and
wounding his partner during protests against police brutality on 29 May
2020. A week later, he allegedly killed a police officer and wounded a sec-
ond after a concerned resident reported seeing stockpiled weapons on
Carrillo’s property. Carrillo had recently posted memes on Facebook fa-
vorable to the Boogaloo movement®,

927 Department of Justice, “Joint Terrorism Task Force Charges Three Men Who Allegedly Sought
To Exploit Protests In Las Vegas And Incite Violence”, U.S. Attorney’s Office, District of Nevada, Pub-
lished 3 June 2020; accessed 16 August 2020, https://www.justice.gov/usao-nv/pr/joint-terrorism-
task-force-charges-three-men-who-allegedly-sought-exploit-protests-las.
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The DHS Assessment

On 14 April, 2009, a copy of an assessment by the Department of Home-
land Security (DHS) Office of Intelligence and Analysis, titled “Rightwing
Extremism: Current Economic and Political Climate Fueling Resurgence in
Radicalization and Recruitment” was leaked to the media®3!. The scope and
purpose of this assessment, as stated in the text, is “to facilitate a greater
understanding of the phenomenon of violent radicalization in the United
States.”?32, It cites the prevailing economic and political climate, the elec-
tion of the country’s first Black president, illegal immigration, possible new
gun restrictions, and the challenges of returning veterans as factors that
contribute to a fertile ground for rightwing radicalization®33, The assess-
ment defines rightwing extremism as follows:

“Rightwing extremism in the United States can be broadly divided into
those groups, movements, and adherents that are primarily hate-oriented
(based on hatred of particular religious, racial, or ethnic groups), and those
that are mainly antigovernment, rejecting federal authority in favor of state
or local authority, or rejecting government authority entirely. It may in-
clude groups and individuals that are dedicated to a single issue, such as
opposition to abortion®** or immigration”®3,

The assessment goes on to describe the American militia movement of
the 1990s and the political themes therein. The purpose of the section
is to draw a parallel from the national climate of the previous decade to
the prevailing national climate at the time of the assessment; such po-
litical themes include criticism of free trade agreements and the white

%1 U.S. Congress, House of Representatives, Committee on Homeland Security, Resolution of
Inquiry Regarding Department of Homeland Security Office of Intelligence and Analysis Intelligence
Assessment Titled, “Rightwing Extremism: Current Economic and Political Climate Fueling Resurgence
in Radicalization and Recruitment”, 111t Cong., 1%t sess., 2009, H. Rep. 111134, 3, congress.gov/con-
gressional-report/111t-congress/house-report/134.

932 U.S. Department of Homeland Security, “Rightwing Extremism: Current Economic and Political
Climate Fueling Resurgence in Radicalization and Recruitment”, Published 7 April 2009, 1.

933 DHS, 2.
934 Emphasis by author of the paper.
%35 |bid.
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supremacists’ exploitation of contentious social issues such as abortion
and same-sex marriage®3.

The assessment’s focus on military veterans proved particularly contro-
versial after the document’s leak; moreover, conservative House members
saw the document’s mention of the opposition to free trade agreements,
gun control, abortion, and same-sex marriage as distrust from the DHS
towards persons with politically conservative values. As stated in House
report 111-134, signed by the Republican Members of the Committee on
Homeland Security, “The release of [the DHS] report raised serious con-
cerns across the country about its depiction of military veterans as re-
cruits for terrorists, as well as its overly broad characterizations of those
who oppose gun control, free trade agreements, abortion, and same-sex
marriage.”®¥. The report required the Secretary to send all written docu-
ments and communications to the House for review®, The opprobrium
also came from the public: David K. Rehbein, U.S. Army veteran and Na-
tional Commander of The American Legion, wrote an open letter claiming
that the DHS lacked statistical evidence in their assessment of returning
military veterans®*. Furthermore, characterizing Timothy McVeigh as the
archetypal disillusioned military veteran is akin to characterizing Osama
bin Laden as the typical Muslim?4°,

An assessment conducted by the FBI Counterterrorism Division was cited
as a source in the DHS assessment®. | will now summarize the FBI’s find-
ings on the participation of current and former military personnel in the
white supremacist extremist movement.

936 DHS, 4.

937 U.S. Congress, House of Representatives, Committee on Homeland Security, Resolution of In-
quiry, 3.
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ter-to-homeland-security-on-rightwing-extremists.
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The FBI Assessment

The purpose of the FBI's assessment®®?, titled “White Supremacist Re-
cruitment of Military Personnel since 9/11”, is to examine the recruitment
efforts of white supremacist organization toward current and former US
military personnel®®3, The assessment’s purpose is to determine the mo-
tivations of white supremacist groups in recruiting members with military
experience, the successes of their recruitment efforts, and the impact of
such recruitment on the white supremacist movement®#4,

The FBI identified 203 persons with “confirmed or claimed military service
active in the extremist movement” between October 2001 to May 2008;
this is out of a total 25,232,037 former and active military personnel in the
time period®®. The distribution across white supremacist extremist groups
during this period is as follows®*:

National Alliance 28%
Select Skinhead Groups 22%
National Socialist Movement 21%
Select Ku Klux Klan Groups 10%
Aryan Nations 8%
Creativity Movement 4%
Other 6%

942 |t is important to note that while the DHS assessment focuses on rightwing extremist groups
broadly, the FBI report focuses on white supremacist groups specifically.

943 FBI Counterterrorism Division, White Supremacist Recruitment of Military Personnel since 9/11,
Published 7 July 2008; accessed 10 August 2020, https://documents.law.yale.edu/sites/default/files/
White%20Supremacist%20Recruitment%200f%20Military%20Personnel%20Since%209-11-ocr.pdf, 2.
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Many of these groups made efforts to recruit candidates with military expe-
rience. William Luther Pierce, the founder of the National Alliance, sought
to recruit “high quality”®#’ candidates from academia, law enforcement,
and the military. In particular, he was interested in enrolling persons with
military experience disgruntled by oversight from the United Nations.?*®
Moreover, the National Socialist Movement received inquiries from active
military personnel stationed in Iraq and Afghanistan®¥°. White supremacist
skinhead leaders encouraged potential recruits lacking military experience
to infiltrate the military to receive adequate training for the benefit of the
movement®>°,

The statistics suggest the recruitment of and interest in military personnel
joining alt-right groups is statistically low, however it should not be over-
looked as it can pose a serious threat to security and enhance violent right
wing extremist groups’ potential. Thus, | will now provide recommenda-
tions for how government institutions should move forward in addressing
the issue.

Recommendations

Given the controversy the DHS report sparked, it is important that govern-
ment agencies are careful in how they proceed with solutions. One must
be sure to analyze the vulnerability of military personnel to extremism
knowing that this issue can be politicized. Given the recent rise in white su-
premacist and far-right activity, however, it is likely that conservative poli-
ticians will give more consideration to information from the intelligence
community on this matter.

There is an information gap regarding the path of radicalization of these
military personnel. Questions that can guide further research include the

%7 B, 6.
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following: Is the subject sympathetic to a far-right cause preceding, dur-
ing, or following their military service? If the person is radicalized before
his enrollment in military service, then is weapons training a motivating
factor in his enroliment? If he goes through radicalization during or follow-
ing their military service, then does disillusionment and perceived lack of
governmental support make him more vulnerable to extremist recruits?
Identifying the various radicalization processes is key to preventing fur-
ther radicalization in military personnel. This cannot be achieved, however,
without thorough cooperation and introspection from the recovering ex-
tremists themselves.

Finally, further research is needed on the increased connectivity within
the far-right global network; different far-right groups across the globe will
continue to use efficient communication to further radicalize, recruit, and
provide one another support. Increased monitoring across social media
platforms and encrypted communications will further reveal the nature
and overlap of intragroup connections across borders.
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Abstract: The Islamic State (IS) has been around since the 1990’s under different leadership
and commonly referred to as ISIS. It was not until 2013 when the group changed their
name to the Islamic State. Since the 2000’s, the expansion of the Islamic State has grown
significantly. IS has beenin battle to overtake many regions within Syria and Iraq to acquire
control of lands and assets. US-led invasions with joint forces from Belgium, Denmark,
France, Jordan, the Netherlands, and the UK have taken part of the coalition to deter
and expel the rise of the Islamic State from gaining complete power in the Middle East.
The economic advantages that IS receives from conquering different regions in Syria and
Irag comes with benefits such as oil, taxes, smuggling artifacts/art, and prospering from
business deals with human trafficking dealers, which has given the terrorist organization
the fundamental means to procure, govern, recruit, pay, and distribute their beliefs
across the globe. The network of the terrorist organization has enlarged to a degree
where there are individuals all over the world who pose a threat. Countries in the South/
Southeast Asia (i.e. the Philippines) and in the EU (i.e. France, UK, Belgium, and Germany),
have seen an increase in terrorist plots or attempted attacks within the past five years
due to many Muslim citizens and non-Muslims citizens (i.e. young vulnerable males and
criminals) being persuaded to convert into foreign fighters due to the progression of
radicalization and digital recruiting methods used by IS. In response, the EU has enacted
strict mandates formed for restrictions and more effect guidelines for border security, to
deter any terrorist threat in the present and future times. Effective policies and border
agencies such as FRONTEX and European Counter Terrorism Centre (ECTC) to challenge
and mitigate any threat possible from entering into the EU. This paper analyzes the impact
of terrorism organized and/or inspired by IS to EU security with a focus on border security.
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Introduction

“[T]errorism” Wardlaw argues, “may be aimed at causing/hastening a gen-
eral breakdown in social order, demoralizing the citizens and causing them
to lose faith in the ability of the incumbent government to maintain order,
stability and safety.”?>2,

The Islamic State (IS) has been around since the 1990’s under different
leadership and commonly referred to as ISIS, “Islamic State of Iraq, as al-
Qaeda in Iraq (AQl), as Maijlis Shura al Mujahidin, and as Jamaat al Tawhid
wa-l-Jihad.”®>2. This paper examines the IS and analyses the problems it
has been causing the EU border security. In particular, this paper looks at
how IS has been able to control many regions within Iraq and Syria, recruit
new followers abroad called foreign fighters, obtain financial gains from
oil, taxes, smuggling art/artifacts in the black-market, and affect the migra-
tion flow from certain countries.

As this paper highlights, IS has impacted individuals seeking refuge in Eu-
ropean countries and discusses the EU response of increasing border se-
curity and agencies to control and counter any form of a terrorist threat/
plot from affecting the security of its nations and its citizens. From 2014 to
2019, there have been numerous terrorist plots in the EU, with increases
from 2015 to 2017 and a slight decrease from 2018 to 2019%>3. Examples
of the types of terrorist plots include bombings such as (i.e. the bombing in
Spain in 2004, terror attack in Strasbourg in 2018, the bombing in Brussels
in 2016, and the Manchester Arena bombing in England in 2017”7%°%). Due
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to the IS attacks in several European cities such as in Paris and Brussels,
the terrorist organization has received world recognition for being an ex-
tremist Islamic group within a short time frame. Its ideologies have “made
it a rival not only to western countries, but also to neighboring ones”%>.

The Islamic State and Europe could be compared to a wildfire; that keeps
burning, expanding, and reaching into more fields. The tensions between
the two parties is one that may be lasting for a long time. The amount of
water that is poured into the situation has not and will not dissipate until
a solution is found and/ or the problem can be eliminated in all its entirety.
EU and its allies versus IS are on a metaphorical battlefield of “tactical and
strategic”®>® elements. With IS on the rise, US-led coalitions along with
countries such as France, UK, Belgium, and Germany have formed a team
to fight against the insurgency of the Islamic State in “several African...and
Middle Eastern countries such as Syria, Irag, and Libya.”®>’. In order to stop
the rise of the terrorist organization, the coalition to fight IS strikes where
the organization gained the most support. The Islamic State has devel-
oped into a globally well-known terrorist organization and to some extent
their own ‘state’. After taking control over several cities in Syria and Iraq, IS
has acquired the “Administrative buildings, courts and street signs....mili-
tary recruitment and financial means, social media outreach, and illegal
operations”®>8, giving them the foundation to further build their caliphate.

Following IS overthrow of many cities in Iraq and Syria, the flow of migra-
tion has spiked in recent years. Over the course of the Syrian war, there
has been an estimated 5.6 million Syrian refugees and another 6.2 million
displaced within the country®®. In 2015, Europe began to feel the pres-
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sure of the influx of refugees and migrants when an estimated 1 million
arrived looking for a better life and to flee from violence and war®°. With
the significant number of migrants and refugees coming into Europe, the
EU has implemented various security measures in place for refugees and
migrants in order to deter any potential threats that may come into Euro-
pean countries. In response to several violent conflicts and civil wars in the
Middle East, joint coalitions between many countries in the EU and the US
have developed to address the rise of radicalism and concerns of foreign
fighters creating security obstacles within the EU borders.

In the years 2014 and 2015, the rise of the Islamic State and groups of simi-
lar ideologies have caused a prominent increase of 30,000 foreign fighters
from over 100 UN Member States®®. How will this affect the EU? How will
the security of the borders look since there is tension within the borders
of people trying to cause/do harm and mayhem? Would a joint effective
border security outline be promising? Are there future plans in place for
an effective EU security strategy? This paper outlines the major threats IS
is posing to EU security and measures the EU has taken to counter them,
especially in the field of border security.

Islamic State of Iraq and Syria: Organization
and Activity

Recruitment

Part of the Islamic State’s strategy is to recruit and mobilize new mem-
bers in the EU by means of entrepreneurs making contact and providing
information about the terrorist organization. Entrepreneurs are in charge
of “reaching out to misfits such as criminals and people who are social-
ly distant and offer them a place of purpose and connection....and mold
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them into terrorist.”?%2. As Nesser discusses, these methods are effective
and provide a sense of belonging to those normally deemed “misfits”°3,
Gates and Podder write how IS seeks to become global, with “Recruitment
from parts of the world such as the Middle East, North Africa, and from
Europe”®®*, IS also seeks to polarize “grayzones” — religiously mixed com-
munities that might otherwise coexist peacefully. This is done by trigger-
ing hatred and retribution against Muslims in western countries. In 2015
for example, the Islamic State proclaimed that Muslims in the West have
two choices — apostatize or emigrate to the Islamic State®®. This proclama-
tion came just prior to the massacre that IS incited in Paris of a satirical
magazine named Charlie Hebdo promoting fear and heightening tensions
between French Muslims and other French citizens.

GLOBSEC characterizes potential European lJihadis recruited as “male,
young adults, homegrown and naturalized, unemployed, criminal, some-
times uneducated, slow to mature to radicalization, and traveling to and
from a foreign conflict.”%%5, Foreign fighters with a criminal background
typically have had “a serious run-in with the law....they had committed
crimes including: violent robberies, burglaries, and thefts; illicit trafficking
of drugs, trafficking of goods and fraud, and terrorism-related crimes.”?®’.

Propaganda is also used as part of the new recruitment strategy. Social
media has been used as a media outlet for advertising and displaying what
the Islamic State is about. The recruitment is not limited to any particular
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person or set of skills®®®, With the advancement of the use of social me-
dia and any other forms of virtual propaganda, IS increases its chances of
enlisting recruits with knowledge of “technical and machinery capabilities
to help with the promotion and further spread the word. The virtual en-
trepreneurs are used to direct and recruit terrorist attacks in Europe and
other places in the world via encrypted apps such as Telegram”®®°. This
is how planned attacks are coordinated and planned through encrypted
technology. Through such advanced forms of recruitment, IS has the ability
to draw attention and attract new recruits to join.

To incite and motivate prospective new members, recruiters may include
“the prospect of adventure, a search for identity, feeling of revenge, the
desire to make history, the idea to die as a martyr and go to heaven in
the end.”®’°, Common IS recruiter targets include Muslims, criminals, un-
educated citizens, males, homegrown or naturalized citizens, and young
adults®”*. GLOBSEC reported that in 2015, “54% of incarcerated criminals
later turned terrorist by co-radicalized behind bars in prison due to the
contact of other radicalized prisoners”®’? who were caught doing terror-
related crimes. Motivations to change their current lifestyle is an effective
tool to further persuade someone to join the fight. This means traveling to
another country to join the mission of such terrorist groups for training to
be assimilated into the terrorist organization.
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Foreign Fighters

The mobilization of foreign fighters is influenced by the victimization or
injustice done to civilians in a certain region from wars. Foreign fighters
have mobilized and fought in past wars including the wars in Afghanistan,
Bosnia, Chechnya, and Iraq. In the case of the recent war in Syria, IS has
succeeded in attracting and recruiting a much larger pool of international
foreign fighters in part because of the extensive international coverage it
has received. The Islamic State has heavily relied upon the use of foreign
fighters that have provided the terrorist organization with a diverse skills
set that it would not have otherwise. Foreign fighters are defined as “non-
citizens of conflict states who join insurgencies during civil conflicts.”®73,
With pressure at an all-time high between Europe and the Islamic State,
there is no surprise that the recruitment of foreign fighters is heavy within
countries with the highest rate of Muslim citizens and migration of Mus-
lim refugees. Over the past 4 years between 2014-2018 there have been
more terrorist plots in Europe. Nesser argues, “More people have died
from terrorism in Europe between 2014 and 2018 at least 345 deaths
than in the previous 20 years at 267 deaths.”?’4. As of March 2017, an es-
timated “40,000 individuals from 110 countries had traveled to Syria and/
or Irag to engage in combat as members for various armed groups since
2012”, many of which came from Europe®”>. The Islamic State seeks for-
eign fighters from the West to target countries with terrorist plots and at-
tacks against countries who were part of the joint coalition against them.
This strategy has succeeded in making IS one of the EU’s largest security
threats, particularly in France and the UK, who have been the target of
terrorist plots within the past years. Despite the UK and France’s promo-
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tion of multiculturalism®”® or assimilation®”’ to integrate different reli-
gions, these two countries have faced the highest terrorist threats due to
“their policies of intervening in armed conflicts in the Muslim world.”%78,

IS was able to exploit the migration crisis in 2015 by smuggling in terrorist
plotters posing as refugees and by recruiting members among the refugees
for attacks®’®. Also, they used routes via Istanbul to bring foreign fighters
to Syria —they would “travel into northern Syria via Turkey by flying into Is-
tanbul and transferring to commercial flight or buses to the border where
they would either cross legally or smuggler routes.”®2°,

The bridge between the Islamic State and Europe are the foreign fight-
ers. Gates and Podder estimate “around 20 percent of foreign fighters who
have traveled from western countries”?®! have joined conflicts in the Mus-
lim world. Although many of the recruits from the West are inexperienced,
Gates and Podder argue that they along with the other foreign fighters
“can be trained to be excellent combatants, but most likely be given tasks
unique to their skills.”982,

In addition to European recruits, Gates and Podder reported that in 2015,
“over 20,000 foreign fighters had joined militant organization in the Iraq/
Syria conflict with most of them being Arabs coming from neighboring
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countries in the Maghreb.”?8% 984 \Whether foreign fighters are from the
EU, Middle East, Gulf, or South/Southeast Asia, they all pose a threat to the
country they get to in terms of security, because of the extremist ideology
and views of the world compared to their views of how the world should
see them and fear them.

Financing

The Islamic State is one of the biggest and richest terrorist organizations in
the world. The net worth comes to about $2 billion dollars®®>. This stems
from natural resources, taxation, smuggling artifacts/art, human trafficking
and extortion methods. There is a hierarchical design to the way the Islamic
State operates that includes “separating revenue collection activities from
disbursement and management.”?®. One of the key aspects to limiting the
Islamic State from gaining power is to expel their financial connections.

Counter-terrorist organizations have developed methods to shed light on
how terrorist organizations such as IS are able to maximize their financial
stability. As an example, al-Qaeda depended on reverse money launder-
ing or channeling funds through Islamic charities and legitimate business
to fund its military council. Due to the recognition of increased counter-
terrorism measures, more than 165 countries had multiple assets frozen of
individuals and organizations that were potentially connected to terrorism
groups®®’. Limiting their finances will result in a blow to their resources
and economic funding. The Islamic State is set up in a way which is formed
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nantly Muslim. The countries included: Algeria, Libya, Egypt, Mali, Niger, Sudan, Nigeria, Chad, Mo-
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much like a cabinet. IS has assembled a “financial committee consisting
of a finance minister who oversees its financial affairs and exerts author-
ity over local finance councils for the provinces... The primary purpose of
the finance minister is to ensure tax collection is met.”%, Dissolving their
financial system is a key strategy used to limit the power of the Islamic
State. For instance, the US led coalition in Syria caused IS to lose a lot of its
land power. This resulted in the depleted income of the terrorist organiza-
tion. Formerly in 2017, the Islamic State controlled around “23,300 square
miles of territory between Iraq and Syria.”*®. However, a 2019 report
stated “IS has lost control of almost all of it territory due to joint military
campaigns”®®, with control only over disperse amounts of “land in east-
ern Syria near the Iraqi border”®®!. This estimates to about “9,300 square
miles of land resulting in a 96%”%°2 reduction of land and valuable means
of financial stability. From the shrinkage of land power, the methods used
to retain their financial stability is still at large.

Oil

IS controls many areas within Iraq and Syria with a wide range of industrial
opportunities such as natural resources and raw materials indigenous to
the land. One of these resources is oil. In 2014, around 350 oil wells in Iraq
and 60% of Syria’s oil fields were overtaken by the Islamic State®®3. One
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report suggests, “The exploitation of the natural reserves of oil refiner-
ies constitutes of one of several primary sources of funding.”?®*. This has
enabled IS to be one of the most powerful and richest terrorist organiza-
tions in the world®®. The Islamic State makes an earning approximately
worth “S$500 million a year”?°® from the oil refineries alone. Through black-
market sales and local truck drivers in the region, they are able to then
smuggle, export and transport oil through backhanded deals to sell the oil
and deliver it to its final destination to countries such as Jordan, Turkey,
Iran, and Kurdistan®’. The war in Syria in 2015, significantly reduced the
amount earned from the oil refineries from key territories. In 2014, the
earnings from oil equated to “$1 billion compared to in 2015 which the in-
come earned was estimated about $600 million dollars.”®%%. However, due
to the recent loss of territory, IS’s revenues have become strained as the
value of oil barrels being sold has decreased, as well as the yearly income
gained. By limiting the finances of the Islamic State, it will effectively hurt
the operations of the organization.

Taxation

Tax earnings by the IS are worth approximately over $250 million a year®®,
The taxes are imposed on the civilians living in the cities under IS control.
IS imposes an additional tax on non-Muslims — Jizyah®®, IS has been able
to tax almost everything which includes, but is not limited to, agricultural

994 Center for the Analysis of Terrorism, “ISIS Financing”, May 2016. Accessed August 11, 2020.
https://cat-int.org/wp-content/uploads/2016/06/1SIS-Financing-2015-Report.pdf.

995 Rafat Kurdi, “Islamic State”, (2016) https://www.amo.cz/wp-content/uploads/2016/11/NATO
_isis_final.pdf.

9% Rafat Kurdi, “Islamic State”, (2016) https://www.amo.cz/wp-content/uploads/2016/11/NATO_
isis_final.pdf.

997 Jean-Charles Brisard and Damien Martinez, “Islamic State: the economy-based terrorist fund-
ing”, October 2014. Accessed August 4, 2020. http://www.gdr-elsj.eu/wp-content/uploads/2015/11/
Islamic-State.pdf.

998 Center for the Analysis of Terrorism, “ISIS Financing”, May 2016. Accessed August 11, 2020.
https://cat-int.org/wp-content/uploads/2016/06/1SIS-Financing-2015-Report.pdf.

999 Center for the Analysis of Terrorism, “ISIS Financing”, May 2016. Accessed August 11, 2020.
https://cat-int.org/wp-content/uploads/2016/06/1SIS-Financing-2015-Report.pdf.

1000 Jizyah: a yearly additional tax imposed on those who are non-Muslims who are not willing
or wanting to convert.


https://cat-int.org/wp-content/uploads/2016/06/ISIS-Financing-2015-Report.pdf
https://www.amo.cz/wp-content/uploads/2016/11/NATO_isis_final.pdf
https://www.amo.cz/wp-content/uploads/2016/11/NATO_isis_final.pdf
https://www.amo.cz/wp-content/uploads/2016/11/NATO_isis_final.pdf
https://www.amo.cz/wp-content/uploads/2016/11/NATO_isis_final.pdf
http://www.gdr-elsj.eu/wp-content/uploads/2015/11/Islamic-State.pdf
http://www.gdr-elsj.eu/wp-content/uploads/2015/11/Islamic-State.pdf
https://cat-int.org/wp-content/uploads/2016/06/ISIS-Financing-2015-Report.pdf
https://cat-int.org/wp-content/uploads/2016/06/ISIS-Financing-2015-Report.pdf

258  14.The Impact of Terrorism on Border Security in the EU: The Case of the Islamic State

goods, telecommunication companies, cash withdrawals from bank ac-
counts, road tax, custom per truck entering Jordan and Syria border checks,
looting archeological sites, and protection tax!%!, In 2015 this resulted in
a $250 million earning®?, The money earned from all the taxes have been
put towards expansion into new territories within the region IS has claimed
in Syria and Irag and an “extensive civil system”, especially to “fund garbage
collectors and motor vehicle authority.”19%3, There are fees placed upon
each household per month for the essential items (i.e. water and electric-
ity). The fees for each household made about $60 million in 2015%%4, |n
terms of human trafficking, IS also taxes the “greedy bogeymen”1%> who
facilitate in criminal cartels with smuggling route passage fees “to move
goods across the area under the Caliphate’s de-facto jurisdiction”%®, This
was done so IS could gain income as well as new potential recruits.

Smuggling Arts/Artifacts

Iraq and Syria have important (incl. UNESCO Word Heritage) archeological
sites that consist of cultural artifacts dating back 9,000 BCE. IS has taken
these ancient historical artifacts and produced revenue from selling them.
The Site of Palmyra for example, located in the Syrian desert, north-east of
Damascus, represents an archeological heritage site of the ancient world,
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with Graeco- Roman and Persian influences!®?. IS has made an estimated
$30 million to S50 million dollars a year from selling artifacts from these
cultural heritage sites®®, Smuggling artifacts and/or art items, as well as
“taxing looted antiquities”°% is one of the economic sources that finances
the Islamic State by a large income worth. Any items found are subjected to
taxes ranging from 20% to 50%°%°. To make money from these artifacts, IS
“smuggle[s] them into Europe via Turkey, Jordan, Iran, and Syria”%! sales
and/or auctions them internationally. IS has created a systematic structure
to obtain the financials of the looted and smuggled artifacts by creating an
antique department within the ministry of natural resources, and legaliz-
ing the looting of the archeological sites of these artifacts'®2. Documents
supporting this ministry highlights the cultural antiques preparation for
professional sale internationally. Since 2014, the United Nations Security
Council (UNSC) monitoring team enacted sanction and recommendations
to Member States in order to hopefully disrupt the financing of IS and the
sale of cultural artifacts'®3, It remains unknown how much they are earn-
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ing in recent years from the sale of historical artifacts/antiques sold on the
black-market to make from outside sources.

Human Trafficking

The American Intelligence Journal reports, “human trafficking is one of
the fastest growing illicit activities in the world, and is second most profit-
able crime along with weapons and drugs”'%*, Human trafficking is one
aspect of illicit activities that usually accompanies other criminal activities
(i.e. drug trafficking). The act of human trafficking is usually smuggling per-
sons who were into the process. Some of the prominent elements of hu-
man trafficking include: 1) the act (i.e harboring, recruiting, and transport-
ing), 2) the means (i.e. “forced, deceived, coerced or exploited”)'°%*, and
3) the purpose (i.e. exploitation and gain).

With the uprise in the irregular migration flow, human trafficking became
a lucrative business for smugglers, terrorist organizations, and illegal or-
ganizations. The logistics of human trafficking requires investment for net-
working, warehousing of the victims, inspection, modes of transportation,
and partnerships with other organizations for the purchase of the victims.

The Islamic State takes part in the trafficking of humans, especially women
and children. Acts of sexual and gender-based violence has been a strate-
gic objective of terrorist groups!?®®. For example, Yazidi were targeted by IS,
whereby Yazidi women and young girls were sold for sexual abuse and/or
family housekeepers, and male children used as new recruits for combat and
support roles (e.g. human shields, informants, bombmakers, executioners,
and suicide bombers) by IS inserting its ideology from a young age. In 2017,
IS abducted 400 Yazidi children for combat training roles. IS has enacted

1014 Daniels Sheinis, “The Links Between Human Trafficking, Organized Crime, and Terrorism”.
American Intelligence Journal 30, no. 1 (2012): 68—77. Accessed August 11, 2020, www.jstor.org/sta-
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heinous crimes towards the persons of other religious cultures committing
mass crime, “ethnic cleansing campaigns”°Y, and enslaving them. Human
trafficking may not be as profitable as other parts of the Islamic State financ-
es, but the selling of humans as “commodities”'!® has proven to be ben-
eficial by exploiting financial gain of ransom money towards families. The
demanded prices of ransom has ranged between $10,000-$40,000. In 2014
IS made between $35 to $45 million1%%. As Achilli and Tinti stated, this has
become a “dirty entanglement”%%° for a more lucrative economic and social
opportunity to expand their resources.

The methods IS uses, combined with efforts of migrant smugglers, has
generated income from the business through taxes, selling of women and
children, and slave labor. IS has benefited from the partnership from an
economic standpoint, as well as learning the routes which the smugglers
use to try to gain access to Europe. If they were to get involved in the busi-
ness, “EUROPOL estimated that the flow of irregular migration would have
amounted to an income between EUR 3 to 6 billion.”10%,

Border Security in the European Union
in the Context of Terrorist Threats

Migration

Within the EU, migration has accelerated between 2015-2017. The num-
bers of asylum seekers, refugees and migrants rose quickly. Between
2014-2017 more than 919,000 Syrians applied for asylum within the EU
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alone%?2, With the increase in geopolitical turmoil overseas in the Middle
East and North African regions, the demand has increased for immigrants
wanting to come to the EU. The number of refugees surpassed the num-
ber of migrants travelling to the EU within the past 5 years. Since 2015,
the migration and refugee crisis has amounted to 2.4 million refugees and
860 thousand asylum seekers as cases are pending at the end of 2018923,
Demands to accommodate and manage the essential information needed
from the migrants and refugees resulted in the development of a data-
base system created to inform policy makers and the public. With the
help of these databases, countries are now able to analyze, assess threat
levels, provide socio-economic indicators, and provide regulations for the
migration public and asylum seekers.

In regard to security measures, migration will always be deemed as
a risk. Many people wanting to enter the EU may be flagged for connec-
tions with terrorist organizations, affiliated in criminal activity, smuggling
illegal or illicit goods, or may be wanted by other countries'®?*, During
the conflict in Syria in 2015, IS took this “opportunity to try and smuggle
in operatives among the migrants or refugees to mobilize connections
overseas and recruit members.”1925, This also provided the opportunity
for foreign fighters to travel abroad to fight in conflicts for certain ter-
rorist organizations. This has created concerns regarding foreign fighters
returning home. Due to the increased risk of terrorist attacks, the EU has
put in place strategies, security agencies such as ECTC, FRONTEX, and
enhanced capabilities to use more advanced technological equipment
for identification, centers for terrorism and radicalization awareness to
warn and inform the public.

1022 BBC News, “Migration to Europe in Charts”, September 18, 2018. Accessed September 26,
2020. https://www.bbc.com/news/world-europe-44660699.

1023 \Migration Data Portal, “Migration data in Europe, "August 3, 2020. Accessed August 11, 2020.
https://migrationdataportal.org/regional-data-overview/europe.

1024 FRONTEX, “Risk Analysis 2020”, March 2020. Accessed July 20, 2020. https://frontex.europa.
eu/assets/Publications/Risk_Analysis/Risk_Analysis/Annual_Risk_Analysis_2020.pdf.

1025 petter Nesser, “Military Interventions, Jihadi Networks, and Terrorist Entrepreneurs” CTC Sen-

tinel, May 2019. Accessed August 4, 2020. https://ctc.usma.edu/wp-content/uploads/2019/03/CTC-
SENTINEL-032019.pdf.


https://www.bbc.com/news/world-europe-44660699
https://migrationdataportal.org/regional-data-overview/europe
https://frontex.europa.eu/assets/Publications/Risk_Analysis/Risk_Analysis/Annual_Risk_Analysis_2020.pdf
https://frontex.europa.eu/assets/Publications/Risk_Analysis/Risk_Analysis/Annual_Risk_Analysis_2020.pdf
https://ctc.usma.edu/wp-content/uploads/2019/03/CTC-SENTINEL-032019.pdf
https://ctc.usma.edu/wp-content/uploads/2019/03/CTC-SENTINEL-032019.pdf

Border Security in the European Union in the Context of Terrorist Threats 263

EU Counter Terrorism Strategy

Security measures rose after the 9/11 terrorist attacks in the US, which
enhanced the protocols that are in place today in Europe and the US. How-
ever, a turning point for more assertive collaboration within the EU to pre-
vent terrorist attacks came following the terrorist attack bombing in Ma-
drid in 2004. Effective immediately, the EU Counter-Terrorism Strategy was
created to boost the security measures of the EU. The basis of the strategy
are based upon “four pillars of prevent, protect, pursue, and respond”02,
and “5 main objectives regarding the counter-terrorism border strategies:
strengthening external border controls, enhancing capacities for identify-
ing terrorist at border, improving identity document security, strengthen-
ing the exchange of information relating to border controls, and coordinat-
ing the reintroduction of internal border controls.”*%?’, In recent times the
threat may no longer be physical, but more of a mix of physical and elec-
tronic (i.e. hybrid). Potential terrorist threats are becoming complex, this
allows for organized crime or terrorist organizations such as the Islamic
State to make connections based upon both platforms to exploit anyone
for their own gain. These threats may “happen outside of the EU borders,
but can still affect what may have critical impact on the security inside the
EU.”1928 Europol reports, “Recently IS has transitioned to a covert insur-
gent group operating in Iraq and Syria and maintained its global network
connections.”192°, An example of this mixture would be the entrepreneurs
of the Islamic State which use electronic methods to communicate with
other radicals, foreign fighters, or new recruits to supply them information
or any type of plans to make a threat a reality within a country. Coopera-
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tion between all Member States'®3° is a key aspect to the security of the
EU to fight the increase in terrorism within the regions. The fight against
terrorism will start with the “cooperation with third countries and at global
level to address common challenges in the EU.”103%,

European Border and Coast Guard Agency [FRONTEX)

FRONTEX and the European Counter Terrorism Centre at Europol work to-
wards “safeguarding the area of freedom, justice, and security.”1%32, The
purpose of FRONTEX is to safeguard the borders of the EU. Frontex states,
“Member States reported an increase in the detection of clandestine or
secondary movement entries on both inland and sea routes in 2019, but
a decrease in illegal border crossing along the external borders in 2019
compared to 2013.”1933 |n 2019, FRONTEX reported the top 3 nationalities
for migration and refugees: Afghanistan with 34,154, Syria with 24,390,
and Morocco with 8,0201%%%, There are several routes used by different
nationalities depending on the region they are coming from. For instance,
the Western Balkan Route consist of migrants or refugees coming from
Afghanistan, Syria, and Irag, whereas the Central Mediterranean route ac-
company migrants and refugees from Tunisia, Sudan, and C6té d’lvoire.
The migration flow is monitored and recorded by FRONTEX, to safeguard
border security, entry, documentation, and cross border crime from differ-
ent migration routes. The reason why there is sizable amount of security
when it comes to the border of the EU is due to the fact that sometimes
in the mix of migrants or refugees there are persons who are red listed
for criminal and dangerous activities they have been involved in. FRONTEX
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are part of the Member States in the EU, excluding the UK who withdrew in January 2020.
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is there to protect the citizens of the EU from any potential threats from
entering. They do this by checking for illegal items which most often come
in the form of illegal firearms, drug trafficking, stolen vehicles and parts,
and false documentation. FRONTEX admits, “Borders provide challenges,
but also opportunities in countering-terrorism as they offer a geographical
spread where Member States can take executive actions to deter, disrupt,
and detect terrorist-related movements and detain those involved in ter-
rorist-related activities.”1%3°,

Advanced technological programs such as the Schengen Information Sys-
tem (SIS), Entry-Exit System (EES), and the Electronic Travel Information
and Authorization (ETIAS) are technical identification informational sys-
tems that help with the fight against terrorism or terror-related activities/
personsi®® The support system of FRONTEX has four guidelines towards
their mission: a) adapting to the threat and facilitating access, b) outreach-
ing and spreading knowledge, c) engaging and supporting, and d) inform-
ing/influencing EU policy'%. All these efforts to support in countering-
terrorism are to make the process for the entire EU work as a team for the
same goal of protection and safety of each nation.

European Counter Terrorism Centre ([ECTC) at Europol

One of the priorities for ECTC is to counter the advancement of terrorism
as well as foreign fighters. Despite threating plots and attacks in the EU in
recent years, the EU Situation and Trend Report (TESAT) states, “ a total of
199 completed, failed, and foiled terrorist attacks in 2019 were reported
by 13 EU countries”'98, The capability of the Islamic State to create con-
tact networks of extremist within the EU and the Middle East causes ad-

1035 |pid.

1036 Sarah Léonard, “Border Controls as a dimension of the European Union’s counter-terrorism
policy: a critical assessment, “January 13, 2015, Intelligence and National Security 30, no. 2-3 (2015):
306-332.

1037 FRONTEX, “Risk Analysis 2020”, March 2020. Accessed July 20, 2020. https://frontex.europa.
eu/assets/Publications/Risk_Analysis/Risk_Analysis/Annual_Risk_Analysis_2020.pdf.

1038 Europol, “European Terrorism Situation and Trend Report (TESAT)”, 2020. Accessed August 13,
2020. https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/terrorism.
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ditional threats of terrorism. Europol shares, “The European Counter Ter-
rorism Centre (ECTC) evolved in 2016 to enhance cross border cooperation
between relevant counter-terrorism authorities.”19%°, The Report goes on to
argue, “Terrorist attacks tend to be directed by IS or inspired by IS ideology
and rhetoric that include a range of weapons that include bladed weapons,
automatic rifles, explosives, and vehicles.”1%%9, While the threat of terrorism
has subsided in 2019 because of the effective law enforcement and security
authorities, there is still a high demand for safe security measures. While
FRONTEX focuses on the border security aspect, ECTC works on countering
terrorism within the EU countries. This includes migrants who may have
been turned by persuasion of an IS affiliate, the radicalism in prisons that
can lead to recruitment, and sole actors who are persuaded by e.g. martyr
and heroic ideologies. These threats remain high within the EU4!, Terror-
ism Situation and Trends report states that in 2019 there were 1,004 in-
dividuals arrested on suspicion of terror-related activates in 19 Member
States!%*. That number has decreased from 2017, which reported 1,2191%43
arrests on suspicion of terrorist-related activities. Security measures are
placed by ECTC to keep the public safe from any potential harm and Europol
works towards that goal to subside violent tactics by extremist whether
they are sole actors or from an organization.

The Radicalization Awareness Network (RAN)

As part of the EU Internal Security Strategy (EU ISS) in 2010, its main ob-
jective is to target radicalization and recruitment. By 2017 the pressure to
reform the prison system to combat criminalization of terrorism increased
with the newly adopted EU Directive on combatting terrorism%*, Radicali-

1039 |bid.

1040 |pid.

1041 Scott Gates and Sukanya Podder, “Social Media, Recruitment, Allegiance and the Islamic
State” Perspective on Terrorism, (2015): 107-113.

1042 Eyropol, “European Terrorism Situation and Trend Report (TESAT)”, 2020. Accessed August 13,
2020. https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/terrorism.

1043 |bid.

1044 |CF, “How to prevent dangerous radicialization in prisons”, March 4, 2019. Accessed Septem-
ber 22, 2020. https://www.icf.com/insights/public-policy/preventing-radicalization-in-prisons.
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zation of criminals occurring in prisons has become a focus point for the
RAN organization'%%. This is where terrorist-related activities, return of for-
eign fighters, and criminals tend to congregate and end up sharing some of
the same ideologies and/or looking for new life once out of prison, all of
which the Islamic State tapped into as part of its newer recruiting methods.
An ICF report suggests, “The prison environment helped European terror-
ist groups support and further develop propaganda, as well as extremist
groups from the conditions of the prisons”19%,

In response to these findings, Radicalization Awareness Network (RAN) was
created, as a network of practitioners and experts working towards prevent-
ing and countering violent extremism. With the support of the European
Organization of Prison and Correctional Services (EUROPRIS), they work to-
wards the de-radicalization and prevention of radicalization in prisons'¥. In
2015, the key focal point of RAN was to “develop work with third countries
with a priority on Turkey, and countries in the Middle East, Western Balkans,
and North Africa.”1%48, Working towards de-radicalization in prisons is a top
priority as a fight against terrorism from within the Member States.

Conclusion

Terrorist organizations and terrorist threats are security issues for all coun-
tries. When the terrorist attacks happened in the US on September 11,

1045 European Commission, “ Communication from the commission to the European parliament,
the European council, the council, the European economic and social committee and the committee
of the regions”, April 24, 2015. Accessed July 31, 2020. https://www.cepol.europa.eu/sites/default/
files/european-agenda-security.pdf.

1046 |CF, “How to prevent dangerous radicalization in prisons”, March 4, 2019. Accessed Septem-
ber 22, 2020. https://www.icf.com/insights/public-policy/preventing-radicalization-in-prisons.

1047 European Commission, “Communication from the commission to the European parliament,
the European council, the council, the European economic and social committee and the committee
of the regions”, April 24, 2015. Accessed July 31, 2020. https://www.cepol.europa.eu/sites/default/
files/european-agenda-security.pdf.

1048 European Commission, “Communication from the commission to the European parliament,
the European council, the council, the European economic and social committee and the committee
of the regions”, April 24, 2015. Accessed July 31, 2020. https://www.cepol.europa.eu/sites/default/
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2001, it set a standard for increased security measures. When the attack
happened in the EU in Madrid in 2004, that set the tone for the EU to
take counter measures towards the fight against terrorism. The terror,
fear, and uncertainty of the Islamic State’s future plans has pushed the EU
to increase security measures to prevent terrorist attacks. By 2006, the
EU formed FRONTEX to protect its borders and control the internal and
external border management of migration from land and sea, refugees,
and the stoppage of illegal firearms, drug trafficking, and illicit goods. With
the migration and refugee crisis that took place in 2015, IS took advantage
of this opportunity to smuggle in operatives as well an increase in foreign
fighters. This also stems from the motivation and propaganda used to
bring more persons for foreign land to be recruited into the Islamic State.
Over the past couple of years many foreign fighters returning from their
combat tour have “avowedly reject[ed] the Islamic State and its violent
ways/tactics.”1%%°, The downward trend in 2019 from terrorist attacks and
plots foiled, a decrease in foreign fighters traveling to and from countries
with known conflicts, as well as a decrease in terror-related activities, and
radicalism has shown that the fight against terrorism is effective. The de-
pletion of the Islamic State finances from land lost due to the formation of
joint coalitions to deter IS over in Syria and Iraq have effectively minimized
their resources. Although their main sources of oil and taxes are less, they
are still able to network through telecommunications with recruiters and
other foreign fighters all over the world. With the downward trend of plots
and/or attacks by terrorist, the goal within the security challenges for the
EU for the next five years should focus on three main areas:

1. fighting organized crime,

2. countering terrorism and radicalization,

3. fighting crimes in the digital age”0>°,

1049 Souad Mekhennet and Joby Warrick, “The appeal of ISIS fades among Europeans who return
home from Syria”, Washington Post, June 14, 2020. Accessed August 10, 2020. https://www.wash-
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from-syria/2020/06/14/754b3e0e-acb9-11ea-9063-e69bd6520940_story.html.

1050 Eyropean Commission, “Security Union Strategy”, Migration and Home Affairs, July 2020.
Accessed August 12, 2020. https://ec.europa.eu/home-affairs/what-we-do/policies/security-union-
strategy_en.
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Although it is hard to determine for how long this downward trend of
terrorist attacks will continue, the continuous progression towards the
security of the EU, the fight against radicalism, and the help provided to
third countries from the influence of terrorist organizations can keep the
amount of threats and progression minimized.
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